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1 Introduction to Practice Session
This 1-hour practice session focuses on Dynamic Memory Management Fundamen-
tals in C programming, covering malloc(), calloc(), realloc(), free(), and basic
memory leak prevention. This session complements Lecture 8. Estimated completion
time: 1 hour.

2 Setting Up Your Environment
Tip/Note

Before You Begin:
• Make sure you have a C compiler installed (gcc recommended)
• Create a new folder for this practice session
• You’ll need to include <stdlib.h> for memory allocation functions
• All examples should be compiled with: gcc -g -o program program.c
• The -g flag adds debug symbols, useful for debugging tools

3 Basic Memory Allocation with malloc()

Practice Activity
Activity 1: Your First Dynamic Allocation (15 minutes)
Create a program that demonstrates the basic use of malloc() to allocate memory
for different data types. Learn the fundamental pattern: allocate, check, use, free.

Step-by-Step Instructions:
1. Create a new C file named basic_malloc.c
2. Include necessary headers: <stdio.h> and <stdlib.h>
3. Allocate memory for a single integer using malloc()
4. CRITICAL: Always check if malloc() returned NULL (allocation failed)
5. Initialize the allocated memory with a value
6. Print the value and its address
7. Free the memory when done
8. Repeat for a double and a character

Complete Example Code:

1 #include <stdio.h>
2 #include <stdlib.h> // Required for malloc() and free()
3

4 int main() {
5 printf("=== Basic malloc() Demonstration ===\n\n");
6

7 // PART 1: Allocate memory for a single integer
8 printf("1. Allocating memory for an integer:\n");
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9

10 // malloc returns a void* pointer, we cast it to int*
11 // sizeof(int) tells malloc how many bytes to allocate
12 int *ptr_int = (int*)malloc(sizeof(int));
13

14 // ALWAYS check if malloc succeeded!
15 if (ptr_int == NULL) {
16 printf("Error: Failed to allocate memory for integer!\n");
17 return 1; // Exit program with error code
18 }
19

20 // Now we have valid memory - we can use it
21 *ptr_int = 42; // Store the value 42 in the allocated memory
22

23 printf(" Address: %p\n", (void*)ptr_int);
24 printf(" Value: %d\n", *ptr_int);
25 printf(" Size: %zu bytes\n\n", sizeof(int));
26

27 // PART 2: Allocate memory for a double
28 printf("2. Allocating memory for a double:\n");
29

30 double *ptr_double = (double*)malloc(sizeof(double));
31 if (ptr_double == NULL) {
32 printf("Error: Failed to allocate memory for double!\n");
33 free(ptr_int); // Clean up already allocated memory
34 return 1;
35 }
36

37 *ptr_double = 3.14159;
38 printf(" Address: %p\n", (void*)ptr_double);
39 printf(" Value: %f\n", *ptr_double);
40 printf(" Size: %zu bytes\n\n", sizeof(double));
41

42 // PART 3: Allocate memory for a character
43 printf("3. Allocating memory for a character:\n");
44

45 char *ptr_char = (char*)malloc(sizeof(char));
46 if (ptr_char == NULL) {
47 printf("Error: Failed to allocate memory for char!\n");
48 free(ptr_int);
49 free(ptr_double);
50 return 1;
51 }
52

53 *ptr_char = 'A';
54 printf(" Address: %p\n", (void*)ptr_char);
55 printf(" Value: '%c' (ASCII: %d)\n", *ptr_char, *ptr_char);
56 printf(" Size: %zu byte\n\n", sizeof(char));
57

58 // PART 4: Clean up - free all allocated memory
59 printf("4. Freeing all allocated memory:\n");
60

61 free(ptr_int); // Return integer memory to heap
62 free(ptr_double); // Return double memory to heap
63 free(ptr_char); // Return character memory to heap
64
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65 // Good practice: set pointers to NULL after freeing
66 ptr_int = NULL;
67 ptr_double = NULL;
68 ptr_char = NULL;
69

70 printf(" All memory freed successfully!\n");
71 printf(" Pointers set to NULL to prevent accidental use.\n");
72

73 return 0;
74 }

Expected Output:

1 === Basic malloc() Demonstration ===
2

3 1. Allocating memory for an integer:
4 Address: 0x55a8e8a4b2a0
5 Value: 42
6 Size: 4 bytes
7

8 2. Allocating memory for a double:
9 Address: 0x55a8e8a4b2c0

10 Value: 3.141590
11 Size: 8 bytes
12

13 3. Allocating memory for a character:
14 Address: 0x55a8e8a4b2e0
15 Value: 'A' (ASCII: 65)
16 Size: 1 byte
17

18 4. Freeing all allocated memory:
19 All memory freed successfully!
20 Pointers set to NULL to prevent accidental use.

Challenge:
Modify the program to allocate memory for a long long and a float. Print their
sizes and values. Remember to free them!

Tip/Note

Key Points About malloc():
• malloc() allocates raw memory - it contains whatever was there before

(garbage!)
• Always use sizeof(type) - never hardcode sizes like 4 for int
• malloc() returns NULL if allocation fails (out of memory)
• Always check the return value before using the pointer
• Each malloc() must eventually have a matching free()
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Warning/Common Issue

Common malloc() Mistakes:
1 int *p = malloc(sizeof(int)); // CORRECT
2 int *p = malloc(4); // WRONG - assumes int is 4 bytes
3

4 int *p = malloc(sizeof(int)); // CORRECT
5 *p = 10; // DANGER - didn't check if p is NULL!
6

7 int *p = malloc(sizeof(int)); // CORRECT
8 // ... use p ...
9 // Forgot to free(p) - MEMORY LEAK!

4 Allocating Arrays with malloc()

Practice Activity
Activity 2: Dynamic Arrays (15 minutes)
Learn how to allocate arrays dynamically, where the size can be determined at run-
time. This is one of the most common uses of dynamic memory.

Step-by-Step Instructions:
1. Create a new file named dynamic_array.c
2. Ask the user how many integers they want to store
3. Allocate an array of that size using malloc()
4. Check if allocation succeeded
5. Fill the array with values (e.g., squares of indices)
6. Print the array
7. Free the memory

Complete Example Code:

1 #include <stdio.h>
2 #include <stdlib.h>
3

4 int main() {
5 printf("=== Dynamic Arrays with malloc() ===\n\n");
6

7 int size;
8

9 // Step 1: Ask user for array size
10 printf("How many integers do you want to store? ");
11 scanf("%d", &size);
12

13 // Validate input
14 if (size <= 0) {
15 printf("Invalid size. Please enter a positive number.\n");
16 return 1;
17 }
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18

19 // Step 2: Allocate the array
20 // Notice: size * sizeof(int) calculates total bytes needed
21 int *array = (int*)malloc(size * sizeof(int));
22

23 // Step 3: ALWAYS check if allocation succeeded
24 if (array == NULL) {
25 printf("Error: Failed to allocate memory for %d integers!\n",

size);
26 return 1;
27 }
28

29 printf("\nSuccessfully allocated array for %d integers.\n", size);
30 printf("Array starts at address: %p\n", (void*)array);
31 printf("Total memory allocated: %zu bytes\n\n", size * sizeof(int)

);
32

33 // Step 4: Fill the array with values (squares of indices)
34 printf("Filling array with values...\n");
35 for (int i = 0; i < size; i++) {
36 array[i] = i * i; // Store square of index
37 }
38

39 // Step 5: Print the array
40 printf("\nArray contents:\n");
41 for (int i = 0; i < size; i++) {
42 printf("array[%d] = %d\n", i, array[i]);
43 }
44

45 // Step 6: Calculate and print sum
46 int sum = 0;
47 for (int i = 0; i < size; i++) {
48 sum += array[i];
49 }
50 printf("\nSum of all elements: %d\n", sum);
51

52 // Step 7: Free the memory
53 printf("\nFreeing array memory...\n");
54 free(array);
55 array = NULL; // Good practice
56

57 printf("Memory freed successfully!\n");
58

59 return 0;
60 }

Sample Run:

1 === Dynamic Arrays with malloc() ===
2

3 How many integers do you want to store? 5
4

5 Successfully allocated array for 5 integers.
6 Array starts at address: 0x55a8e8a4b2a0
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7 Total memory allocated: 20 bytes
8

9 Filling array with values...
10

11 Array contents:
12 array[0] = 0
13 array[1] = 1
14 array[2] = 4
15 array[3] = 9
16 array[4] = 16
17

18 Sum of all elements: 30
19

20 Freeing array memory...
21 Memory freed successfully!

Challenge:
Modify the program to ask the user for each value individually, then calculate the
average. Handle the case where the user might enter a very large number (test with
size = 1,000,000).

Tip/Note

Array Allocation Pattern:
• Formula: ptr = (type*)malloc(count * sizeof(type))
• The memory is contiguous - you can use pointer arithmetic: *(ptr + i) same

as ptr[i]
• Access elements just like a regular array: array[index]
• The allocated memory is not initialized - it contains garbage!

5 Zero-Initialized Memory with calloc()

Practice Activity
Activity 3: malloc() vs calloc() (10 minutes)
Compare malloc() and calloc() to understand the difference between uninitialized
and zero-initialized memory.

Step-by-Step Instructions:
1. Create a new file named malloc_vs_calloc.c
2. Allocate an array with malloc() and print initial values (don’t initialize)
3. Allocate another array with calloc() and print initial values
4. Observe the difference
5. Free both arrays
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Complete Example Code:

1 #include <stdio.h>
2 #include <stdlib.h>
3

4 int main() {
5 printf("=== malloc() vs calloc() Comparison ===\n\n");
6

7 const int SIZE = 5;
8

9 // PART 1: malloc() - uninitialized memory
10 printf("1. Array allocated with malloc() (UNINITIALIZED):\n");
11

12 int *malloc_array = (int*)malloc(SIZE * sizeof(int));
13 if (malloc_array == NULL) {
14 printf("malloc() failed!\n");
15 return 1;
16 }
17

18 printf(" Values (garbage - unpredictable): ");
19 for (int i = 0; i < SIZE; i++) {
20 printf("%d ", malloc_array[i]); // Garbage values!
21 }
22 printf("\n\n");
23

24 // PART 2: calloc() - zero-initialized memory
25 printf("2. Array allocated with calloc() (ZERO-INITIALIZED):\n");
26

27 // calloc takes two arguments: number of elements , size of each
element

28 int *calloc_array = (int*)calloc(SIZE, sizeof(int));
29 if (calloc_array == NULL) {
30 printf("calloc() failed!\n");
31 free(malloc_array);
32 return 1;
33 }
34

35 printf(" Values (all zeros): ");
36 for (int i = 0; i < SIZE; i++) {
37 printf("%d ", calloc_array[i]); // All zeros!
38 }
39 printf("\n\n");
40

41 // PART 3: Demonstrate calloc with other types
42 printf("3. calloc() with other types:\n");
43

44 double *double_array = (double*)calloc(SIZE, sizeof(double));
45 if (double_array != NULL) {
46 printf(" Double array values: ");
47 for (int i = 0; i < SIZE; i++) {
48 printf("%.2f ", double_array[i]); // All 0.0
49 }
50 printf("\n");
51 free(double_array);
52 }
53
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54 // PART 4: Important notes
55 printf("\n4. Important Notes:\n");
56 printf(" - malloc(): faster, but memory contains garbage\n");
57 printf(" - calloc(): slower (due to zeroing), but safe and

predictable\n");
58 printf(" - Use calloc() when you need initialized arrays\n");
59 printf(" - Use malloc() when you'll overwrite all values anyway\

n");
60

61 // Cleanup
62 free(malloc_array);
63 free(calloc_array);
64

65 printf("\nAll memory freed.\n");
66

67 return 0;
68 }

Challenge:
Create a program that allocates a 2D array (matrix) of 3×4 integers using calloc().
Print the matrix to verify all elements are zero. Then fill it with values and print
again.

Tip/Note

When to Use calloc():
• When you need arrays initialized to zero (e.g., counters, matrices)
• When working with structures - zero initializes all members
• When safety is more important than speed
• The syntax calloc(n, size) is often clearer than malloc(n * size)

6 Resizing Memory with realloc()

Practice Activity
Activity 4: Growing an Array with realloc() (10 minutes)
Learn how to resize dynamically allocated memory using realloc(). This is essential
for creating flexible data structures that can grow as needed.

Step-by-Step Instructions:
1. Create a new file named realloc_demo.c
2. Start with a small array (size 3)
3. Fill it with some values
4. Ask user if they want to add more elements
5. Use realloc() to grow the array
6. IMPORTANT: Use a temporary pointer for realloc() to avoid memory leaks
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7. Add new elements and print the expanded array

Complete Example Code:
1 #include <stdio.h>
2 #include <stdlib.h>
3

4 int main() {
5 printf("=== Resizing Arrays with realloc() ===\n\n");
6

7 int initial_size = 3;
8

9 // Step 1: Allocate initial array
10 printf("1. Creating initial array of size %d\n", initial_size);
11 int *numbers = (int*)malloc(initial_size * sizeof(int));
12

13 if (numbers == NULL) {
14 printf("Initial allocation failed!\n");
15 return 1;
16 }
17

18 // Step 2: Fill with initial values
19 numbers[0] = 10;
20 numbers[1] = 20;
21 numbers[2] = 30;
22

23 printf(" Initial array: ");
24 for (int i = 0; i < initial_size; i++) {
25 printf("%d ", numbers[i]);
26 }
27 printf("\n\n");
28

29 // Step 3: Ask user if they want to expand
30 char choice;
31 printf("Do you want to add more elements? (y/n): ");
32 scanf(" %c", &choice);
33

34 if (choice == 'y' || choice == 'Y') {
35 int new_size;
36 printf("How many total elements do you want? ");
37 scanf("%d", &new_size);
38

39 if (new_size <= initial_size) {
40 printf("New size must be larger than %d\n", initial_size);
41 free(numbers);
42 return 1;
43 }
44

45 // Step 4: CRITICAL - Use a temporary pointer for realloc!
46 printf("\n2. Resizing array from %d to %d elements...\n",
47 initial_size , new_size);
48

49 int *temp = (int*)realloc(numbers, new_size * sizeof(int));
50

51 if (temp == NULL) {
52 // realloc failed! Original memory is still valid
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53 printf("Error: realloc() failed! Original array preserved
.\n");

54 free(numbers); // Clean up original
55 return 1;
56 }
57

58 // realloc succeeded - update our pointer
59 numbers = temp;
60

61 // Step 5: Initialize the new elements
62 printf(" Enter values for the new %d elements:\n",
63 new_size - initial_size);
64 for (int i = initial_size; i < new_size; i++) {
65 printf(" numbers[%d] = ", i);
66 scanf("%d", &numbers[i]);
67 }
68

69 // Step 6: Print the expanded array
70 printf("\n3. Expanded array:\n");
71 for (int i = 0; i < new_size; i++) {
72 printf(" numbers[%d] = %d\n", i, numbers[i]);
73 }
74

75 initial_size = new_size; // Update for cleanup
76 }
77

78 // Step 7: Clean up
79 printf("\n4. Freeing memory...\n");
80 free(numbers);
81 numbers = NULL;
82 printf(" Memory freed successfully!\n");
83

84 return 0;
85 }

Sample Run:

1 === Resizing Arrays with realloc() ===
2

3 1. Creating initial array of size 3
4 Initial array: 10 20 30
5

6 Do you want to add more elements? (y/n): y
7 How many total elements do you want? 5
8

9 2. Resizing array from 3 to 5 elements...
10 Enter values for the new 2 elements:
11 numbers[3] = 40
12 numbers[4] = 50
13

14 3. Expanded array:
15 numbers[0] = 10
16 numbers[1] = 20
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17 numbers[2] = 30
18 numbers[3] = 40
19 numbers[4] = 50
20

21 4. Freeing memory...
22 Memory freed successfully!

Challenge:
Modify the program to keep asking the user if they want to add more elements after
each expansion, continuing until they say no.

Warning/Common Issue

The realloc() Golden Rule:
1 // WRONG - can cause memory leak!
2 ptr = realloc(ptr, new_size); // If realloc fails, ptr becomes NULL,

original memory lost!
3

4 // CORRECT - use temporary pointer
5 void *temp = realloc(ptr, new_size);
6 if (temp != NULL) {
7 ptr = temp; // Success - update pointer
8 } else {
9 // Failure - ptr still points to original memory

10 // Handle error (maybe free(ptr) or continue with original size)
11 }

7 Memory Leak Detection Exercise
Practice Activity
Activity 5: Finding and Fixing Memory Leaks (10 minutes)
Analyze buggy code with memory leaks and other memory errors. Identify the prob-
lems and fix them.

Instructions:
1. Examine the buggy code below
2. Identify all memory leaks and errors
3. Fix each issue
4. Test the corrected code

Buggy Code:

1 #include <stdio.h>
2 #include <stdlib.h>
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3

4 // PROBLEMATIC CODE - FIND THE BUGS!
5

6 int* create_array(int size) {
7 int *arr = malloc(size * sizeof(int));
8 // BUG 1: Didn't check if malloc succeeded!
9

10 for (int i = 0; i < size; i++) {
11 arr[i] = i * 10;
12 }
13 return arr;
14 }
15

16 void process_data() {
17 int *data = create_array(5);
18

19 // Use the data...
20 for (int i = 0; i < 5; i++) {
21 printf("%d ", data[i]);
22 }
23 printf("\n");
24

25 // BUG 2: Forgot to free data! MEMORY LEAK!
26 }
27

28 int* resize_buggy(int *arr, int old_size, int new_size) {
29 // BUG 3: Direct assignment without temp pointer
30 arr = realloc(arr, new_size * sizeof(int));
31 // If realloc fails, arr becomes NULL and old memory is lost!
32

33 return arr;
34 }
35

36 int main() {
37 process_data(); // Leaks memory
38

39 int *nums = malloc(3 * sizeof(int));
40 nums[0] = 1; nums[1] = 2; nums[2] = 3;
41

42 nums = resize_buggy(nums, 3, 5); // Potential leak
43

44 if (nums != NULL) {
45 nums[3] = 4;
46 nums[4] = 5;
47

48 for (int i = 0; i < 5; i++) {
49 printf("%d ", nums[i]);
50 }
51 printf("\n");
52

53 free(nums); // Only freed if resize succeeded
54 }
55

56 return 0;
57 }
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Fixed Code:

1 #include <stdio.h>
2 #include <stdlib.h>
3

4 // FIXED VERSION
5

6 int* create_array(int size) {
7 if (size <= 0) return NULL;
8

9 int *arr = (int*)malloc(size * sizeof(int));
10

11 // FIX 1: Check allocation
12 if (arr == NULL) {
13 printf("Error: Failed to allocate array of size %d\n", size);
14 return NULL;
15 }
16

17 for (int i = 0; i < size; i++) {
18 arr[i] = i * 10;
19 }
20 return arr;
21 }
22

23 void process_data() {
24 int *data = create_array(5);
25

26 if (data == NULL) return; // Handle allocation failure
27

28 // Use the data...
29 for (int i = 0; i < 5; i++) {
30 printf("%d ", data[i]);
31 }
32 printf("\n");
33

34 // FIX 2: Free the memory!
35 free(data);
36 data = NULL; // Good practice
37 }
38

39 int* resize_fixed(int *arr, int old_size, int new_size) {
40 if (new_size <= 0) {
41 free(arr); // Free original if new size invalid
42 return NULL;
43 }
44

45 // FIX 3: Use temporary pointer
46 int *temp = (int*)realloc(arr, new_size * sizeof(int));
47

48 if (temp == NULL) {
49 printf("Error: realloc failed! Original array preserved.\n");
50 return arr; // Return original pointer
51 }
52

53 return temp; // Return new pointer
54 }
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55

56 int main() {
57 process_data(); // No leak now
58

59 int *nums = (int*)malloc(3 * sizeof(int));
60 if (nums == NULL) return 1;
61

62 nums[0] = 1; nums[1] = 2; nums[2] = 3;
63

64 nums = resize_fixed(nums, 3, 5);
65

66 if (nums != NULL) {
67 nums[3] = 4;
68 nums[4] = 5;
69

70 for (int i = 0; i < 5; i++) {
71 printf("%d ", nums[i]);
72 }
73 printf("\n");
74

75 free(nums); // Clean up
76 nums = NULL;
77 }
78

79 return 0;
80 }

Challenge:
Add a function that intentionally creates a memory leak, then use a tool like Valgrind
to detect it (if available on your system).

Tip/Note

Memory Debugging with Valgrind:
• Compile with -g flag: gcc -g program.c -o program
• Run: valgrind --leak-check=full ./program
• Valgrind will report:

– Memory leaks (blocks not freed)
– Invalid reads/writes
– Use of uninitialized values
– Double frees
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8 Time Management Guide
Tip/Note

1-Hour Practice Session Schedule:
• 0:00–0:15: Activity 1 (Basic malloc) - understanding allocation pattern
• 0:15–0:30: Activity 2 (Dynamic Arrays) - working with array allocation
• 0:30–0:40: Activity 3 (malloc vs calloc) - understanding initialization
• 0:40–0:50: Activity 4 (realloc) - resizing memory
• 0:50–1:00: Activity 5 (Memory Leak Detection) - finding and fixing bugs

If you have extra time:
• Complete all challenge exercises
• Experiment with different data types (structures, strings)
• Try to intentionally create memory leaks and use Valgrind to find them

Warning/Common Issue

End of Session Checklist:
1. Do all your programs compile without warnings?
2. Does every malloc() have a matching free()?
3. Do you check for NULL after every allocation?
4. Do you use temporary pointers with realloc()?
5. Do you set pointers to NULL after freeing?
6. Have you tried running with Valgrind to check for leaks?

9 Conclusion
You’ve completed the 1-hour practice session on dynamic memory fundamentals! You’ve
learned to allocate, use, resize, and free memory properly. These skills are essential for
writing flexible and efficient C programs.

Remember: Every malloc must have a free!
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