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C Programming - Practice Session

[\

1 Introduction to Practice Session

This 1-hour practice session focuses on Strings Fundamentals in C programming, cov-
ering string declaration, initialization, null termination, basic input/output, and essential
string operations. This session complements Lecture 6: Strings and Character Processing.
Estimated completion time: 1 hour.

Tip/Note

Before You Begin: Make sure you understand these key concepts from the lecture:

Strings are arrays of characters that must end with a null terminator (\0)
String literals (like "Hello") are stored in read-only memory

The array size must be at least string length + 1 for the null terminator

char *ptr = "string" vschar arr[] = "string" have different memory im-
plications

fgets() is the safe way to read strings, scanf ("%s") and gets() are dangerous

2 String Declaration and Initialization

Practice Activity

Activity 1: Different Ways to Create Strings
Create a program that demonstrates the various methods of declaring and initializing
strings, highlighting the differences between them.

Step-by-Step Instructions:

S o ps Y =

Complete Example Code:

Create a new C file named string_declaration.c
Include necessary headers: <stdio.h> and <string.h>
Declare strings using all four methods from the lecture
Print each string and its size information

Attempt to modify each string and observe what happens
Understand which strings are modifiable and which are not

#include <stdio.h>
#include <string.h>

int main() {

printf ("=== String Declaration and Initialization ===\n\n");

// Method 1: Array with explicit size

char str1[20]; // Uninitialized, can hold up to 19 chars + \O
printf ("Method 1 - Array with explicit size:\n");

printf (" char stri1[20];\n");

printf (" This array is UNINITIALIZED - contains garbage!\n");
printf (" It can hold up to 19 characters + null terminator.\n");
printf (" Current contents (garbage): ");
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for (int i = 0; i < 10; i++) {

printf("%d ", stri1l[il); // Will print random values
}
printf ("\n\n");

// Initialize it properly

strcpy(strl, "Hello");

printf (" After strcpy(strl, \"Hello\"): \"%s\"\n", stril);
printf (" strlen(strl) = %zu\n", strlen(strl));

printf (" sizeof(strl) = %zu bytes (entire array size)\n\n",
sizeof (strl));

// Method 2: Array with implicit size (compiler counts)

char str2[] = "Hello World";

printf ("Method 2 - Array with implicit size:\n");

printf (" char str2[] = \"Hello World\";\n");

printf (" String: \"%s\"\n", str2);

printf (" strlen(str2) = %zu (characters before \\0)\n", strlen(
str2));

printf (" sizeof (str2) = %zu bytes (includes \\0)\n", sizeof (str2)
);
printf (" This array is MODIFIABLE on the stack.\n");

// Modify it to prove it's modifiable

str2[0] = 'h';

printf (" After str2[0] = 'h': \"%s\"\n", str2);
printf ("\n");

// Method 3: Pointer to string literal

char *str3 = "Fixed String";

printf ("Method 3 - Pointer to string literal:\n");

printf (" char *str3 = \"Fixed String\";\n");

printf (" String: \"%s\"\n", str3);

printf (" strlen(str3) = %zu\n", strlen(str3));

printf (" sizeof(str3) = %zu bytes (size of pointer, NOT the
string!)\n", sizeof(str3));

printf (" This pointer points to READ-ONLY memory.\n");

// WARNING: Uncommenting the next line will CRASH!

// str3[0] = 'f'; // Attempt to modify read-only memory - CRASH!
printf (" Attempting str3[0] = 'f' would cause a crash!\n");
printf ("\n");

// Method 4: Array with initialization list

char str4[] = {'H', 'e', '1', '1', 'o', '\0'};

printf ("Method 4 - Array with initialization list:\n");
printf (" char str4[] = {'H','e','1','1','0"','\\0"'};\n");
printf (" String: \"%s\"\n", str4);

printf (" strlen(str4) = %zu\n", strlen(str4d));

printf (" sizeof(str4) = %zu bytes\n", sizeof(str4));

// Demonstrate what happens WITHOUT null terminator

char str5[] = {'B', 'a', 'd'}; // No null terminator!

printf ("\n DANGER - No null terminator:\n");

printf (" char str5[] = {'B','a','d'}; (no \\0)\n");

printf (" strlen(str5) = %zu (UNPREDICTABLE!)\n", strlen(strb));
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printf ("

printf (\"%%s\", str5) would print: ");

// WARNING: This might print garbage or crash - commented for

safety

// printf ("%s", strb);
printf (" [Would read until finding random \\O - UNDEFINED BEHAVIOR

I\n");

return O;

Expected Output (addresses and garbage will vary):

=== String Declaration and Initialization ===

Method 1 - Array with explicit size:
char stri1[20];
This array is UNINITIALIZED - contains garbage!

It can hold

up to 19 characters + null terminator.

Current contents (garbage): 0 0 0 0 0 0 0 0 0 O
After strcpy(strl, "Hello"): "Hello"

strlen(stril)
sizeof (strl)

char str2[]

=5
= 20 bytes (entire array size)

2| Method 2 - Array with implicit size:

= "Hello World";

String: "Hello World"

strlen(str2)
sizeof (str2)

= 11
12 bytes (includes \0)

This array is MODIFIABLE on the stack.
After str2[0] = 'h': "hello World"

Method 3 - Pointer to string literal:

char *str3 =

"Fixed String";

String: "Fixed String"

strlen(str3)
sizeof (str3)

12
8 bytes (size of pointer, NOT the string!)

This pointer points to READ-ONLY memory.
Attempting str3[0] = 'f' would cause a crash!

Method 4 - Array with initialization list:

char str4/[]

= {IHl’lel’lll’lll’lol,I\Ol};

String: "Hello"

strlen(str4d)
sizeof (str4d)

DANGER - No
char str5[]
strlen(strb)
printf ("%s",

=5
6 bytes

null terminator:
= {IBI’laI’IdI}; (HO \O)

= 3 (UNPREDICTABLE!)

str5) would print: [Would read until finding random \O

- UNDEFINED BEHAVIOR]
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Challenge:

Create an array of 5 different strings using Method 2, then try to modify the first
character of each. Which ones can you modify and why?

Tip/Note

Understanding the Differences:

« Array with explicit size (char str[20]): Fixed size, you must ensure you
don’t exceed it

o Array with implicit size (char str[] = "..."): Size automatically calcu-
lated, perfect for initialization

« Pointer to literal (char *str
NOT MODIFY

o Initialization list (char str[]
yourself

"..."): Points to read-only memory, DO

{...2}): Full control, but you must add \0

Warning/Common Issue

Critical Warnings:
« NEVER modify a string literal - it causes undefined behavior (usually a crash)
o ALWAYS ensure enough space for the null terminator (\0)
o« ALWAYS null-terminate manually-created strings
« sizeof(array) gives total bytes, strlen(array) gives characters before \0

3 Safe String Input with fgets()

Practice Activity

Activity 2: Reading Strings Safely
Learn how to use fgets() to read strings safely and handle the newline character
properly.

Step-by-Step Instructions:

Create a program that reads a line of text using fgets()
Check the return value to ensure input was successful
Remove the trailing newline that fgets () includes
Handle cases where the input is too long for the buffer
Compare with unsafe methods to understand the risks

s 89 e =

Complete Example Code:

#include <stdio.h>
#include <string.h>

[

// Function to remove trailing newline from fgets input
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5/void remove_newline (char *str) {

6 size_t len = strlen(str);

7 if (len > 0 && str[len-1] == '\n') {

8 str[len-1] = '\0'; // Replace newline with null terminator
9 }

10| }

12| // Function to clear input buffer if line was too long
13 void clear_input_buffer () {

14 int c;

15 while ((c = getchar()) != '\n' && c != EOF);

16( }

17

15)int main () {

19 printf ("=== Safe String Input with fgets() ===\n\n");

20

21 char buffer[20]; // Small buffer to demonstrate truncation
22 int success;

23

24 // 1. Basic fgets usage

25 printf("1. Basic fgets() demonstration:\n");

26 printf (" Enter a short line (buffer is 20 chars): ");

27

28 if (fgets(buffer, sizeof (buffer), stdin) != NULL) {

29 printf (" Raw fgets output (with newline): \"%s\"\n", buffer)
30

31 // Show each character with ASCII value

32 printf (" Character breakdown:\n");

33 for (int i = 0; buffer[i] !'= '\0'; i++) {

34 printf (" buffer [%d] = '%c' (ASCII %d)\n",

35 i, buffer[i], buffer([i]);

36 }

37

38 // Remove newline

39 remove_newline (buffer) ;

40 printf (" After removing newline: \"%s\"\n", buffer);
41 }

42 printf ("\n");

43

44 // 2. Demonstrate buffer overflow prevention

45 printf ("2. Buffer overflow prevention:\n");

46 printf (" Enter a long line (more than 19 chars): ");

47

48 if (fgets(buffer, sizeof (buffer), stdin) != NULL) {

49 printf (" fgets only read first Y%zu chars: \"%s\"\n",

50 strlen(buffer), buffer);

52 // Check if the line was truncated (no newline at end)

53 if (strchr(buffer, '\n') == NULL) {

54 printf (" Input was too long! Clearing remaining
characters...\n");

55 clear_input_buffer () ;

56 }

58 remove_newline (buffer) ;
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printf (" Final string: \"%s\"\n", buffer);
}
printf ("\n");

// 3. DANGERQOUS - NEVER DO THIS!
printf ("3. DANGEROUS - NEVER USE gets () or scanf (\"%%s\"):\n");

printf (" gets () has NO bounds checking - guaranteed overflow!\n"
)

printf (" scanf (\"%%s\") also dangerous - stops at first space.\n
|I);

/*

// THIS WOULD BE DISASTROUS:
char danger [10];
gets(danger); // NEVER USE!
*/

// 4. Safe alternative for word input (using fgets + sscanf)
printf("\n4. Safe word input (no spaces):\n");

char word[30];

printf (" Enter a single word: ");

fgets(buffer, sizeof (buffer), stdin);

// Extract first word from buffer

sscanf (buffer, "%29s", word);

printf (" Word extracted: \"%s\"\n", word);
printf ("\n");

// 5. Complete safe input function
printf ("5. Complete safe input function pattern:\n");

char name [50];
printf (" Enter your full name: ");

if (fgets(name, sizeof (name), stdin) != NULL) {
// Remove newline

remove_newline (name) ;

// Check if input was empty

if (strlen(mname) == 0) {
printf (" No input provided!\n");
} else {
printf (" Hello, %s! (length: %zu)\n", name, strlen(name)
)
+
} else {
printf (" Error reading input!\n");
¥

return O;

Sample Interaction:

1|=== Safe String Input with fgets()
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311. Basic fgets() demonstration:

4 Enter a short line (buffer is 20 chars): Hello world
5 Raw fgets output (with newline): "Hello world
6| "

7 Character breakdown:

8 buffer [0] = 'H' (ASCII 72)

9 buffer[1] = 'e' (ASCII 101)

10 buffer[2] = '1' (ASCII 108)

11 buffer[3] = '1' (ASCII 108)

12 buffer[4] = 'o' (ASCII 111)

13 buffer[5] = ' ' (ASCII 32)

14 buffer[6] = 'w' (ASCII 119)

15 buffer[7] = 'o' (ASCII 111)

16 buffer[8] = 'r' (ASCII 114)

17 buffer[9] = '1' (ASCII 108)

18 buffer [10] = 'd' (ASCII 100)

19 buffer[11] = '\n' (ASCII 10)

20 After removing newline: "Hello world"
Challenge:

Write a function safe_input that takes a buffer and its size, reads a line, removes
the newline, and returns a success/failure indicator. Handle the case where the input
is too long by clearing the buffer.

fgets() Key Points:
« Always specify the buffer size (second argument)
o Always check the return value (NULL means error or EOF)
o fgets() INCLUDES the newline character if there’s room
o If no newline is found, the input was truncated
o Always remove the newline unless you want it there
e Use strchr(buffer, '\n') to check if newline was read

Warning/Common Issue

NEVER USE THESE:
e gets() - Removed from C standard, no bounds checking
o scanf ("%s") - No bounds checking, stops at first space
o strcpy() without size checking - Buffer overflow risk
o strcat() without size checking - Buffer overflow risk
Always use bounded versions: fgets(), strncpy(), strncat()
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4 Basic String Functions - strlen and strcpy

Practice Activity

Activity 3: Implementing and Using Basic String Functions
Learn how to use strlen() and strcpy(), and implement your own versions to
understand how they work.

Step-by-Step Instructions:

1. Use the standard strlen() function to get string lengths
. Implement your own my_strlen() to understand the logic
Use strcpy () to copy strings (and see its dangers)
Implement my_strcpy() to understand pointer traversal
Compare safe vs unsafe copying methods

SN

Complete Example Code:

#include <stdio.h>
2|#include <string.h>

1

2

3

4| // Custom strlen implementation

5| size_t my_strlen(const char *str) {

6 const char *p = str;

7 while (xp != '\0') {

8 pt+;

9 }

10 return p - str; // Pointer subtraction gives length

11| }

13| // Custom strcpy implementation (UNSAFE - no bounds checking)
14| char* my_strcpy(char *dest, const char *src) {

15 char *original_dest = dest;
16

17 while (*src != '\0') {

18 *dest = *src;

19 dest++;

20 src++;

21 }

22 xdest = '\0'; // Don't forget null terminator!
23

24 return original_dest;

25 }

27| // SAFE string copy with bounds checking
25| int safe_strcpy(char *dest, size_t dest_size, const char *src) {

29 if (dest == NULL || src == NULL || dest_size == 0) {

30 return -1; // Invalid parameters

31 +

32

33 size_t 1i;

34 for (i = 0; i < dest_size - 1 && srcl[i] !'= '\0'; i++) {

35 dest[i] = srcl[i];
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36 }

37 dest[i] = '\0'; // Ensure null termination

38

39 // Return O if entire string was copied, 1 if truncated

40 return (srcl[i] == '\0') 2 0 : 1;

41| }

42

43l int main() {

44 printf ("=== Basic String Functions ===\n\n");

45

46 // Test strings

47 char stri[] = "Hello";

48 char str2[] = "World!";

49 char buffer [20];

50

51 // 1. strlen demonstration

52 printf("1. String Length (strlen):\n");

53 printf (" \"%s\" length = %zu (standard strlen)\n", strl, strlen(
strl));

54 printf (" \"%s\" length = %zu (my_strlen)\n", strl, my_strlen(
strl));

55 printf (" \"%s\" length = %zu\n", str2, strlen(str2));

56 printf (" Empty string \"\" length = %zu\n", strlen(""));

57 printf ("\n");

58

59 // 2. Show how strlen works

60 printf ("2. How strlen works (my_strlen implementation):\n");

61 printf (" char str[] = \"%s\";\n", stril);

62 printf (" Memory layout:\n");

63 for (int i = 0; i <= strlen(stril); i++) {

64 if (strif[i] == '\0') {

65 printf (" str[%d] = '\\O' (ASCII 0) - END\n", i);

66 } else {

67 printf (" str[%d] = '%c' (ASCII %d)\n", i, stri[i], stril
il);

68 T

69 }

70 printf (" my_strlen counts characters until it finds '\\O'\n\n");

71

72 // 3. strcpy demonstration

73 printf("3. String Copy (strcpy):\n");

74 printf (" Before copy: buffer = \"%s\"\n", buffer);

75 my_strcpy (buffer, stril);

76 printf (" After my_strcpy(buffer, \"%s\"): \"%s\"\n", stril,
buffer) ;

T

78 my_strcpy (buffer, str2);

79 printf (" After my_strcpy(buffer, \"%s\"): \"%s\"\n", str2,
buffer) ;

80 printf ("\n");

81

82 // 4. DANGER - Buffer overflow demonstration

83 printf ("4. DANGER - Buffer overflow with strcpy:\n");

84 char small[5]; // Very small buffer

85 char long_str[] = "This is a very long string that will overflow!"
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printf (" small buffer size: %zu bytes\n", sizeof (small));

printf (" long string length: %zu\n", strlen(long_str));

printf (" Attempting strcpy(small, long_str) would OVERFLOW!\n");
printf (" This would corrupt memory and likely crash.\n");

printf (" Commented out for safety.\n");

// strcpy(small, long_str); // NEVER DO THIS!
printf ("\n");

// 5. Safe copy with bounds checking

printf ("5. Safe string copy with bounds checking:\n");

char safe_buffer [10];

const char *test_strings([] = {"Hi", "Hello", "VeryLongString"};

for (int i = 0; i < 3; i++) {

int result = safe_strcpy(safe_buffer, sizeof (safe_buffer),
test_strings[i]);
printf (" Copying \"%s\": ", test_strings[i]);
if (result == 0) {
printf ("SUCCESS - buffer = \"%s\"\n", safe_buffer);
} else {
printf ("TRUNCATED - buffer = \"%s\"\n", safe_buffer);
}
}
return 0;
}

Expected Output:

=== Basic String Functions ===

[N

String Length (strlen):

"Hello" length = 5 (standard strlen)
"Hello" length = 5 (my_strlen)
"World!" length = 6

Empty string "" length = O

2. How strlen works (my_strlen implementation):

char str[] = "Hello";

Memory layout:

str[0] = 'H' (ASCII 72)
str[1] = 'e' (ASCII 101)
str[2] = '1' (ASCII 108)
str[3] = '1' (ASCII 108)
str[4] = 'o' (ASCII 111)
str[6] = '\0' (ASCII 0) - END

my_strlen counts characters until it finds '\O'

3. String Copy (strcpy):
Before copy: buffer = ""
After my_strcpy(buffer, "Hello"): "Hello"
After my_strcpy(buffer, "World!"): "World!"

4. DANGER - Buffer overflow with strcpy:
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small buffer size: 5 bytes

long string length: 44

Attempting strcpy(small, long_str) would OVERFLOW!
This would corrupt memory and likely crash.

31{5. Safe string copy with bounds checking:

32 Copying "Hi": SUCCESS - buffer = "Hi"

33 Copying "Hello": SUCCESS - buffer = "Hello"

34 Copying "VeryLongString": TRUNCATED - buffer = "VeryLongS"
Challenge:

Implement my_strncpy () that copies at most n characters and always null-terminates
the result. Then use it to safely copy strings of various lengths into a fixed buffer.

Tip/Note

Understanding strlen and strcpy:

strlen: O(n) operation - it must scan the entire string

Store the result in a variable if you need it multiple times

strcpy: Returns the destination pointer for chaining

Buffer overflow: strcpy assumes destination is large enough - it’'s YOUR
responsibility

Safe alternative: Use strncpy() but remember it doesn’t always null-
terminate!

5 String Comparison with strcmp

Practice Activity

Activity 4: Comparing Strings Correctly
Learn why you can’t use == to compare strings and how to use strcmp() properly.

Step-by-Step Instructions:

s 89 e =

Complete Example Code:

Demonstrate why == compares addresses, not content
Use strcmp() to compare string content

Understand the return values (negative, zero, positive)
Implement case-insensitive comparison

Practice with different comparison scenarios

4

i1|#include <stdio.h>
2|#include <string.h>
3|#include <ctype.h>

5| // Case-insensitive string comparison
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6|int my_strcasecmp(const char *sl, const char *s2) {

7 while (*xs1 && *s2) {

8 if (tolower (*s1) != tolower (*s2)) {

9 return tolower (*sl1l) - tolower (*s2);
10 T

11 sl++;

12 s2++;

13 }

14 return tolower (*sl1) - tolower (*xs2);

15 }

17| int main() {
18 printf ("=== String Comparison ===\n\n");

20 // 1. WRONG WAY: Using ==

21 printf("1. WRONG - Using == to compare strings:\n");

22 char stri[] = "hello";

23 char str2[] = "hello";

24 char *str3 = "hello";

25 char *str4 = "hello";

26

27 printf (" strl = \"%s\" at address %p\n", strl, (voidx)strl);

28 printf (" str2 = \"%s\" at address %p\n", str2, (voidx)str2);

29 printf (" str3 = \"%s\" at address %p\n", str3, (void*)str3);

30 printf (" strd = \"%s\" at address %p\n", str4, (voidx)stréd);

31

a9 printf ("\n strl == str2: %s (addresses different)\n",

33 (strl == str2) 7 "TRUE" : "FALSE");

34 printf (" str3 == str4: ’s (addresses may be same due to compiler
optimization)\n",

35 (str3 == str4) 7 "TRUE" : "FALSE");

36 printf (" But content is the same! == compares ADDRESSES, not

CONTENT .\n\n") ;

38 // 2. CORRECT WAY: Using strcmp

39 printf ("2. CORRECT - Using strcmp():\n");
40 char *test_pairs[][2] = {

41 {"hello", "hello"},

42 {"hello", "world"},

43 {"apple", "banana"},

44 {"Hello", "hello"},

15 {"", "hello"},

46 {"hello", ""}

17 };

48

49 for (int i = 0; i < 6; i++) {

50 int result = strcmp(test_pairs[i][0], test_pairs[i][1]);

51 printf (" stremp (\"%s\", \"%s\") = %d -> ",

52 test_pairs[i][0], test_pairs[i][1], result);

53

54 if (result < 0) {

55 printf ("\"%s\" < \"%s\"\n", test_pairs[i][0], test_pairsl[i
1011);

56 } else if (result > 0) {

57 printf ("\"%s\" > \"%s\"\n", test_pairs[i][0], test_pairs[i

1011);
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58 } else {

59 printf ("\"%s\" == \"%s\"\n", test_pairs[i][0], test_pairsl[
i1[11);

60 T

61 }

62 printf ("\n");

63

64 // 3. Case sensitivity

65 printf("3. Case sensitivity:\n");

66 printf (" strcmp (\"Hello\", \"hello\") = %d\n", strcmp("Hello", "
hello"));

67 printf (" strcmp (\"hello\", \"Hello\") = %d\n\n", strcmp("hello",

"Hello"));

69 // 4. Case-insensitive comparison

99 printf ("6. Prefix comparison with strncmp:\n");

://example.com"};
101

102 for (int i = 0; i < 3; i++) {

103 if (strncmp(urls[i], "https", 5) == 0) {

104 printf (" %s is HTTPS\n", urls([i]);

105 } else if (strncmp(urls[i], "http", 4) == 0) {
106 printf (" %s is HTTP\n", urls[i]);

107 } else {

108 printf (" %s is other protocol\n", urls[i]);

100 char *urls[] = {"https://example.com", "http://example.

com

n
B

70 printf("4. Case-insensitive comparison:\n");

71 printf (" my_strcasecmp (\"Hello\", \"hello\") = %d (treated as
equal)\n",

72 my_strcasecmp("Hello", "hello"));

73 printf (" my_strcasecmp (\"Apple\", \"banana\") = %d\n",

74 my_strcasecmp ("Apple", "banana"));

75 printf ("\n");

76

77 // 5. Practical example: Password verification

78 printf("5. Practical: Password verification\n");

79 char password[] = "secretl123";

80 char input [50];

81

82 printf (" Enter password: ");

83 fgets (input, sizeof (input), stdin);

84

85 // Remove newline

86 size_t len = strlen(input);

87 if (len > O && input[len-1] == '\n') {

88 input [len-1] = '\0';

89 }

90

91 if (strcmp(input, password) == 0) {

92 printf (" Access granted!\n");

93 } else {

94 printf (" Access denied!\n");

95 }

96 printf ("\n");

97

98 // 6. Bounded comparison with strncmp

|Iftp
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109 }

110 }

111

112 return O;

13| }

Challenge:

Write a function that sorts an array of strings alphabetically using strcmp (). Test it
with a list of names.

Tip/Note

strcmp() Return Values:
o Negative: First string comes before second alphabetically
e Zero: Strings are identical
» Positive: First string comes after second alphabetically
« Remember: It’s case-sensitive! 'A’ (65) < ’a’ (97)
o For prefix comparison, use strncmp(strl, str2, n)

=)

Time Management Guide

Tip/Note

1-Hour Practice Session Schedule:
e 0:00-0:15: Activity 1 (String Declaration and Initialization)
e 0:15-0:30: Activity 2 (Safe String Input with fgets)
e 0:30-0:45: Activity 3 (Basic String Functions)
e 0:45-1:00: Activity 4 (String Comparison)
If you have extra time:
o Complete all challenge exercises
o Experiment with different string declarations
« Test edge cases (empty strings, very long strings)
o Draw memory diagrams for each operation

Warning/Common Issue

Key Points to Remember:
1. Strings must be null-terminated - Always leave room for and add \0
String literals are read-only - Use arrays for modifiable strings
Use fgets(), never gets() - Prevent buffer overflows
Remove newline from fgets input - Unless you want it there
Use strcmp(), never == - Compare content, not addresses
Always check buffer sizes - Know your limits

SO RCORED
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7 Conclusion

You’ve completed the first practice session on strings! You now understand how strings
are represented in memory, how to declare them safely, how to read input without buffer
overflows, and how to use basic string functions. These skills are essential for the next
session, where we’ll explore more advanced string manipulation, the ctype library, and
string/number conversions.

Safe string handling is the mark of a professional C
programmer!
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