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1 Review and Introduction

1.1 Slide 1: What We’ve Learned & What’s Next

Purpose: This slide transitions from last week’s structures to today’s topic: dynamic
memory management. It shows how dynamic memory naturally extends our ability to
create flexible, runtime-sized data structures.

Last Week Recap Explained:

• Structures group related data of different types: The primary mechanism
for creating custom types.

• Arrays of structures model record collections: Used for databases, invento-
ries, etc.

• Pointers to structures for efficiency: Passing by pointer avoids copying large
structures.

• Type definitions with typedef: Creates cleaner, more readable type aliases.

• Memory layout and padding considerations: Understanding how structures
are stored in memory.

Connection to Today:

• Fixed-size arrays limit flexibility: Compile-time sizes can’t adapt to runtime
needs.

• Need to allocate memory at runtime: Programs often don’t know data sizes
in advance.

• Dynamic data structures require heap allocation: Linked lists, trees, and
graphs need dynamic memory.

• Memory management is critical in C: Unlike higher-level languages, C requires
manual memory management.

Today’s Focus – Dynamic Memory:

• Heap vs stack memory: Understanding different memory segments.

• Allocation functions: malloc, calloc, realloc: How to request memory.

• Deallocation with free: How to return memory.

• Memory leak prevention: Critical for long-running programs.

• Dynamic arrays and structures: Practical applications of dynamic memory.

Why This Matters:

• Flexible data structures: Programs can adapt to varying data sizes.

• Efficient memory usage: Allocate only what’s needed, when it’s needed.
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• Foundation for advanced data structures: Trees, graphs, and hash tables rely
on dynamic memory.

• Real-world applications: File processing, databases, and graphics all use dy-
namic memory.

Teaching Strategy: We’ll start with why dynamic memory is needed, then cover mem-
ory segments, allocation functions, common patterns, error prevention, and complete
examples. Practical exercises will reinforce concepts.

Student Mindset: Think of dynamic memory as ”renting” memory from the system.
You must request it when needed and return it when done. This gives flexibility but
requires responsibility. Focus on the allocation/deallocation pairs and error checking.

Dynamic memory management is one of C’s most powerful features, enabling programs
to use memory efficiently and adapt to runtime requirements.
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2 Why Dynamic Memory?

2.1 Slide 2: The Need for Dynamic Memory

Core Concept: ”Static allocation has limitations for programs that need flexibility.
Dynamic memory allows allocation at runtime based on actual needs, enabling more
efficient and adaptable programs.”

Limitations of Static Allocation:

• Fixed-size arrays determined at compile time: Size must be known when
writing the code.

• Cannot resize based on runtime needs: Arrays can’t grow or shrink as data
changes.

• Wasted memory if sized too large: Allocating int data[10000] uses memory
even if only 10 elements are needed.

• Program crashes if sized too small: Buffer overflow when data exceeds array
capacity.

• Local variables limited to function scope: Stack variables disappear when
function returns.

Example Scenarios:

• Reading unknown number of records from file: Don’t know how many lines
a file has until reading it.

• Creating data structures of variable size: User-defined collections that grow
with use.

• Building collections that grow/shrink: Dynamic arrays, linked lists, etc.

• Implementing resizable containers: Like vectors in C++ or ArrayLists in Java.

Static Array Problems:
1 int data[1000]; // What if we need 1001?
2 // OR
3 int data[MAX_SIZE]; // Wastes memory if less used

Both approaches are inflexible – either risk overflow or waste memory.

Dynamic Memory Provides:

• Allocation at runtime based on actual needs: Request exactly the amount
needed.

• Memory persists until explicitly freed: Heap memory survives function re-
turns.

• Can resize allocated memory blocks: Using realloc to grow or shrink.
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• Enables complex data structures: Linked nodes, trees, graphs.

• More efficient memory usage: Use only what you need, when you need it.

Common Use Cases:

• Dynamic arrays (resizable): Collections that can grow as elements are added.

• Linked lists, trees, graphs: Data structures with variable numbers of nodes.

• Strings of unknown length: Reading user input or file content.

• Large data sets from files: Processing files with unknown size.

• Temporary buffers: Scratch space for calculations.

• Object pools: Reusable memory blocks for performance.

Pitfall: The biggest mistake is forgetting that with great power comes great responsi-
bility. Dynamic memory must be manually managed – allocated AND freed. Memory
leaks (forgetting to free) are common bugs.

Student Takeaway: Use dynamic memory when you don’t know sizes at compile time,
need memory to persist beyond function scope, or want to build flexible data structures.

Visual Example: The slide shows a box labeled ”Dynamic Memory” with the text
”Request what you need when you need it. Free when done.” This reinforces the core
principle.

Dynamic memory solves the problem of inflexible static allocation, enabling programs to
adapt to runtime requirements.
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3 Memory Segments in C

3.1 Slide 3: Memory Layout of a C Program

Core Concept: ”A C program’s memory is divided into segments: text, data, stack,
and heap. Understanding these segments is crucial for effective memory management and
debugging.”

Four Main Segments:

1. Text/Code: Contains the executable instructions. Read-only to prevent acciden-
tal modification.

2. Data: Stores global and static variables. Initialized data has values, uninitialized
(BSS) is zeroed.

3. Stack: For local variables and function call information. Automatic allocation/deal-
location.

4. Heap: For dynamic memory allocation. Manual allocation/deallocation.

Stack Characteristics:

• Automatic allocation/deallocation: Variables created when function enters,
destroyed when it exits.

• LIFO (Last-In-First-Out) structure: Function calls are stacked; last called is
first to return.

• Limited size (OS-dependent): Typically 1-8 MB. Exceeding causes stack over-
flow.

• Fast access: Direct pointer manipulation with hardware support.

• Local variables, parameters: All auto variables live here.

Heap Characteristics:

• Manual allocation/deallocation: Programmer controls lifetime via malloc/free.

• No inherent ordering: Blocks allocated wherever free space exists.

• Large size (system memory limited): Can use most of available RAM.

• Slower access: Requires pointer indirection and management overhead.

• Flexible, persistent: Memory remains allocated until explicitly freed.

Memory Layout Diagram Explained: The diagram shows memory segments ar-
ranged vertically:

• Text/Code at top: Highest addresses, read-only.

• Data below text: Global/static variables.

• Heap below data: Grows upward toward higher addresses.
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• Stack at bottom: Grows downward toward lower addresses.

Heap and stack grow toward each other; if they meet, the program is out of memory.

Key Insight:

• Stack overflow: Too many function calls or large local arrays.

• Heap fragmentation: Many small allocations leaving unusable gaps.

• Choosing stack vs heap: Stack for small, short-lived data; heap for large, per-
sistent data.

Pitfall: Confusing stack and heap semantics. Returning a pointer to a local (stack)
variable is wrong because the variable is destroyed when the function returns. Such
pointers become dangling pointers.

Student Exercise: Identify whether each variable in a sample program would be stored
in stack, heap, or data segment.

Understanding memory segments helps debug memory-related errors and choose appro-
priate allocation strategies.
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4 Basic Allocation Functions

4.1 Slide 4: malloc() - Memory Allocation (1/2)

Core Concept: ”malloc() allocates raw, uninitialized memory on the heap. It returns
a void* pointer that must be cast to the appropriate type and checked for NULL.”

Purpose:

• Allocates raw memory on heap: Requests bytes from the operating system.

• Does NOT initialize memory: Contents are indeterminate (garbage values).

• Returns void* pointer: Generic pointer that can be cast to any type.

• Returns NULL on failure: When system is out of memory or request is too large.

Prototype:
1 void* malloc(size_t size);

Parameters:

• size: Number of bytes to allocate.

• size_t: Unsigned integer type defined in <stddef.h>.

• Use sizeof for type safety: malloc(n * sizeof(int)) not malloc(n * 4).

Return Value:

• Pointer to allocated memory: Success case – points to first byte of allocated
block.

• NULL if allocation fails: Must always check for this!

• Cast to appropriate type: (int*)malloc(sizeof(int)).

Basic Examples:
1 #include <stdlib.h>
2

3 // Allocate memory for one integer
4 int *ptr1 = (int*)malloc(sizeof(int));
5 if (ptr1 == NULL) {
6 // Handle allocation failure
7 printf("Memory allocation failed!\n");
8 exit(1);
9 }

10 *ptr1 = 42; // Use the allocated memory
11

12 // Allocate array of 100 doubles
13 double *arr = (double*)malloc(100 * sizeof(double));
14 if (arr == NULL) {
15 // Handle failure
16 // Important: don't use arr if NULL!
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17 }
18

19 // Allocate string (100 characters)
20 char *str = (char*)malloc(100 * sizeof(char));
21 if (str != NULL) {
22 strcpy(str, "Hello");
23 }

Key Points:

• malloc(0) is implementation-defined – may return NULL or a non-NULL pointer
that shouldn’t be dereferenced.

• The allocated memory block may be larger than requested due to alignment padding.

• Memory contents are undefined – could be zeros, could be garbage.

Pitfall: Forgetting to check for NULL leads to segmentation faults when allocation fails.
Always check the return value!

malloc() is the fundamental dynamic memory allocation function. Always check its
return value and initialize the memory before use.
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4.2 Slide 5: malloc() - Memory Allocation (2/2)

Core Concept: ”Common patterns and mistakes with malloc(). Proper usage includes
checking for NULL, using sizeof correctly, and understanding memory contents.”

Common Patterns:
1 // Pattern 1: Single variable
2 int *p = malloc(sizeof(int));
3 if (p) *p = 10; // p != NULL is implied
4

5 // Pattern 2: Array with variable size
6 int n = 50;
7 int *arr = malloc(n * sizeof(int));
8 if (arr) {
9 for (int i = 0; i < n; i++) {

10 arr[i] = i * i;
11 }
12 }
13

14 // Pattern 3: Structure allocation
15 struct Point {
16 double x, y;
17 };
18 struct Point *pt = malloc(sizeof(struct Point));
19 if (pt) {
20 pt->x = 1.0;
21 pt->y = 2.0;
22 }
23

24 // Pattern 4: Array of structures
25 struct Student *class = malloc(30 * sizeof(struct Student));
26 if (class) {
27 // Initialize all students...
28 }

Important Notes:

• Always check for NULL return: Allocation can fail due to out-of-memory condi-
tions.

• Use sizeof for portability: sizeof(int) varies across systems (2, 4, or 8 bytes).

• Casting is optional in C but recommended: C implicitly converts void* to
any pointer type, but casting makes intent clear.

• Memory contains garbage values: Must initialize before use unless using
calloc.

• Allocation can fail (out of memory): Real programs must handle this grace-
fully.

Common Mistakes:



4.2 Slide 5: malloc() - Memory Allocation (2/2) 12

1 // WRONG: Forgetting sizeof
2 int *p = malloc(100); // Allocates 100 bytes, not 100 ints!
3 // Should be: malloc(100 * sizeof(int))
4

5 // WRONG: Wrong type in sizeof
6 double *arr = malloc(100 * sizeof(float)); // Likely too small
7 // Should be: malloc(100 * sizeof(double))
8

9 // WRONG: Not checking NULL
10 int *p = malloc(sizeof(int));
11 *p = 42; // CRASH if malloc failed!
12 // Should check: if (p) *p = 42;
13

14 // WRONG: Using wrong size
15 struct Big { char data[1000]; };
16 struct Big *b = malloc(sizeof(char)); // Way too small!
17 // Should be: malloc(sizeof(struct Big))
18

19 // WRONG: Forgetting to multiply by count
20 int *arr = malloc(sizeof(int)); // Only one int, not an array!
21 // For array: malloc(n * sizeof(int))

Best Practices:

• Use sizeof(variable) instead of sizeof(type) when possible: malloc(n * sizeof(*arr)).

• Initialize memory immediately after allocation.

• Consider using calloc when zero initialization is needed.

• Free memory as soon as it’s no longer needed.

Student Exercise: Write code to dynamically allocate an array of 20 double values,
initialize them to 0.0, and then free the memory.

Proper malloc() usage requires attention to size calculation, type casting, and error
checking. Mistakes lead to buffer overflows, crashes, or memory leaks.
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4.3 Slide 6: calloc() - Contiguous Allocation

Core Concept: ”calloc() allocates and zero-initializes memory, making it ideal for
arrays and buffers. It takes two parameters: number of elements and element size.”

Purpose:

• Allocates and zero-initializes memory: All bytes set to 0.

• Useful for arrays and buffers: Ensures predictable initial state.

• Two parameters: count and element size: More intuitive for array allocation.

• Returns NULL on failure: Same as malloc.

Prototype:
1 void* calloc(size_t num, size_t size);

Parameters:

• num: Number of elements to allocate.

• size: Size in bytes of each element.

• Total memory = num * size: Same total bytes as equivalent malloc call.

Return Value:

• Pointer to zero-initialized memory: All bytes are 0x00.

• NULL if allocation fails: Must check!

• All bytes set to zero: For integers: 0, for floats: 0.0, for pointers: NULL, for
strings: empty string.

Examples:
1 #include <stdlib.h>
2

3 // Array of 100 integers, all zero
4 int *arr = (int*)calloc(100, sizeof(int));
5 if (arr != NULL) {
6 // arr[0] to arr[99] are all 0
7 }
8

9 // Array of 50 doubles, all 0.0
10 double *values = (double*)calloc(50, sizeof(double));
11

12 // String buffer (all null characters)
13 char *buffer = (char*)calloc(1000, sizeof(char));
14 if (buffer) {
15 // buffer is empty string (first char is '\0')
16 // Equivalent to buffer[0] = '\0'
17 }
18

19 // Array of structures , all members zero
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20 struct Student {
21 char name[50];
22 int id;
23 double gpa;
24 };
25 struct Student *class = (struct Student*)
26 calloc(30, sizeof(struct Student));
27 // All name strings are empty, ids are 0, gpas are 0.0

Note: calloc is slower than malloc due to initialization overhead. The zeroing occurs
in user space, not by the OS.

Comparison with malloc:
Aspect malloc() calloc()
Initialization Garbage values All zeros
Parameters Total bytes Count & element size
Performance Faster Slower (due to zeroing)
Use when Need raw speed Need initialized memory

Pitfall: Assuming calloc is always better because it initializes memory. For large
allocations or performance-critical code, the zeroing overhead may be significant. Also,
zero may not be the desired initial value for all data types.

Student Exercise: Use calloc to allocate a 2D array (matrix) of 10×20 integers, all
initialized to zero.

calloc() provides convenient, safe allocation with zero initialization. Use it when you
need arrays or buffers with predictable initial values.
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5 Deallocation and Resizing

5.1 Slide 7: free() - Memory Deallocation

Core Concept: ”free() returns dynamically allocated memory to the heap. Each
malloc/calloc must have a corresponding free to prevent memory leaks.”

Purpose:

• Returns memory to heap: Makes memory available for future allocations.

• Prevents memory leaks: Unfreed memory accumulates, eventually exhausting
available memory.

• Must be called for each allocation: Symmetry: one free per malloc/calloc.

• Does NOT set pointer to NULL: The pointer value remains unchanged (now a
dangling pointer).

Prototype:
1 void free(void* ptr);

Parameters:

• ptr: Pointer returned by malloc, calloc, or realloc.

• NULL pointer is safe: free(NULL) does nothing (ISO C standard).

• Invalid pointer causes undefined behavior: Double free, freeing non-heap
memory, or freeing already freed memory.

Important Rules:

1. Only free memory allocated dynamically: Don’t free stack variables or global
variables.

2. Don’t free memory twice (double free): Causes heap corruption and crashes.

3. Don’t use memory after freeing: Dangling pointer leads to undefined behavior.

4. Set pointer to NULL after freeing: Prevents accidental use of dangling pointer.

Examples:
1 #include <stdlib.h>
2

3 // Basic free example
4 int *p = malloc(sizeof(int));
5 if (p) {
6 *p = 42;
7 // Use p...
8 free(p); // Return memory
9 p = NULL; // Good practice

10 }
11
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12 // Freeing arrays
13 double *arr = malloc(100 * sizeof(double));
14 if (arr) {
15 // Use array...
16 free(arr); // Free entire block
17 arr = NULL;
18 }
19

20 // Freeing structures
21 struct Node *node = malloc(sizeof(struct Node));
22 if (node) {
23 // Use node...
24 free(node);
25 node = NULL;
26 }
27

28 // Safe with NULL
29 free(NULL); // Does nothing, safe

Common Mistakes:
1 // WRONG: Double free
2 int *p = malloc(sizeof(int));
3 free(p);
4 free(p); // ERROR: p already freed!
5

6 // WRONG: Using after free
7 int *p = malloc(sizeof(int));
8 *p = 10;
9 free(p);

10 printf("%d\n", *p); // ERROR: p is dangling pointer
11

12 // WRONG: Freeing stack memory
13 int x = 10;
14 int *p = &x;
15 free(p); // ERROR: x is on stack, not heap
16

17 // WRONG: Freeing only part of allocation
18 int *arr = malloc(10 * sizeof(int));
19 free(&arr[5]); // ERROR: must free entire block from malloc

Best Practice: Always set pointer to NULL after free(). This makes dangling pointer
bugs easier to catch (segmentation fault on use rather than silent corruption).

Student Exercise: Write a function that allocates an array of integers, uses it, and
frees it properly with null pointer assignment.

free() is as important as malloc(). Memory leaks are silent bugs that accumulate over
time, eventually causing program failure.
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5.2 Slide 8: realloc() - Resizing Memory (1/2)

Core Concept: ”realloc() resizes previously allocated memory blocks. It can grow or
shrink allocations and may move data to a new location.”

Purpose:

• Resizes previously allocated memory: Changes size of existing allocation.

• Can grow or shrink allocation: Increase or decrease allocated bytes.

• May move memory to new location: If insufficient contiguous space exists, it
allocates new block and copies data.

• Preserves existing data (if possible): Old data copied to new location when
moved.

Prototype:
1 void* realloc(void* ptr, size_t new_size);

Parameters:

• ptr: Pointer to existing allocation (from malloc, calloc, or previous realloc).

• new_size: New total size in bytes (not additional size).

• Can be larger or smaller than original: Growing adds uninitialized bytes;
shrinking discards excess.

Special Cases:

• ptr is NULL: Acts like malloc(new_size).

• new_size is 0: Acts like free(ptr), returns NULL.

• Returns NULL on failure: Original memory remains allocated and unchanged.

Basic Examples:
1 #include <stdlib.h>
2

3 // Grow an array
4 int *arr = malloc(10 * sizeof(int));
5 if (arr) {
6 // Initialize first 10 elements...
7

8 // Resize to 20 elements
9 int *new_arr = realloc(arr, 20 * sizeof(int));

10 if (new_arr != NULL) {
11 arr = new_arr; // Use new pointer
12 // Old data preserved in first 10 elements
13 // New elements (10-19) contain garbage
14 } else {
15 // realloc failed, arr still valid with 10 elements
16 }
17 }
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18

19 // Shrink an array
20 arr = realloc(arr, 5 * sizeof(int));
21 // Last 5 elements lost, first 5 preserved
22

23 // Start with realloc (like malloc)
24 int *p = realloc(NULL, sizeof(int)); // = malloc(sizeof(int))
25

26 // Free with realloc
27 p = realloc(p, 0); // = free(p), p becomes NULL

Important Behavior:

• When growing: If possible, extends existing block; otherwise allocates new block
and copies data.

• When shrinking: May reduce block in-place or allocate smaller block and copy.

• Data preservation: Only preserved up to min(old_size, new_size).

• Pointer validity: Old pointer becomes invalid if realloc succeeds and moves data.

Pitfall: Direct assignment ptr = realloc(ptr, new_size) loses the original pointer if
realloc fails, causing a memory leak. Always use a temporary variable.

realloc() enables dynamic resizing of data structures, essential for implementing flexible
containers.
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5.3 Slide 9: realloc() - Resizing Memory (2/2)

Core Concept: ”Correct realloc() usage requires a temporary pointer to avoid mem-
ory leaks on failure. Always check the return value and update pointers carefully.”

Correct Usage Pattern:
1 int *resize_array(int *arr, int old_size,
2 int new_size) {
3 if (new_size <= 0) {
4 free(arr);
5 return NULL;
6 }
7

8 // Use temporary pointer
9 int *temp = realloc(arr, new_size * sizeof(int));

10

11 if (temp == NULL) {
12 // realloc failed, original array unchanged
13 printf("Resizing failed!\n");
14 return arr; // Return original pointer
15 }
16

17 // Success: return new pointer
18 return temp;
19 }
20

21 int main(void) {
22 int *arr = malloc(10 * sizeof(int));
23 if (!arr) return 1;
24

25 // Initialize array...
26

27 // Resize array safely
28 arr = resize_array(arr, 10, 20);
29

30 // Continue using arr...
31

32 free(arr);
33 return 0;
34 }

Important Notes:

• Always use temporary variable for result: Prevents losing original pointer on
failure.

• Check for NULL return: Failure means original allocation still valid.

• Original pointer invalid if realloc succeeds: Even if same address returned,
treat old pointer as invalid.
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• Data may be moved to new location: Don’t keep secondary pointers into the
array across realloc calls.

• New memory (if expanded) contains garbage: Initialize newly allocated por-
tion.

Common Mistakes:
1 // WRONG: Losing pointer on failure
2 arr = realloc(arr, new_size);
3 // If realloc fails, arr becomes NULL, original memory leaked!
4

5 // WRONG: Not checking return value
6 realloc(arr, new_size); // Might fail silently
7 // If fails, arr becomes dangling pointer
8

9 // WRONG: Using old pointer after success
10 int *new = realloc(arr, new_size);
11 if (new) {
12 arr[0] = 10; // WRONG: arr may be invalid!
13 new[0] = 10; // Correct
14 }
15

16 // WRONG: Wrong size calculation
17 arr = realloc(arr, 20); // 20 bytes, not 20 ints!
18 // Should be: realloc(arr, 20 * sizeof(int))
19

20 // WRONG: Assuming data stays in place
21 int *middle = &arr[5];
22 arr = realloc(arr, new_size);
23 *middle = 10; // DANGER: middle may point to freed memory!

Performance Considerations:

• realloc can be expensive if data must be copied.

• Common strategy: double capacity when resizing to amortize copy cost.

• For large arrays, consider custom resizing logic.

Student Exercise: Implement a dynamic array that doubles in capacity when full, using
realloc.

Proper realloc() usage prevents memory leaks and dangling pointers. Always use a
temporary variable and check for failure.
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6 Memory Management Patterns

6.1 Slide 10: Dynamic Arrays (1/2)

Core Concept: ”Dynamic arrays use malloc/realloc/free to implement resizable
arrays. They track both capacity (allocated size) and size (used elements).”

Concept:

• Array whose size can change at runtime: Grows as elements are added.

• Uses malloc/realloc/free: Underlying memory management.

• Tracks both capacity and size: Capacity � size, to avoid frequent reallocation.

• Common in collection implementations: Similar to C++ vector or Java Ar-
rayList.

Structure Design:
1 typedef struct {
2 int *data; // Pointer to array
3 size_t size; // Current number of elements
4 size_t capacity; // Maximum elements allocated
5 } DynamicArray;

Basic Operations:

• Create/destroy array

• Add/remove elements

• Resize when full

• Access elements

• Clear array

Creation and Destruction:
1 DynamicArray* create_array(size_t initial_capacity) {
2 DynamicArray *arr = malloc(sizeof(DynamicArray));
3 if (!arr) return NULL;
4

5 arr->data = malloc(initial_capacity * sizeof(int));
6 if (!arr->data) {
7 free(arr); // Free the structure
8 return NULL;
9 }

10

11 arr->size = 0;
12 arr->capacity = initial_capacity;
13 return arr;
14 }
15
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16 void destroy_array(DynamicArray *arr) {
17 if (arr) {
18 free(arr->data); // Free the array
19 free(arr); // Free the structure
20 }
21 }
22

23 void clear_array(DynamicArray *arr) {
24 if (arr) {
25 free(arr->data);
26 arr->data = NULL;
27 arr->size = 0;
28 arr->capacity = 0;
29 }
30 }

Key Points:

• Two-level allocation: Structure itself and data array are separate allocations.

• Cleanup must free both: destroy_array frees data then structure.

• Error handling: If array allocation fails, free structure to avoid leak.

• capacity can be 0: Initial empty array with no allocation.

Pitfall: Forgetting to free both levels causes memory leaks. Also, accessing arr->data
when arr is NULL causes crashes.

Dynamic arrays provide vector-like functionality in C, enabling collections that grow as
needed.
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6.2 Slide 11: Dynamic Arrays (2/2)

Core Concept: ”Adding elements to a dynamic array requires checking capacity and
resizing when full. A common strategy is to double capacity to amortize reallocation
cost.”

Adding Elements:
1 int append(DynamicArray *arr, int value) {
2 if (!arr) return 0;
3

4 // Check if we need to resize
5 if (arr->size >= arr->capacity) {
6 // Double the capacity (common strategy)
7 size_t new_capacity = arr->capacity * 2;
8 if (new_capacity == 0) new_capacity = 1;
9

10 int *new_data = realloc(arr->data,
11 new_capacity * sizeof(int));
12 if (!new_data) return 0; // Failed
13

14 arr->data = new_data;
15 arr->capacity = new_capacity;
16 }
17

18 // Add the element
19 arr->data[arr->size] = value;
20 arr->size++;
21 return 1;
22 }

Resizing Strategy:

• Double when full: Amortizes copy cost over many appends.

• Handle initial capacity 0: Start with capacity 1.

• Check realloc failure: Return failure indicator.

• Update both data and capacity: After successful reallocation.

Usage Example:
1 int main(void) {
2 // Create array with initial capacity 5
3 DynamicArray *arr = create_array(5);
4 if (!arr) {
5 printf("Creation failed!\n");
6 return 1;
7 }
8

9 // Add elements (will resize automatically)
10 for (int i = 0; i < 20; i++) {
11 if (!append(arr, i * i)) {
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12 printf("Append failed!\n");
13 break;
14 }
15 }
16

17 // Use array
18 for (size_t i = 0; i < arr->size; i++) {
19 printf("%d ", arr->data[i]);
20 }
21 printf("\n");
22

23 // Clean up
24 destroy_array(arr);
25 return 0;
26 }

Other Useful Operations:
1 // Get element (with bounds checking)
2 int get_element(const DynamicArray *arr, size_t index) {
3 if (!arr || index >= arr->size) {
4 // Error handling
5 return 0;
6 }
7 return arr->data[index];
8 }
9

10 // Set element
11 int set_element(DynamicArray *arr, size_t index, int value) {
12 if (!arr || index >= arr->size) return 0;
13 arr->data[index] = value;
14 return 1;
15 }
16

17 // Remove last element
18 int pop_back(DynamicArray *arr) {
19 if (!arr || arr->size == 0) return 0;
20 arr->size--;
21 // Optional: shrink if size << capacity
22 return 1;
23 }

Key Insight: Dynamic arrays provide O(1) amortized append time due to geometric
resizing (doubling). Each element is copied O(log n) times on average.

Pitfall: Not shrinking when many elements removed wastes memory. Implement shrink
logic when size drops below capacity/4, for example.

Student Exercise: Add a function to insert an element at a specific position, shifting
existing elements.

Dynamic arrays are fundamental building blocks for many data structures and algorithms
in C.
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6.3 Slide 12: Dynamic Structures

Core Concept: ”Dynamic structures are allocated on the heap and can contain nested
dynamic allocations. Proper management requires freeing all nested allocations before
freeing the structure itself.”

Concept:

• Structures allocated on heap: Using malloc(sizeof(Structure)).

• Persist beyond function scope: Unlike stack structures.

• Common in data structures: Nodes for linked lists, trees, etc.

• Requires manual management: Must free structure and all its dynamic mem-
bers.

Example: Dynamic Student
1 typedef struct {
2 char *name; // Dynamic string
3 int id;
4 double gpa;
5 int *grades; // Dynamic array of grades
6 int grade_count;
7 } Student;

This structure has two dynamic members: name (string) and grades (array).

Creation Function:
1 Student* create_student(const char *name, int id) {
2 Student *s = malloc(sizeof(Student));
3 if (!s) return NULL;
4

5 s->name = malloc(strlen(name) + 1);
6 if (!s->name) {
7 free(s); // Free structure before returning NULL
8 return NULL;
9 }

10 strcpy(s->name, name);
11

12 s->id = id;
13 s->gpa = 0.0;
14 s->grades = NULL;
15 s->grade_count = 0;
16

17 return s;
18 }

Important: if name allocation fails, free the structure to avoid memory leak.

Destruction Function:
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1 void destroy_student(Student *s) {
2 if (!s) return;
3

4 // Free nested allocations (order doesn't matter)
5 free(s->name); // Free the string
6 free(s->grades); // Free grades array
7

8 // Free the structure itself
9 free(s);

10 }

Must free all dynamic members before freeing the structure.

Usage Example:
1 int main(void) {
2 // Create student on heap
3 Student *alice = create_student("Alice", 1001);
4 if (!alice) return 1;
5

6 // Add grades dynamically
7 alice->grade_count = 3;
8 alice->grades = malloc(3 * sizeof(int));
9 if (alice->grades) {

10 alice->grades[0] = 85;
11 alice->grades[1] = 90;
12 alice->grades[2] = 88;
13 }
14

15 // Use student...
16 printf("Student: %s, ID: %d\n", alice->name, alice->id);
17

18 // Clean up properly
19 destroy_student(alice);
20

21 return 0;
22 }

Key Point: The structure ”owns” its dynamic members. When the structure is freed,
it must free its members first.

Pitfall: Shallow copy vs deep copy. Assigning one dynamic structure to another copies
pointers, not the pointed-to data. This leads to double-free bugs if both are destroyed.
Need explicit deep copy function.

Student Exercise: Write a deep copy function for the Student structure that duplicates
the name string and grades array.

Dynamic structures with nested allocations require careful cleanup to avoid memory leaks.
Always free inner allocations before outer structure.
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7 Common Errors and Pitfalls

7.1 Slide 13: Memory Management Errors (1/2)

Core Concept: ”Common dynamic memory errors include memory leaks, dangling
pointers, double free, memory corruption, uninitialized memory, and NULL pointer deref-
erence.”

1. Memory Leaks:

• Allocated memory not freed: Program ”forgets” about allocated memory.

• Program consumes more memory over time: Memory usage grows indefi-
nitely.

• Eventually runs out of memory: Program crashes or becomes slow.

• Hard to detect, accumulates slowly: May not show up in short tests.

Causes:

• Forgetting to call free().

• Losing pointer to allocated memory (pointer overwritten).

• Early return from function without cleanup.

• Exception paths without cleanup (setjmp/longjmp).

Example:
1 void leaky_function(void) {
2 int *p = malloc(100 * sizeof(int));
3 // Use p...
4 // OOPS: Forgot to free(p)!
5 // Memory leak: 400 bytes lost (assuming 4-byte ints)
6 }

2. Dangling Pointers:

• Pointer to freed memory: Pointer remains after memory is freed.

• Using pointer after free(): Dereferencing causes undefined behavior.

• Causes undefined behavior: May crash, corrupt data, or appear to work.

• Hard to debug: Symptoms may appear far from actual bug.

Causes:

• Using pointer after free().

• Multiple pointers to same memory (aliasing).

• Returning pointer to local variable (stack memory).

• Accessing freed memory in data structures.
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Example:
1 void dangling_example(void) {
2 int *p = malloc(sizeof(int));
3 *p = 42;
4

5 int *q = p; // Both point to same memory
6

7 free(p); // Memory freed
8

9 *q = 10; // DANGER: Writing to freed memory!
10 // Undefined behavior - crash or corruption
11

12 printf("%d\n", *q); // Reading from freed memory
13 }

Prevention:

• Set pointer to NULL after free(): Causes segmentation fault on use, easier to
debug.

• Avoid multiple pointers to same allocation: Or document ownership clearly.

• Use ownership semantics: One pointer ”owns” the memory, others are observers.

• Document pointer lifetimes: In comments or using naming conventions.

Pitfall: Dangling pointers are especially dangerous because the memory may be reallo-
cated for another purpose, leading to subtle data corruption.

Memory leaks waste resources; dangling pointers cause crashes and corruption. Both are
serious bugs that require careful programming to avoid.
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7.2 Slide 14: Memory Management Errors (2/2)

Core Concept: ”Additional memory errors include double free, memory corruption,
uninitialized memory usage, and NULL pointer dereference.”

3. Double Free:

• Calling free() on already freed memory: Second attempt to free same pointer.

• Corrupts memory management data: Heap metadata becomes inconsistent.

• Often causes crashes: Usually segmentation fault or abort.

• Can be exploited for security attacks: Heap corruption vulnerabilities.

Example:
1 void double_free_example(void) {
2 int *p = malloc(sizeof(int));
3

4 free(p); // First free - OK
5

6 free(p); // Second free - DOUBLE FREE!
7 // Memory corruption
8 }

4. Memory Corruption:

• Writing outside allocated bounds: Buffer overflow/underflow.

• Corrupts heap metadata or other data: Overwrites adjacent memory.

• Causes unpredictable behavior: May manifest far from actual bug.

• Hard to diagnose: Symptoms depend on what was overwritten.

Example:
1 void corruption_example(void) {
2 int *arr = malloc(10 * sizeof(int));
3

4 arr[10] = 42; // Buffer overflow!
5 // Writes past allocated memory (index 0-9 valid)
6 // May corrupt heap metadata or other variables
7

8 arr[-1] = 42; // Buffer underflow - also bad!
9 }

5. Uninitialized Memory:

• Using malloc() memory without initialization: Contains whatever was there
before.

• Contains garbage values: Unpredictable, system-dependent.

• Causes unpredictable behavior: Different results each run.
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• Security risk (information disclosure): May contain sensitive data from other
processes.

Example:
1 void uninitialized_example(void) {
2 int *p = malloc(sizeof(int));
3

4 printf("%d\n", *p); // Prints garbage!
5 // Should initialize first: *p = 0;
6

7 int *arr = malloc(10 * sizeof(int));
8 int sum = 0;
9 for (int i = 0; i < 10; i++) {

10 sum += arr[i]; // Adds garbage values
11 }
12 }

6. NULL Pointer Dereference:

• Using *ptr when ptr is NULL: Attempt to access address 0.

• Caused by not checking malloc() failure: malloc returns NULL when out of
memory.

• Immediate crash (segmentation fault): Usually detected quickly.

• Easy to prevent: Always check malloc return value.

Example:
1 void null_deref_example(void) {
2 int *p = malloc(sizeof(int));
3 // Forgot to check if p is NULL!
4

5 *p = 42; // CRASH if malloc failed!
6 // Should be: if (p) *p = 42;
7 }

Prevention Strategies:

• Use calloc for zero initialization.

• Check array bounds before access.

• Use safe string functions (strncpy instead of strcpy).

• Set pointers to NULL after freeing.

• Use memory debugging tools.

Pitfall: Uninitialized memory bugs are particularly insidious because they may work
correctly during testing (memory happens to be zero) but fail in production.

All these errors can cause program crashes, data corruption, or security vulnerabilities.
Defensive programming and tools help prevent them.
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7.3 Slide 15: Error Prevention Strategies

Core Concept: ”Defensive programming techniques, proper patterns, and debugging
tools can prevent most memory management errors.”

Defensive Programming:

1. Always check malloc() return value: Handle allocation failure gracefully.

2. Initialize allocated memory: Set to known values before use.

3. Use calloc() for zero initialization: When zero is appropriate initial value.

4. Set pointers to NULL after free(): Prevents dangling pointer use.

5. Use temporary variables with realloc(): Avoid losing pointer on failure.

6. Keep allocation and deallocation close: In same function or module.

7. Document memory ownership: Which function/object ”owns” allocated mem-
ory.

Code Patterns:
1 // Safe allocation pattern
2 int *safe_malloc_example(size_t n) {
3 int *p = malloc(n * sizeof(int));
4 if (p == NULL) {
5 fprintf(stderr, "Allocation failed for %zu ints\n", n);
6 return NULL;
7 }
8

9 // Initialize memory (could use calloc instead)
10 for (size_t i = 0; i < n; i++) {
11 p[i] = 0;
12 }
13

14 return p;
15 }
16

17 // Safe free pattern (with double-pointer)
18 void safe_free_example(int **ptr) {
19 if (ptr != NULL && *ptr != NULL) {
20 free(*ptr);
21 *ptr = NULL; // Prevent dangling pointer
22 }
23 }
24

25 // Usage
26 int *arr = safe_malloc_example(100);
27 // ... use arr ...
28 safe_free_example(&arr); // arr is now NULL

Memory Debugging Tools:
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• Valgrind (Linux/Unix): Detects leaks, invalid accesses, uninitialized memory.

• AddressSanitizer (GCC/Clang): Runtime memory error detector, faster than
Valgrind.

• Electric Fence: Detects buffer overflows by placing allocations on page bound-
aries.

• Debug malloc libraries: Special allocators with built-in checking.

Using Valgrind:
1 # Compile with debug symbols
2 gcc -g -o program program.c
3

4 # Run with Valgrind
5 valgrind --leak-check=full ./program
6

7 # Sample output:
8 # ==12345== 40 bytes in 1 blocks are definitely lost
9 # ==12345== at 0x483B7F3: malloc (in /usr/lib/...)

10 # ==12345== by 0x1091A3: main (program.c:10)

Best Practices:

• Test with small allocations first: Easier to debug.

• Use tools during development: Not just for final testing.

• Add logging for allocations/frees: Track memory lifecycle.

• Implement resource tracking: Count allocations vs frees.

• Review code for symmetry: Each malloc should have a free.

Pitfall: Assuming ”it works on my machine” means no memory errors. Memory bugs
may only manifest with specific allocation patterns or after long runtimes.

Student Exercise: Take a buggy program with memory leaks and dangling pointers,
and fix it using these strategies.

Proper error prevention combines careful coding, defensive patterns, and regular use of
debugging tools. Memory errors are among the most common and serious bugs in C
programs.
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8 Complete Example: Dynamic String Array

8.1 Slide 16: Dynamic String Array (1/3)

Core Concept: ”A dynamic string array stores a variable number of strings, each dy-
namically allocated. This example demonstrates nested dynamic allocations and proper
cleanup.”

Problem:

• Store variable number of strings: Array grows as strings are added.

• Strings can be added/removed: Flexible collection.

• Memory efficient: Each string allocated with exact length.

• Easy to use interface: Functions hide implementation details.

Design:
1 typedef struct {
2 char **strings; // Array of string pointers
3 size_t count; // Number of strings
4 size_t capacity; // Allocated capacity
5 } StringArray;

strings points to an array of char* pointers. Each char* points to a dynamically
allocated string.

Creation/Destruction:
1 StringArray* create_string_array(size_t initial_cap) {
2 StringArray *arr = malloc(sizeof(StringArray));
3 if (!arr) return NULL;
4

5 arr->strings = malloc(initial_cap * sizeof(char*));
6 if (!arr->strings) {
7 free(arr); // Free structure if array allocation fails
8 return NULL;
9 }

10

11 arr->count = 0;
12 arr->capacity = initial_cap;
13 return arr;
14 }
15

16 void destroy_string_array(StringArray *arr) {
17 if (!arr) return;
18

19 // Free all strings
20 for (size_t i = 0; i < arr->count; i++) {
21 free(arr->strings[i]);
22 }
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23

24 // Free array of pointers
25 free(arr->strings);
26

27 // Free structure
28 free(arr);
29 }

Important: Destruction frees in reverse order: strings first, then pointer array, then
structure.

Adding Strings:
1 int add_string(StringArray *arr, const char *str) {
2 if (!arr || !str) return 0;
3

4 // Resize if needed
5 if (arr->count >= arr->capacity) {
6 size_t new_cap = arr->capacity * 2;
7 if (new_cap == 0) new_cap = 1;
8

9 char **new_strings = realloc(arr->strings,
10 new_cap * sizeof(char*));
11 if (!new_strings) return 0;
12

13 arr->strings = new_strings;
14 arr->capacity = new_cap;
15 }
16

17 // Copy string
18 arr->strings[arr->count] = malloc(strlen(str) + 1);
19 if (!arr->strings[arr->count]) return 0;
20

21 strcpy(arr->strings[arr->count], str);
22 arr->count++;
23

24 return 1;
25 }

Two allocations: array of pointers (resized with realloc) and each individual string
(allocated with exact length).

Key Points:

• strlen(str) + 1: +1 for null terminator.

• Resizing doubles capacity (amortized O(1) append).

• Check both allocations for failure.

This example shows real-world dynamic memory management with multiple allocation
levels.
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8.2 Slide 17: Dynamic String Array (2/3)

Core Concept: ”Additional operations for the string array include retrieval, searching,
clearing, and memory usage calculation.”

Usage Functions:
1 // Get string at index (read-only)
2 const char* get_string(const StringArray *arr,
3 size_t index) {
4 if (!arr || index >= arr->count) return NULL;
5 return arr->strings[index];
6 }
7

8 // Find string index (linear search)
9 int find_string(const StringArray *arr,

10 const char *str) {
11 if (!arr || !str) return -1;
12

13 for (size_t i = 0; i < arr->count; i++) {
14 if (strcmp(arr->strings[i], str) == 0) {
15 return i;
16 }
17 }
18 return -1; // Not found
19 }
20

21 // Remove string at index
22 void remove_string(StringArray *arr, size_t index) {
23 if (!arr || index >= arr->count) return;
24

25 // Free the string at index
26 free(arr->strings[index]);
27

28 // Shift remaining strings left
29 for (size_t i = index; i < arr->count - 1; i++) {
30 arr->strings[i] = arr->strings[i + 1];
31 }
32

33 arr->count--;
34 }
35

36 // Clear all strings (free memory, reset count)
37 void clear_string_array(StringArray *arr) {
38 if (!arr) return;
39

40 for (size_t i = 0; i < arr->count; i++) {
41 free(arr->strings[i]);
42 arr->strings[i] = NULL; // Optional
43 }
44 arr->count = 0;
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45 }

Print Function:
1 void print_string_array(const StringArray *arr) {
2 if (!arr) {
3 printf("(NULL array)\n");
4 return;
5 }
6

7 printf("StringArray [%zu/%zu]:\n",
8 arr->count, arr->capacity);
9

10 if (arr->count == 0) {
11 printf(" (empty)\n");
12 return;
13 }
14

15 for (size_t i = 0; i < arr->count; i++) {
16 printf(" [%zu] \"%s\"\n", i, arr->strings[i]);
17 }
18 }

Memory Statistics:
1 size_t total_memory(const StringArray *arr) {
2 if (!arr) return 0;
3

4 size_t total = sizeof(StringArray); // Structure
5 total += arr->capacity * sizeof(char*); // Pointer array
6

7 for (size_t i = 0; i < arr->count; i++) {
8 total += strlen(arr->strings[i]) + 1; // Each string
9 }

10

11 return total;
12 }

Helps understand memory overhead: structure + pointer array + actual string data.

Pitfall: The remove_string function has O(n) time due to shifting. For frequent re-
movals, consider marking strings as deleted or using a more efficient data structure.

These utility functions make the string array practical for real use, with proper error
checking and memory management.
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8.3 Slide 18: Dynamic String Array (3/3)

Core Concept: ”Complete example demonstrating the dynamic string array in action,
showing creation, addition, removal, searching, and proper cleanup.”

Main Example:
1 int main(void) {
2 // Create array with initial capacity 3
3 StringArray *arr = create_string_array(3);
4 if (!arr) {
5 printf("Failed to create array!\n");
6 return 1;
7 }
8

9 // Add strings
10 add_string(arr, "Hello");
11 add_string(arr, "World");
12 add_string(arr, "Dynamic");
13 add_string(arr, "Memory"); // Will resize (3->6)
14

15 printf("Initial array:\n");
16 print_string_array(arr);
17

18 // Find and remove
19 int idx = find_string(arr, "World");
20 if (idx != -1) {
21 printf("\nRemoving 'World' at index %d\n", idx);
22 remove_string(arr, idx);
23 }
24

25 // Add more strings
26 add_string(arr, "Management");
27 add_string(arr, "Example");
28

29 printf("\nFinal array:\n");
30 print_string_array(arr);
31

32 // Memory usage
33 printf("\nTotal memory: %zu bytes\n",
34 total_memory(arr));
35

36 // Clean up
37 destroy_string_array(arr);
38

39 return 0;
40 }

Sample Output:
1 Initial array:
2 StringArray [4/6]:
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3 [0] "Hello"
4 [1] "World"
5 [2] "Dynamic"
6 [3] "Memory"
7

8 Removing 'World' at index 1
9

10 Final array:
11 StringArray [5/6]:
12 [0] "Hello"
13 [1] "Dynamic"
14 [2] "Memory"
15 [3] "Management"
16 [4] "Example"
17

18 Total memory: 175 bytes

Memory Breakdown:

• Structure: sizeof(StringArray) = 24 bytes (on 64-bit)

• Pointer array: 6 × 8 bytes = 48 bytes

• Strings: ”Hello”(6), ”Dynamic”(8), ”Memory”(7), ”Management”(11), ”Example”(8)
= 40 bytes

• Total: 24 + 48 + 40 = 112 bytes (example shows 175 due to padding/alignment)

Key Concepts Demonstrated:

1. Dynamic structure allocation: StringArray on heap.

2. Array of pointers management: Growing array of char*.

3. String copying and memory: Each string individually allocated.

4. Resizing with realloc: Pointer array grows when full.

5. Proper cleanup of nested allocations: Free strings, then pointer array, then
structure.

6. Memory tracking: Calculating total memory usage.

Pitfall: The example doesn’t handle duplicate strings. Depending on use case, you might
want to prevent duplicates or allow them. Also, linear search is inefficient for large arrays;
consider sorting or hashing.

Student Exercise: Add a function to sort the string array alphabetically, and a function
to remove duplicates.

This complete example integrates all dynamic memory concepts: allocation, resizing,
nested allocations, and cleanup. It’s a practical pattern used in many real-world applica-
tions.
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9 Best Practices and Guidelines

9.1 Slide 19: Dynamic Memory Best Practices

Core Concept: ”Following best practices for allocation, deallocation, error handling,
and performance leads to safer, more maintainable memory management code.”

Allocation Guidelines:

1. Always check malloc/calloc return: Handle out-of-memory gracefully.

2. Use sizeof for type safety: malloc(n * sizeof(int)) not malloc(n * 4).

3. Initialize allocated memory: Either explicitly or with calloc.

4. Consider calloc for zero initialization: When zero is appropriate default.

5. Allocate in powers of two for resizing: Doubling strategy amortizes copy cost.

Deallocation Guidelines:

6. Free in reverse order of allocation: Inner allocations before outer ones.

7. Set pointers to NULL after freeing: Prevents dangling pointer use.

8. Use wrapper functions for safety: safe_free() that nulls pointer.

9. Implement cleanup on error paths: Gotofail pattern or cleanup sections.

10. Document ownership clearly: Which function/object is responsible for freeing.

Memory Tracking:

• Log allocations and frees in debug mode: Track memory lifecycle.

• Use memory debugging tools regularly: Valgrind, AddressSanitizer.

• Implement resource counters: Track active allocations.

• Check for leaks in test suites: Automated memory testing.

• Monitor memory usage in production: Detect leaks in deployed code.

Error Handling:

• Handle out-of-memory gracefully: Don’t crash, free resources, report error.

• Provide cleanup on allocation failure: Free previously allocated resources.

• Use consistent error reporting: Return codes, error objects, or logging.

• Implement fallback strategies: Alternative algorithms with less memory.

• Test edge cases: Size 0, very large sizes, allocation failure simulation.

Performance Considerations:

• Minimize allocations (batch when possible): Fewer larger allocations better
than many small ones.
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• Reuse memory blocks: Pool allocators for frequent allocations/deallocations.

• Choose appropriate initial sizes: Avoid too many resizes.

• Avoid frequent reallocation: Use geometric growth (doubling).

• Consider memory pools for many small allocations: Reduces fragmentation.

Golden Rule
Every malloc

must have a free
Keep allocations

and frees symmetric

Testing:

• Test with valgrind/asan regularly: During development, not just before re-
lease.

• Test allocation failures: Simulate out-of-memory conditions.

• Test boundary conditions: Empty allocations, maximum sizes.

• Test cleanup paths: All error paths should free resources.

Pitfall: Over-optimizing memory management prematurely. First make it correct, then
measure performance, then optimize if needed.

Following these best practices prevents most memory-related bugs and leads to robust,
maintainable code.
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9.2 Slide 20: Common Patterns and Idioms

Core Concept: ”Standard patterns and idioms simplify dynamic memory management
and reduce errors: wrapper functions, cleanup patterns, generic arrays, and memory
pools.”

1. Resource Acquisition Wrapper:
1 // "xmalloc" - malloc with fatal error on failure
2 void* xmalloc(size_t size) {
3 void *p = malloc(size);
4 if (p == NULL) {
5 fprintf(stderr, "Out of memory!\n");
6 exit(EXIT_FAILURE);
7 }
8 return p;
9 }

10

11 // Use in performance -critical code where
12 // allocation failure is truly fatal
13 // Warning: not appropriate for libraries or
14 // programs that should recover from OOM

Variants: xcalloc, xrealloc.

2. Cleanup on Error Pattern (goto):
1 int complex_operation(void) {
2 Resource *r1 = acquire_resource();
3 if (!r1) goto error;
4

5 Resource *r2 = acquire_resource();
6 if (!r2) goto cleanup_r1;
7

8 Resource *r3 = acquire_resource();
9 if (!r3) goto cleanup_r2;

10

11 // Use resources...
12 int result = process(r1, r2, r3);
13

14 release_resource(r3);
15 cleanup_r2:
16 release_resource(r2);
17 cleanup_r1:
18 release_resource(r1);
19 error:
20 return result;
21 }

The ”goto cleanup” pattern ensures all resources are freed on any error path. Controver-
sial but effective in C.

3. Generic Array Helper:
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1 typedef struct {
2 void **items;
3 size_t count;
4 size_t capacity;
5 } GenericArray;
6

7 void array_append(GenericArray *arr, void *item) {
8 if (arr->count >= arr->capacity) {
9 arr->capacity = arr->capacity ?

10 arr->capacity * 2 : 1;
11 arr->items = realloc(arr->items,
12 arr->capacity * sizeof(void*));
13 }
14 arr->items[arr->count++] = item;
15 }
16

17 // Usage: store any pointer type
18 GenericArray arr = {0};
19 array_append(&arr, some_string);
20 array_append(&arr, some_structure);

Generic array stores void* pointers. Caller must cast and manage actual objects.

4. Memory Pool (Simplified):
1 typedef struct {
2 char *memory;
3 size_t used;
4 size_t size;
5 } MemoryPool;
6

7 MemoryPool* create_pool(size_t size) {
8 MemoryPool *pool = malloc(sizeof(MemoryPool));
9 if (!pool) return NULL;

10

11 pool->memory = malloc(size);
12 if (!pool->memory) {
13 free(pool);
14 return NULL;
15 }
16

17 pool->used = 0;
18 pool->size = size;
19 return pool;
20 }
21

22 void* pool_alloc(MemoryPool *pool, size_t size) {
23 if (pool->used + size > pool->size) {
24 return NULL; // Pool exhausted
25 }
26 void *ptr = pool->memory + pool->used;
27 pool->used += size;
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28 return ptr;
29 }
30

31 // All allocations freed together when pool destroyed
32 void destroy_pool(MemoryPool *pool) {
33 if (pool) {
34 free(pool->memory);
35 free(pool);
36 }
37 }

Memory pools allocate once, then sub-allocate from the pool. Fast, no per-allocation
overhead, no fragmentation.

Pitfall: Generic arrays lose type safety. Memory pools require knowing maximum size
in advance.

These patterns solve common problems in dynamic memory management and can be
adapted for specific applications.
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10 Summary and Next Steps

10.1 Slide 21: What We’ve Learned Today

Core Concept: ”A comprehensive review of dynamic memory management in C, cov-
ering fundamentals, functions, patterns, errors, and best practices.”

Memory Fundamentals:

• Heap vs stack memory segments: Stack: automatic, fast, limited; Heap: man-
ual, flexible, large.

• Manual vs automatic memory management: C requires explicit free for
heap allocations.

• Memory layout of C programs: Text, Data, Stack, Heap segments.

• Pros and cons of dynamic memory: Flexibility vs complexity and responsibil-
ity.

Allocation Functions:

• malloc(): Raw memory allocation, uninitialized.

• calloc(): Zero-initialized allocation, good for arrays.

• realloc(): Resize existing allocation, may move data.

• free(): Return memory to heap, prevent leaks.

Common Patterns:

• Dynamic arrays with resizing: Track capacity and size, double when full.

• Dynamic structures with nested allocations: Free inner allocations first.

• String management on heap: strlen()+1 bytes, copy with strcpy.

• Resource acquisition wrappers: xmalloc for fatal-on-failure cases.

Error Types:

• Memory leaks (forgetting to free): Accumulate over time, cause OOM.

• Dangling pointers (use after free): Cause crashes or corruption.

• Double free (corruption): Corrupts heap metadata.

• Buffer overflows (bounds errors): Write outside allocated memory.

• Uninitialized memory (garbage values): Unpredictable behavior.

Best Practices:

• Always check allocation success.

• Initialize allocated memory (use calloc for zero).

• Free in reverse allocation order.
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• Set pointers to NULL after free.

• Use debugging tools (valgrind, AddressSanitizer).

• Keep allocations and frees symmetric.

Key Insight: Dynamic memory provides flexibility but requires discipline. Proper man-
agement separates novice from expert C programmers.

Student Self-Assessment:

1. Can you allocate and free a dynamic array of integers?

2. Can you implement a resizable string array?

3. Can you identify memory leaks in given code?

4. Can you use valgrind to detect memory errors?

5. Can you explain when to use malloc vs calloc vs realloc?

Today covered essential skills for effective C programming. Dynamic memory is powerful
but dangerous; mastery requires practice and careful attention to detail.
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10.2 Slide 22: Practice Exercises for Next Week

Core Concept: ”Practice exercises to reinforce dynamic memory skills and prepare for
next week’s topic: file input/output operations.”

Beginner:

1. Implement dynamic integer array with append: Create, add elements, resize,
destroy.

2. Create and free simple dynamic structures: Student with name and grades.

3. Fix memory leaks in given code: Identify and correct missing free calls.

4. Write safe wrapper functions for allocation: safe_malloc, safe_free.

Intermediate:

5. Implement dynamic string array (like example): With add, remove, search,
sort.

6. Create linked list with dynamic nodes: Insert, delete, traverse, reverse.

7. Memory pool allocator for fixed-size blocks: Efficient allocation of many
small objects.

8. Matrix operations with dynamic 2D arrays: Allocate rows×cols matrix, op-
erations.

Advanced:

9. Garbage collector for simple allocations: Reference counting or mark-and-
sweep.

10. Memory debugger that tracks allocations: Log all malloc/free with caller
info.

11. Resizable hash table with dynamic buckets: Hash table that grows when load
factor high.

12. Arena allocator for game objects: Allocate objects in frames, free all at end
of frame.

How to Approach:

• Start with diagrams: Draw memory layout before coding.

• Use debug prints: Print addresses and values to understand flow.

• Test with small data: Easy to verify manually.

• Incrementally add features: Get basic version working first.

• Run valgrind regularly: Catch errors early.

Next Lecture Preview: File Input/Output Operations

• fopen(), fclose(): Open and close files.
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• Text vs binary files: Different reading/writing methods.

• File opening modes: ”r”, ”w”, ”a”, ”rb”, ”wb”, etc.

• Reading/writing data: fprintf, fscanf, fread, fwrite.

• Error handling: Check for file open/read/write errors.

• File positioning: fseek, ftell, random access.

Student Preparation: Dynamic memory often pairs with file I/O – reading unknown
amounts of data from files requires dynamic allocation. Understanding both topics en-
ables building complete applications.

Practice structure manipulation, nesting, and arrays. Next week, we’ll combine structures
with file I/O for persistent data storage.
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10.3 Slide 23: Final Thoughts and Resources

Core Concept: ”Dynamic memory management is a critical skill for C programmers.
Mastery requires understanding the underlying concepts, practicing safe patterns, and
using debugging tools.”

Common Pitfalls Recap:

• Forgetting to check malloc return: NULL pointer dereference crashes.

• Memory leaks from missing free: Accumulate, cause out-of-memory.

• Dangling pointers from multiple references: Use after free causes undefined
behavior.

• Buffer overflows in dynamic arrays: Writing past allocated bounds corrupts
memory.

• Double free corruption: Corrupts heap metadata, causes crashes.

• Uninitialized memory usage: Garbage values cause unpredictable behavior.

Debugging Tips:

• Use valgrind for leak detection: Run on all test cases.

• Add logging to track allocations: Log malloc/free with size and caller.

• Set memory to pattern before freeing: E.g., 0xDEADBEEF to detect use after
free.

• Use address sanitizer if available: GCC/Clang -fsanitize=address.

• Test with small allocations first: Easier to reason about.

• Check edge cases: Size 0, NULL pointers, allocation failures.

Further Resources:

• K&R ”The C Programming Language” (Chapter 7): The classic reference.

• Valgrind documentation and tutorials: Essential tool mastery.

• C dynamic memory tutorials online: Many free resources.

• Memory debugging tool documentation: AddressSanitizer, Electric Fence.

• Practice with memory-intensive projects: Implement data structures.

Key Takeaways:

• Dynamic memory enables flexible programs: Adapt to runtime requirements.

• With great power comes great responsibility: Manual management requires
discipline.

• Always pair allocations with deallocations: Symmetry prevents leaks.

• Use tools to catch memory errors early: Don’t wait for production failures.
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• Design for cleanup from the beginning: Consider resource management up-
front.

• Practice safe memory management patterns: Become habitual.

Continued Learning Path:

• Next: File I/O – reading and writing structures to files.

• Then: Advanced Data Structures – trees, graphs, hash tables.

• Then: Multi-threading – concurrent memory access issues.

• Then: Systems Programming – memory-mapped files, shared memory.

Final Advice:

• Practice consistently: Memory management becomes intuitive with experience.

• Don’t fear segmentation faults: They’re learning opportunities; use debuggers.

• Read good code: Study how experienced programmers manage memory.

• Ask questions: When in doubt, seek clarification.

Congratulations on completing Lecture 8! You’ve learned one of C’s most
powerful features. With dynamic memory management, you can now write
programs that adapt to varying data sizes and persist data beyond function
scope. This skill is fundamental to building complex, efficient applications in
C.
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