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Review and Introduction



What We’ve Learned & What’s Next
Last Week Recap:

Structures group related data of
different types
Arrays of structures model record
collections
Pointers to structures for efficiency
Type definitions with typedef
Memory layout and padding
considerations

Connection to Today:
Fixed-size arrays limit flexibility
Need to allocate memory at
runtime
Dynamic data structures require
heap allocation
Memory management is critical in
C

Today’s Focus: Dynamic Memory
Heap vs stack memory
Allocation functions: malloc,
calloc, realloc
Deallocation with free
Memory leak prevention
Dynamic arrays and structures

Goal Today

Master dynamic
memory management

Avoid memory leaks
and dangling pointers
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Why Dynamic Memory?



The Need for Dynamic Memory
Limitations of Static Allocation:

Fixed-size arrays determined at
compile time
Cannot resize based on runtime
needs
Wasted memory if sized too large
Program crashes if sized too small
Local variables limited to function
scope

Example Scenarios:
Reading unknown number of
records from file
Creating data structures of
variable size
Building collections that
grow/shrink
Implementing resizable containers

Static Array Problems:
1 int data [1000]; // What if we need

1001?
2 // OR
3 int data[ MAX_SIZE ]; // Wastes memory

Dynamic Memory Provides:
Allocation at runtime based on actual
needs
Memory persists until explicitly freed
Can resize allocated memory blocks
Enables complex data structures
More efficient memory usage

Common Use Cases:
Dynamic arrays (resizable)
Linked lists, trees, graphs
Strings of unknown length
Large data sets from files
Temporary buffers
Object pools

Dynamic Memory: Request what you
need when you need it, free when done2 / 23



Memory Segments in C



Memory Layout of a C Program
Four Main Segments:

1 Text/Code: Executable instructions
2 Data: Global and static variables
3 Stack: Local variables, function calls
4 Heap: Dynamic memory allocation

Stack Characteristics:
Automatic allocation/deallocation
LIFO (Last-In-First-Out) structure
Limited size (OS-dependent)
Fast access
Local variables, parameters

Heap Characteristics:
Manual allocation/deallocation
No inherent ordering
Large size (system memory limited)
Slower access
Flexible, persistent

Memory Layout Diagram:
High Address

Text/Code

Data

Stack
Grows downward

Stack growth

Heap
Grows upward

Heap growth

Low Address

Key Insight: Heap and stack grow
toward each other. 3 / 23



Basic Allocation Functions



malloc() - Memory Allocation (1/2)
Purpose:

Allocates raw memory on heap
Does NOT initialize memory
Returns void* pointer
Returns NULL on failure

Prototype:
1 void* malloc ( size_t size);

Parameters:
size: Bytes to allocate
size_t: Unsigned integer type
Use sizeof for type safety

Return Value:
Pointer to allocated memory
NULL if allocation fails
Cast to appropriate type

Basic Examples:
1 # include <stdlib .h>
2
3 // Allocate memory for one integer
4 int *ptr1 = (int *) malloc ( sizeof (int))

;
5 if (ptr1 == NULL) {
6 // Handle allocation failure
7 printf (" Memory allocation failed

!\n");
8 exit (1);
9 }

10 *ptr1 = 42; // Use the allocated
memory

11
12 // Allocate array of 100 doubles
13 double *arr = ( double *) malloc (100 *

sizeof ( double ));
14 if (arr == NULL) {
15 // Handle failure
16 }
17
18 // Allocate string (100 characters )
19 char *str = (char *) malloc (100 *

sizeof (char));
20 if (str != NULL) {
21 strcpy (str , " Hello ");
22 } 4 / 23



malloc() - Memory Allocation (2/2)
Common Patterns:

1 // Pattern 1: Single variable
2 int *p = malloc ( sizeof (int));
3 if (p) *p = 10;
4
5 // Pattern 2: Array
6 int n = 50;
7 int *arr = malloc (n * sizeof (int));
8 if (arr) {
9 for (int i = 0; i < n; i++) {

10 arr[i] = i * i;
11 }
12 }
13
14 // Pattern 3: Structure
15 struct Point {
16 double x, y;
17 };
18 struct Point *pt = malloc ( sizeof (

struct Point ));
19 if (pt) {
20 pt ->x = 1.0;
21 pt ->y = 2.0;
22 }

Important Notes:
Always check for NULL return
Use sizeof for portability
Casting is optional in C but
recommended
Memory contains garbage values
Allocation can fail (out of memory)

Common Mistakes:
1 // WRONG : Forgetting sizeof
2 int *p = malloc (100) ; // Bytes , not

ints!
3
4 // WRONG : Wrong type in sizeof
5 double *arr = malloc (100 * sizeof ( float )

);
6
7 // WRONG : Not checking NULL
8 int *p = malloc ( sizeof (int));
9 *p = 42; // CRASH if malloc failed !

10
11 // WRONG : Using wrong size
12 struct Big { char data [1000]; };
13 struct Big *b = malloc ( sizeof (char));

// Too small !
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calloc() - Contiguous Allocation
Purpose:

Allocates and zero-initializes
memory
Useful for arrays and buffers
Two parameters: count and
element size
Returns NULL on failure

Prototype:
1 void* calloc ( size_t num , size_t size)

;

Parameters:
num: Number of elements
size: Size of each element
Total memory = num * size

Return Value:
Pointer to zero-initialized memory
NULL if allocation fails
All bytes set to zero

Examples:
1 # include <stdlib .h>
2
3 // Array of 100 integers , all zero
4 int *arr = (int *) calloc (100 , sizeof (

int));
5 if (arr != NULL) {
6 // arr [0] to arr [99] are all 0
7 }
8
9 // Array of 50 doubles , all 0.0

10 double * values = ( double *) calloc (50 ,
sizeof ( double ));

11
12 // String buffer (all null characters

)
13 char * buffer = (char *) calloc (1000 ,

sizeof (char));
14 if ( buffer ) {
15 // buffer is empty string ( first

char is '\0')
16 }
17
18 // Array of structures , all members

zero
19 struct Student {
20 char name [50];
21 int id;
22 double gpa;
23 };
24 struct Student * class = ( struct

Student *)
25 calloc (30 , sizeof ( struct Student )

);

Note: calloc is slower than malloc
due to initialization.
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Deallocation and Resizing



free() - Memory Deallocation
Purpose:

Returns memory to heap
Prevents memory leaks
Must be called for each allocation
Does NOT set pointer to NULL

Prototype:
1 void free(void* ptr);

Parameters:
ptr: Pointer from malloc,
calloc, or realloc
NULL pointer is safe (does
nothing)
Invalid pointer causes undefined
behavior

Important Rules:
1 Only free memory allocated

dynamically
2 Don’t free memory twice (double

free)
3 Don’t use memory after freeing
4 Set pointer to NULL after freeing

Examples:
1 # include <stdlib .h>
2
3 // Basic free example
4 int *p = malloc ( sizeof (int));
5 if (p) {
6 *p = 42;
7 // Use p...
8 free(p); // Return memory
9 p = NULL; // Good practice

10 }
11
12 // Freeing arrays
13 double *arr = malloc (100 * sizeof (

double ));
14 if (arr) {
15 // Use array ...
16 free(arr); // Free entire block
17 arr = NULL;
18 }
19
20 // Freeing structures
21 struct Node *node = malloc ( sizeof (

struct Node));
22 if (node) {
23 // Use node ...
24 free(node);
25 node = NULL;
26 }
27
28 // Safe with NULL
29 free(NULL); // Does nothing , safe

Best Practice: Always set pointer to
NULL after free().
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realloc() - Resizing Memory (1/2)
Purpose:

Resizes previously allocated
memory
Can grow or shrink allocation
May move memory to new
location
Preserves existing data (if
possible)

Prototype:
1 void* realloc (void* ptr , size_t

new_size );

Parameters:
ptr: Pointer to existing allocation
new_size: New total size in bytes
Can be larger or smaller than
original

Special Cases:
ptr is NULL: Acts like
malloc(new_size)
new_size is 0: Acts like
free(ptr), returns NULL
Returns NULL on failure (original
memory unchanged)

Basic Examples:
1 # include <stdlib .h>
2
3 // Grow an array
4 int *arr = malloc (10 * sizeof (int));
5 if (arr) {
6 // Use array ...
7
8 // Resize to 20 elements
9 int * new_arr = realloc (arr , 20 *

sizeof (int));
10 if ( new_arr != NULL) {
11 arr = new_arr ; // Use new

pointer
12 // Old data preserved in

first 10 elements
13 } else {
14 // realloc failed , arr still

valid with 10 elements
15 }
16 }
17
18 // Shrink an array
19 arr = realloc (arr , 5 * sizeof (int));
20 // Last 5 elements lost , first 5

preserved
21
22 // Start with realloc (like malloc )
23 int *p = realloc (NULL , sizeof (int));

// = malloc ( sizeof (int))
24
25 // Free with realloc
26 p = realloc (p, 0); // = free(p), p

becomes NULL
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realloc() - Resizing Memory (2/2)
Correct Usage Pattern:

1 int * resize_array (int *arr , int
old_size ,

2 int new_size ) {
3 if ( new_size <= 0) {
4 free(arr);
5 return NULL;
6 }
7
8 // Use temporary pointer
9 int *temp = realloc (arr , new_size

* sizeof (int));
10
11 if (temp == NULL) {
12 // realloc failed , original

array unchanged
13 printf (" Resizing failed !\n");
14 return arr; // Return

original
15 }
16
17 // Success : return new pointer
18 return temp;
19 }
20
21 int main(void) {
22 int *arr = malloc (10 * sizeof (int

));
23 if (! arr) return 1;
24
25 // Resize array
26 arr = resize_array (arr , 10, 20);
27
28 // Continue using arr ...
29
30 free(arr);
31 return 0;
32 }

Important Notes:
Always use temporary variable for
result
Check for NULL return
Original pointer invalid if realloc
succeeds
Data may be moved to new
location
New memory (if expanded)
contains garbage

Common Mistakes:
1 // WRONG : Losing pointer on failure
2 arr = realloc (arr , new_size ); //

Lose arr if fails !
3
4 // WRONG : Not checking return value
5 realloc (arr , new_size ); // Might

fail silently
6
7 // WRONG : Using old pointer after

success
8 int *new = realloc (arr , new_size );
9 if (new) {

10 arr [0] = 10; // WRONG : arr may
be invalid !

11 new [0] = 10; // Correct
12 }
13
14 // WRONG : Wrong size calculation
15 arr = realloc (arr , 20); // 20 bytes ,

not 20 ints!
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Memory Management Patterns



Dynamic Arrays (1/2)
Concept:

Array whose size can change at
runtime
Uses malloc/realloc/free
Tracks both capacity and size
Common in collection
implementations

Structure Design:
1 typedef struct {
2 int *data; // Pointer to

array
3 size_t size; // Current number

of elements
4 size_t capacity ; // Maximum

elements allocated
5 } DynamicArray ;

Basic Operations:
Create/destroy array
Add/remove elements
Resize when full
Access elements
Clear array

Creation and Destruction:
1 DynamicArray * create_array ( size_t

initial_capacity ) {
2 DynamicArray *arr = malloc ( sizeof

( DynamicArray ));
3 if (! arr) return NULL;
4
5 arr ->data = malloc (

initial_capacity * sizeof (int));
6 if (!arr ->data) {
7 free(arr);
8 return NULL;
9 }

10
11 arr ->size = 0;
12 arr -> capacity = initial_capacity ;
13 return arr;
14 }
15
16 void destroy_array ( DynamicArray *arr)

{
17 if (arr) {
18 free(arr ->data); // Free the

array
19 free(arr); // Free the

structure
20 }
21 }
22
23 void clear_array ( DynamicArray *arr) {
24 if (arr) {
25 free(arr ->data);
26 arr ->data = NULL;
27 arr ->size = 0;
28 arr -> capacity = 0;
29 }
30 }
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Dynamic Arrays (2/2)
Adding Elements:

1 int append ( DynamicArray *arr , int
value ) {

2 if (! arr) return 0;
3
4 // Check if we need to resize
5 if (arr ->size >= arr -> capacity ) {
6 // Double the capacity (

common strategy )
7 size_t new_capacity = arr ->

capacity * 2;
8 if ( new_capacity == 0)

new_capacity = 1;
9

10 int * new_data = realloc (arr ->
data ,

11
new_capacity * sizeof (int));

12 if (! new_data ) return 0; //
Failed

13
14 arr ->data = new_data ;
15 arr -> capacity = new_capacity ;
16 }
17
18 // Add the element
19 arr ->data[arr ->size] = value ;
20 arr ->size ++;
21 return 1;
22 }

Usage Example:
1 int main(void) {
2 // Create array with initial

capacity 5
3 DynamicArray *arr = create_array

(5);
4 if (! arr) {
5 printf (" Creation failed !\n");
6 return 1;
7 }
8
9 // Add elements (will resize

automatically )
10 for (int i = 0; i < 20; i++) {
11 if (! append (arr , i * i)) {
12 printf (" Append failed !\n"

);
13 break ;
14 }
15 }
16
17 // Use array
18 for ( size_t i = 0; i < arr ->size;

i++) {
19 printf ("%d ", arr ->data[i]);
20 }
21 printf ("\n");
22
23 // Clean up
24 destroy_array (arr);
25 return 0;
26 }

Key Insight: Dynamic arrays provide
vector-like functionality.
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Dynamic Structures
Concept:

Structures allocated on heap
Persist beyond function scope
Common in data structures
Requires manual management

Example: Dynamic Student
1 typedef struct {
2 char *name; // Dynamic string
3 int id;
4 double gpa;
5 int * grades ; // Dynamic array

of grades
6 int grade_count ;
7 } Student ;

Creation Function:
1 Student * create_student ( const char *

name , int id) {
2 Student *s = malloc ( sizeof (

Student ));
3 if (!s) return NULL;
4
5 s->name = malloc ( strlen (name) +

1);
6 if (!s->name) {
7 free(s);
8 return NULL;
9 }

10 strcpy (s->name , name);
11
12 s->id = id;
13 s->gpa = 0.0;
14 s-> grades = NULL;
15 s-> grade_count = 0;
16
17 return s;
18 }

Destruction Function:
1 void destroy_student ( Student *s) {
2 if (!s) return ;
3
4 // Free nested allocations
5 free(s->name); // Free the

string
6 free(s-> grades ); // Free grades

array
7
8 // Free the structure itself
9 free(s);

10 }

Usage Example:
1 int main(void) {
2 // Create student on heap
3 Student * alice = create_student ("

Alice ", 1001) ;
4 if (! alice ) return 1;
5
6 // Add grades dynamically
7 alice -> grade_count = 3;
8 alice -> grades = malloc (3 * sizeof

(int));
9 if (alice -> grades ) {

10 alice -> grades [0] = 85;
11 alice -> grades [1] = 90;
12 alice -> grades [2] = 88;
13 }
14
15 // Use student ...
16
17 // Clean up properly
18 destroy_student ( alice );
19
20 return 0;
21 }

Key Point: Must free all nested
allocations.
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Common Errors and Pitfalls



Memory Management Errors (1/2)
1. Memory Leaks:

Allocated memory not freed
Program consumes more memory
over time
Eventually runs out of memory
Hard to detect, accumulates slowly

Causes:
Forgetting to call free()
Losing pointer to allocated
memory
Early return without cleanup
Exception paths without cleanup

Example:
1 void leaky_function (void) {
2 int *p = malloc (100 * sizeof (int)

);
3 // Use p...
4 // OOPS: Forgot to free(p)!
5 // Memory leak: 400 bytes lost
6 }

2. Dangling Pointers:
Pointer to freed memory
Using pointer after free()
Causes undefined behavior
Hard to debug (may work
sometimes)

Causes:
Using pointer after free()
Multiple pointers to same memory
Returning pointer to local variable
Accessing freed memory in data
structures

Example:
1 void dangling_example (void) {
2 int *p = malloc ( sizeof (int));
3 *p = 42;
4
5 int *q = p; // Both point to

same memory
6
7 free(p); // Memory freed
8
9 *q = 10; // DANGER : Writing

to freed memory !
10 // Undefined behavior - crash or

corruption
11 }

Prevention:
Set pointer to NULL after free()
Avoid multiple pointers to same
allocation
Use ownership semantics clearly
Document pointer lifetimes
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Memory Management Errors (2/2)
3. Double Free:

Calling free() on already freed
memory
Corrupts memory management
data
Often causes crashes
Can be exploited for security
attacks

Example:
1 void double_free_example (void) {
2 int *p = malloc ( sizeof (int));
3
4 free(p); // First free - OK
5
6 free(p); // Second free - DOUBLE

FREE!
7 // Memory corruption
8 }

4. Memory Corruption:
Writing outside allocated bounds
Buffer overflow/underflow
Corrupts heap metadata or other
data
Causes unpredictable behavior

Example:
1 void corruption_example (void) {
2 int *arr = malloc (10 * sizeof (int

));
3
4 arr [10] = 42; // Buffer overflow

!
5 // Writes past allocated memory
6 // May corrupt heap metadata
7 }

5. Uninitialized Memory:
Using malloc() memory without
initialization
Contains garbage values
Causes unpredictable behavior
Security risk (information
disclosure)

Example:
1 void uninitialized_example (void) {
2 int *p = malloc ( sizeof (int));
3
4 printf ("%d\n", *p); // Prints

garbage !
5 // Should initialize first
6 }

6. NULL Pointer Dereference:
Using *ptr when ptr is NULL
Caused by not checking malloc()
failure
Immediate crash (segmentation
fault)

Example:
1 void null_deref_example (void) {
2 int *p = malloc ( sizeof (int));
3 // Forgot to check if p is NULL!
4
5 *p = 42; // CRASH if malloc

failed !
6 }
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Error Prevention Strategies
Defensive Programming:

1 Always check malloc() return
value

2 Initialize allocated memory
3 Use calloc() for zero

initialization
4 Set pointers to NULL after free()
5 Use temporary variables with

realloc()
6 Keep allocation and deallocation

close
7 Document memory ownership

Code Patterns:
1 // Safe allocation pattern
2 int * safe_malloc_example ( size_t n) {
3 int *p = malloc (n * sizeof (int));
4 if (p == NULL) {
5 fprintf (stderr , " Allocation

failed !\n");
6 return NULL;
7 }
8
9 // Initialize memory

10 for ( size_t i = 0; i < n; i++) {
11 p[i] = 0;
12 }
13
14 return p;
15 }
16
17 // Safe free pattern
18 void safe_free_example (int ** ptr) {
19 if (ptr != NULL && *ptr != NULL)

{
20 free (* ptr);
21 *ptr = NULL; // Prevent

dangling pointer
22 }
23 }

Memory Debugging Tools:
Valgrind (Linux/Unix): Detects
leaks, errors
AddressSanitizer (GCC/Clang):
Runtime checker
Electric Fence: Detects buffer
overflows
Debug malloc libraries: Special
allocators

Using Valgrind:
1 # Compile with debug symbols
2 gcc -g -o program program .c
3

4 # Run with Valgrind
5 valgrind --leak -check=full ./

program
6

7 # Sample output :
8 # ==12345== 40 bytes in 1

blocks are definitely
lost

9 # ==12345== at 0 x483B7F3 :
malloc

10 # ==12345== by 0 x1091A3 :
main ( program .c:10)

Best Practices:
Test with small allocations first
Use tools during development
Add logging for allocations/frees
Implement resource tracking
Review code for symmetry
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Complete Example: Dynamic String Array



Dynamic String Array (1/3)
Problem:

Store variable number of strings
Strings can be added/removed
Memory efficient
Easy to use interface

Design:
1 typedef struct {
2 char ** strings ; // Array of

string pointers
3 size_t count ; // Number of

strings
4 size_t capacity ; // Allocated

capacity
5 } StringArray ;

Creation/Destruction:
1 StringArray * create_string_array (

size_t initial_cap ) {
2 StringArray *arr = malloc ( sizeof (

StringArray ));
3 if (! arr) return NULL;
4
5 arr -> strings = malloc ( initial_cap

* sizeof (char *));
6 if (!arr -> strings ) {
7 free(arr);
8 return NULL;
9 }

10
11 arr -> count = 0;
12 arr -> capacity = initial_cap ;
13 return arr;
14 }
15
16 void destroy_string_array ( StringArray

*arr) {
17 if (! arr) return ;
18
19 // Free all strings
20 for ( size_t i = 0; i < arr -> count

; i++) {
21 free(arr -> strings [i]);
22 }
23
24 // Free array of pointers
25 free(arr -> strings );
26
27 // Free structure
28 free(arr);
29 }

Adding Strings:
1 int add_string ( StringArray *arr ,

const char *str) {
2 if (! arr || !str) return 0;
3
4 // Resize if needed
5 if (arr -> count >= arr -> capacity )

{
6 size_t new_cap = arr ->

capacity * 2;
7 if ( new_cap == 0) new_cap =

1;
8
9 char ** new_strings = realloc (

arr ->strings ,
10

new_cap * sizeof (char *));
11 if (! new_strings ) return 0;
12
13 arr -> strings = new_strings ;
14 arr -> capacity = new_cap ;
15 }
16
17 // Copy string
18 arr -> strings [arr -> count ] = malloc

( strlen (str) + 1);
19 if (!arr -> strings [arr -> count ])

return 0;
20
21 strcpy (arr -> strings [arr -> count ],

str);
22 arr -> count ++;
23
24 return 1;
25 }

Removing Strings:
1 void remove_string ( StringArray *arr ,

size_t index ) {
2 if (! arr || index >= arr -> count )

return ;
3
4 // Free the string at index
5 free(arr -> strings [ index ]);
6
7 // Shift remaining strings
8 for ( size_t i = index ; i < arr ->

count - 1; i++) {
9 arr -> strings [i] = arr ->

strings [i + 1];
10 }
11
12 arr ->count --;
13 }
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Dynamic String Array (2/3)
Usage Functions:

1 // Get string at index
2 const char* get_string ( const

StringArray *arr ,
3 size_t index )

{
4 if (! arr || index >= arr -> count )

return NULL;
5 return arr -> strings [ index ];
6 }
7
8 // Find string index
9 int find_string ( const StringArray *

arr ,
10 const char *str) {
11 if (! arr || !str) return -1;
12
13 for ( size_t i = 0; i < arr -> count

; i++) {
14 if ( strcmp (arr -> strings [i],

str) == 0) {
15 return i;
16 }
17 }
18 return -1;
19 }
20
21 // Clear all strings
22 void clear_string_array ( StringArray *

arr) {
23 if (! arr) return ;
24
25 for ( size_t i = 0; i < arr -> count

; i++) {
26 free(arr -> strings [i]);
27 arr -> strings [i] = NULL;
28 }
29 arr -> count = 0;
30 }

Print Function:
1 void print_string_array ( const

StringArray *arr) {
2 if (! arr) {
3 printf ("(NULL array )\n");
4 return ;
5 }
6
7 printf (" StringArray [% zu /% zu ]:\n"

,
8 arr ->count , arr -> capacity )

;
9

10 if (arr -> count == 0) {
11 printf (" ( empty )\n");
12 return ;
13 }
14
15 for ( size_t i = 0; i < arr -> count

; i++) {
16 printf (" [% zu] \"%s\"\n", i,

arr -> strings [i]);
17 }
18 }

Memory Statistics:
1 size_t total_memory ( const StringArray

*arr) {
2 if (! arr) return 0;
3
4 size_t total = sizeof ( StringArray

);
5 total += arr -> capacity * sizeof (

char *);
6
7 for ( size_t i = 0; i < arr -> count

; i++) {
8 total += strlen (arr -> strings [

i]) + 1;
9 }

10
11 return total ;
12 }
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Dynamic String Array (3/3)
Main Example:

1 int main(void) {
2 // Create array with initial

capacity 3
3 StringArray *arr =

create_string_array (3);
4 if (! arr) {
5 printf (" Failed to create

array !\n");
6 return 1;
7 }
8
9 // Add strings

10 add_string (arr , " Hello ");
11 add_string (arr , " World ");
12 add_string (arr , " Dynamic ");
13 add_string (arr , " Memory "); //

Will resize
14
15 printf (" Initial array :\n");
16 print_string_array (arr);
17
18 // Find and remove
19 int idx = find_string (arr , " World

");
20 if (idx != -1) {
21 printf ("\ nRemoving 'World ' at

index %d\n", idx);
22 remove_string (arr , idx);
23 }
24
25 // Add more
26 add_string (arr , " Management ");
27 add_string (arr , " Example ");
28
29 printf ("\ nFinal array :\n");
30 print_string_array (arr);
31
32 // Memory usage
33 printf ("\ nTotal memory : %zu bytes

\n",
34 total_memory (arr));
35
36 // Clean up
37 destroy_string_array (arr);
38
39 return 0;
40 }

Sample Output:
1 Initial array:
2 StringArray [4/6]:
3 [0] "Hello"
4 [1] "World"
5 [2] " Dynamic "
6 [3] " Memory "
7

8 Removing 'World ' at index 1
9

10 Final array:
11 StringArray [5/6]:
12 [0] "Hello"
13 [1] " Dynamic "
14 [2] " Memory "
15 [3] " Management "
16 [4] " Example "
17

18 Total memory : 175 bytes

Key Concepts Demonstrated:
1 Dynamic structure allocation
2 Array of pointers management
3 String copying and memory
4 Resizing with realloc
5 Proper cleanup of nested

allocations
6 Memory tracking
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Best Practices and Guidelines



Dynamic Memory Best Practices
Allocation Guidelines:

1 Always check malloc/calloc
return

2 Use sizeof for type safety
3 Initialize allocated memory
4 Consider calloc for zero

initialization
5 Allocate in powers of two for

resizing

Deallocation Guidelines:
6 Free in reverse order of allocation
7 Set pointers to NULL after freeing
8 Use wrapper functions for safety
9 Implement cleanup on error paths
10 Document ownership clearly

Memory Tracking:
Log allocations and frees in debug
mode
Use memory debugging tools
regularly
Implement resource counters
Check for leaks in test suites
Monitor memory usage in
production

Error Handling:
Handle out-of-memory gracefully
Provide cleanup on allocation
failure
Use consistent error reporting
Implement fallback strategies
Test edge cases (size 0, large sizes)

Performance Considerations:
Minimize allocations (batch when
possible)
Reuse memory blocks
Choose appropriate initial sizes
Avoid frequent reallocation
Consider memory pools for many
small allocations

Golden Rule
Every malloc

must have a free
Keep allocations

and frees symmetric

Testing:
Test with valgrind/asan regularly
Test allocation failures
Test boundary conditions
Test cleanup paths
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Common Patterns and Idioms
1. Resource Acquisition Wrapper:

1 void* xmalloc ( size_t size) {
2 void *p = malloc (size);
3 if (p == NULL) {
4 fprintf (stderr , "Out of

memory !\n");
5 exit( EXIT_FAILURE );
6 }
7 return p;
8 }
9

10 // Use in performance - critical code
11 // where allocation failure is fatal

2. Cleanup on Error Pattern:
1 int complex_operation (void) {
2 Resource *r1 = acquire_resource ()

;
3 if (! r1) goto error ;
4
5 Resource *r2 = acquire_resource ()

;
6 if (! r2) goto cleanup_r1 ;
7
8 // Use resources ...
9

10 release_resource (r2);
11 release_resource (r1);
12 return SUCCESS ;
13
14 cleanup_r1 :
15 release_resource (r1);
16 error :
17 return FAILURE ;
18 }

3. Array Management Helper:
1 typedef struct {
2 void ** items ;
3 size_t count ;
4 size_t capacity ;
5 } GenericArray ;
6
7 void array_append ( GenericArray *arr ,

void *item) {
8 if (arr -> count >= arr -> capacity )

{
9 arr -> capacity = arr -> capacity

?
10 arr -> capacity

* 2 : 1;
11 arr -> items = realloc (arr ->

items ,
12 arr ->

capacity * sizeof (void *));
13 }
14 arr -> items [arr -> count ++] = item;
15 }

4. Memory Pool (Simplified):
1 typedef struct {
2 char * memory ;
3 size_t used;
4 size_t size;
5 } MemoryPool ;
6
7 void* pool_alloc ( MemoryPool *pool ,

size_t size) {
8 if (pool ->used + size > pool ->

size) {
9 return NULL; // Pool

exhausted
10 }
11 void *ptr = pool -> memory + pool ->

used;
12 pool ->used += size;
13 return ptr;
14 }
15 // All allocations freed together

when pool destroyed
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Summary and Next Steps



What We’ve Learned Today
Memory Fundamentals:

Heap vs stack memory segments
Manual vs automatic memory
management
Memory layout of C programs
Pros and cons of dynamic memory

Allocation Functions:
malloc(): Raw memory
allocation
calloc(): Zero-initialized
allocation
realloc(): Memory resizing
free(): Memory deallocation

Common Patterns:
Dynamic arrays with resizing
Dynamic structures with nested
allocations
String management on heap
Resource acquisition wrappers

Error Types:
Memory leaks (forgetting to free)
Dangling pointers (use after free)
Double free (corruption)
Buffer overflows (bounds errors)
Uninitialized memory (garbage
values)

Best Practices:
Always check allocation success
Initialize allocated memory
Free in reverse allocation order
Set pointers to NULL after free
Use debugging tools (valgrind)
Keep allocations and frees
symmetric

Key Insight: Dynamic memory
provides flexibility but requires
discipline.
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Practice Exercises for Next Week
Beginner:

1 Implement dynamic integer array
with append

2 Create and free simple dynamic
structures

3 Fix memory leaks in given code
4 Write safe wrapper functions for

allocation

Intermediate:
5 Implement dynamic string array

(like example)
6 Create linked list with dynamic

nodes
7 Memory pool allocator for

fixed-size blocks
8 Matrix operations with dynamic

2D arrays

Advanced:
9 Garbage collector for simple

allocations
10 Memory debugger that tracks

allocations
11 Resizable hash table with dynamic

buckets
12 Arena allocator for game objects

Next Lecture:
File Input/Output Operations
Text vs binary files
File opening modes
Reading/writing data
Error handling
File positioning
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Final Thoughts and Resources
Common Pitfalls Recap:

Forgetting to check malloc return
Memory leaks from missing free
Dangling pointers from multiple
references
Buffer overflows in dynamic arrays
Double free corruption
Uninitialized memory usage

Debugging Tips:
Use valgrind for leak detection
Add logging to track allocations
Set memory to pattern before
freeing
Use address sanitizer if available
Test with small allocations first
Check edge cases (size 0, NULL)

Further Resources:
K&R "The C Programming
Language" (Chapter 7)
Valgrind documentation and
tutorials
C dynamic memory tutorials online
Memory debugging tool
documentation
Practice with memory-intensive
projects

Key Takeaways:
Dynamic memory enables flexible
programs
With great power comes great
responsibility
Always pair allocations with
deallocations
Use tools to catch memory errors
early
Design for cleanup from the
beginning
Practice safe memory
management patterns

Remember
Memory management

separates novice
from expert C
programmers
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