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Review and Introduction



What We’ve Learned & What’s Next
Last Week Recap:

Pointers: variables storing memory
addresses
Pointer operators: & and *
Relationship between pointers and
arrays
Pass-by-reference using pointers
Pointer arithmetic

Connection to Today:
Strings are character arrays
Array names as pointers to first
elements
Pointer arithmetic for string
traversal
Strings passed as pointers to
functions

Today’s Focus: Strings
Strings as null-terminated
character arrays
String input/output operations
Standard string library functions
Character classification functions
String manipulation techniques
String/number conversion

Goal Today

Master string
processing in C
Learn safe and
efficient string

handling 1 / 33



What are Strings in C?



Strings: Character Arrays with a Twist

Fundamental Definition:
Strings are arrays of characters
Must be null-terminated: end with
\0
\0 is ASCII value 0 (not character
’0’)
String length = characters before
\0
Array size ≥ string length + 1

Memory Representation:
Contiguous bytes in memory
Each character = 1 byte
Last byte = \0
Example: "Hello" uses 6 bytes

Visual Example:

’H’ ’e’ ’l’ ’l’ ’o’ \0

[0] [5]

char str[6] = "Hello";

Key Insight:
String is NOT a primitive type
No built-in string operators
All operations via functions/loops
Must manage memory manually
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String Declaration and Initialization (1/2)
Declaration Methods:

1 // Method 1: Array with explicit size
2 char str1 [20];
3
4 // Method 2: Array with implicit size
5 char str2 [] = " Hello ";
6
7 // Method 3: Pointer to string

literal
8 char *str3 = " World ";
9

10 // Method 4: Array with
initialization list

11 char str4 [] = {'H', 'i', '\0 '};

Memory Differences:
str1: Uninitialized array (20
bytes)
str2: Array sized to "Hello" + \0
(6 bytes)
str3: Pointer to read-only
memory
str4: Manual initialization (3
bytes)

Critical Distinction:
Array vs pointer to string literal
Stack memory vs read-only
memory
Modifiable vs non-modifiable

Important: char *str = "literal"; creates a pointer to read-only memory.
Modifying through this pointer causes undefined behavior! 3 / 33



String Declaration and Initialization (2/2)
Common Mistakes and Correct Usage:
DANGEROUS - DON’T DO:

1 // 1. Uninitialized array
2 char name [50];
3 printf ("%s", name); // Garbage !
4
5 // 2. Pointer to literal , then modify
6 char *msg = " Hello ";
7 msg [0] = 'h'; // CRASH ! Read -only
8
9 // 3. Insufficient size

10 char small [5] = " Hello "; // No room
for \0!

11
12 // 4. Wrong : missing \0
13 char bad [] = {'H', 'i'}; // Not a

string !
14 printf ("%s", bad); // ERROR !

SAFE - DO THIS:
1 // 1. Initialize array
2 char name [50] = ""; // Empty string
3 // or
4 char name [50];
5 name [0] = '\0 ';
6
7 // 2. For modifiable string
8 char msg [] = " Hello "; // Array , not

pointer
9 msg [0] = 'h'; // OK

10
11 // 3. Adequate size
12 char adequate [6] = " Hello "; // 5

chars + \0
13
14 // 4. Proper string with \0
15 char good [] = {'H', 'i', '\0 '};
16 printf ("%s", good); // OK

Best Practice: Always ensure strings are null-terminated and have enough space
for content plus \0.
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String Input and Output



String Output Functions
printf() with %s:

Most flexible output function
Can format strings with other data
Requires format string
Continues until \0

Examples:
1 char name [] = " Alice ";
2 int age = 25;
3
4 printf ("Name: %s\n", name);
5 printf ("%s is %d years old\n", name ,

age);
6 printf (" First char: %c\n", name [0]);
7
8 // Field width and precision
9 printf ("|%10s|\n", name); // Right

align
10 printf ("|% -10s|\n", name); // Left

align
11 printf ("%.3s\n", name); // First

3 chars

puts() function:
Simpler than printf()
Automatically adds newline
Only for strings (no formatting)
Faster for simple output

Examples:
1 char greeting [] = " Hello World ";
2
3 puts( greeting ); // Prints +

newline
4 puts(" Another string "); // String

literal
5
6 // Equivalent to:
7 printf ("%s\n", greeting );
8
9 // puts returns non - negative on

success
10 if (puts( greeting ) == EOF) {
11 // Error occurred
12 }
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String Input Functions: The Dangerous Ones (1/2)
scanf() with %s:

Reads until whitespace
NO BOUNDS CHECKING!
Buffer overflow risk
Doesn’t read spaces

Dangerous Example:
1 char name [10];
2 printf (" Enter name: ");
3 scanf ("%s", name); // RISKY !
4
5 // If user enters " AlexanderTheGreat "
6 // Buffer overflow ! Crashes or worse

Partial Fix:
1 char name [10];
2 scanf ("%9s", name); // Read at most

9 chars

gets() function:
Reads entire line (including
spaces)
Even MORE dangerous!
Removed from C11 standard
Absolute buffer overflow risk

NEVER USE:
1 char buffer [100];
2 gets( buffer ); // TERRIBLE ! REMOVED

FROM C!
3
4 // User can overflow buffer easily
5 // Security vulnerability

WARNING
gets() is
deprecated

and dangerous! 6 / 33



String Input Functions: The Safe Ones (2/2)
fgets() - Recommended:

Reads at most n-1 characters
Includes newline if space
Can read from any stream
Always null-terminates

Safe Usage:
1 char buffer [100];
2 printf (" Enter text: ");
3
4 // Read from stdin , max 99 chars
5 fgets (buffer , sizeof ( buffer ), stdin );
6
7 // Remove newline if present
8 size_t len = strlen ( buffer );
9 if (len > 0 && buffer [len -1] == '\n')

{
10 buffer [len -1] = '\0 ';
11 }

getchar() for character input:
Reads one character at a time
Useful for custom input routines
Can build strings manually
Full control over buffer

Example: Custom input:
1 char input [100];
2 int i = 0;
3 int ch;
4
5 printf (" Enter text: ");
6 while (( ch = getchar ()) != '\n' &&
7 ch != EOF && i < 99) {
8 input [i++] = ch;
9 }

10 input [i] = '\0 '; // Null - terminate

Best Practice: Always use fgets() for safe string input. Check buffer bounds
and handle newline character.
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Comparing Input Methods
Input Function Comparison Table:

Function Safety Features Recommendation
scanf("%s") Dangerous Stops at whitespace Avoid or use width
gets() Very Dangerous Reads whole line NEVER USE
fgets() Safe Bounded, keeps newline RECOMMENDED
getchar() Safe Character by character For custom needs

Practical Example - Safe Input Function:
1 // Safe string input function
2 int safe_input (char *buffer , int max_len ) {
3 if ( fgets (buffer , max_len , stdin ) == NULL) {
4 return 0; // Error or EOF
5 }
6 // Remove trailing newline
7 size_t len = strlen ( buffer );
8 if (len > 0 && buffer [len -1] == '\n') {
9 buffer [len -1] = '\0 ';

10 len --;
11 }
12 // Clear input buffer if line was too long
13 if (len == max_len - 1 && buffer [len] != '\n') {
14 int ch;
15 while (( ch = getchar ()) != '\n' && ch != EOF);
16 }
17 return 1; // Success
18 }
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Standard String Library Functions



<string.h> Essential Functions (1/5)

strlen() - String Length:
Returns number of characters
before \0
Doesn’t count null terminator
Time complexity: O(n)

Usage:
1 # include <string .h>
2
3 char str [] = " Hello ";
4 int len = strlen (str); // len = 5
5
6 // Manual implementation :
7 size_t my_strlen ( const char *s) {
8 size_t count = 0;
9 while (s[ count ] != '\0 ') {

10 count ++;
11 }
12 return count ;
13 }

strcpy() - String Copy:
Copies source to destination
Copies until \0 (including it)
NO BOUNDS CHECKING!
Destination must have enough
space

Usage:
1 char dest [20];
2 char src [] = " Hello World ";
3
4 strcpy (dest , src); // dest = " Hello

World "
5
6 // DANGEROUS if src longer than dest!
7 // Use strncpy () instead
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<string.h> Essential Functions (2/5)
strncpy() - Bounded Copy:

Copies at most n characters
Safer than strcpy()
Doesn’t null-terminate if n reached
Must handle termination manually

Safe Usage:
1 char dest [10];
2 char src [] = " Hello World ";
3
4 // Copy at most 9 chars + ensure \0
5 strncpy (dest , src , sizeof (dest) - 1);
6 dest[ sizeof (dest) - 1] = '\0 ';
7
8 // Result : " Hello Wor" (9 chars )

strcat() - String Concatenation:
Appends source to destination
Finds destination’s \0, then copies
NO BOUNDS CHECKING!
Destination must have enough
space

Usage:
1 char dest [20] = " Hello ";
2 char src [] = " World ";
3
4 strcat (dest , src); // dest = " Hello

World "
5
6 // DANGEROUS ! Ensure dest has space
7 // for both strings + \0

Remember: strcpy() and strcat() are dangerous without careful bounds
checking. Always use the bounded versions (strncpy(), strncat()) or ensure
sufficient space. 10 / 33



<string.h> Essential Functions (3/5)
strncat() - Bounded
Concatenation:

Appends at most n characters
Always null-terminates result
Safer than strcat()
Destination must still have space

Safe Usage:
1 char dest [15] = " Hello ";
2 char src [] = " World , welcome !";
3
4 // Append at most remaining space - 1
5 strncat (dest , src , sizeof (dest) -

strlen (dest) - 1);
6
7 // Result : " Hello World , w" (14 chars

+ \0)

strcmp() - String Comparison:
Compares strings lexicographically
Returns:

< 0 if str1 < str2
0 if str1 == str2
> 0 if str1 > str2

Case-sensitive
Compares until difference or \0

Usage:
1 char str1 [] = " apple ";
2 char str2 [] = " banana ";
3
4 int result = strcmp (str1 , str2);
5 // result < 0 (" apple " < " banana ")
6
7 if ( strcmp (password , " secret ") == 0)

{
8 // Password matches
9 }
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<string.h> Essential Functions (4/5)
strncmp() - Bounded Comparison:

Compares at most n characters
Useful for comparing prefixes
Same return values as strcmp()

Usage:
1 char str1 [] = " applesauce ";
2 char str2 [] = " applepie ";
3
4 // Compare first 5 characters
5 if ( strncmp (str1 , str2 , 5) == 0) {
6 printf ("Both start with 'apple '\n

");
7 }

strcasecmp() - Case-Insensitive:
Not standard C (POSIX)
Available on most systems
Compare ignoring case

strchr() - Find Character:
Returns pointer to first occurrence
Returns NULL if not found
Searches from beginning

Usage:
1 char str [] = " Hello World ";
2 char *ptr = strchr (str , 'o');
3
4 if (ptr != NULL) {
5 printf (" Found 'o' at position %ld

\n",
6 ptr - str); // Position 4
7 }
8
9 // Find all occurrences

10 ptr = str;
11 while (( ptr = strchr (ptr , 'l')) !=

NULL) {
12 printf ("'l' at %ld\n", ptr - str)

;
13 ptr ++; // Move past this

occurrence
14 } 12 / 33



<string.h> Essential Functions (5/5)
strstr() - Find Substring:

Returns pointer to first occurrence
of substring
Returns NULL if not found
Useful for searching

Usage:
1 char text [] = "The quick brown fox";
2 char * found = strstr (text , " brown ");
3
4 if ( found != NULL) {
5 printf (" Found 'brown ' starting at

%ld\n",
6 found - text);
7 printf ("Rest of string : %s\n",

found );
8 }
9

10 // Find multiple occurrences
11 char *pos = text;
12 while (( pos = strstr (pos , "o")) !=

NULL) {
13 printf ("'o' in 'o' at %ld\n", pos

- text);
14 pos ++; // Move past this match
15 }

strtok() - String Tokenization:
Splits string into tokens
Modifies original string
Returns pointers to tokens
Thread-unsafe (use strtok_r()
for threads)

Usage:
1 char str [] = "apple ,banana , cherry ";
2 char * token ;
3
4 // First call with string
5 token = strtok (str , ",");
6 while ( token != NULL) {
7 printf (" Token : %s\n", token );
8 // Subsequent calls with NULL
9 token = strtok (NULL , ",");

10 }
11
12 // str is now modified : " apple \0

banana \0 cherry "
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Character Classification and Conversion



<ctype.h> Character Functions (1/2)
Character Classification:

Test character properties
Return non-zero (true) or 0 (false)
Take int argument (promoted
char)
Handle EOF correctly (-1)

Common Functions:
1 # include <ctype .h>
2
3 char c = 'A';
4
5 isalpha (c); // Letter ? (a-z, A-Z)
6 isdigit (c); // Digit ? (0 -9)
7 isalnum (c); // Letter or digit ?
8 isspace (c); // Whitespace ? (space ,

\t, \n, etc .)
9 isupper (c); // Uppercase letter ?

10 islower (c); // Lowercase letter ?
11 isprint (c); // Printable character ?
12 ispunct (c); // Punctuation ?

Practical Example:
1 // Count letters and digits in string
2 int count_alpha_digits ( const char *

str) {
3 int count = 0;
4 while (* str != '\0 ') {
5 if ( isalnum (* str)) {
6 count ++;
7 }
8 str ++;
9 }

10 return count ;
11 }
12
13 // Validate username (letters , digits

, underscore )
14 int valid_username ( const char *name)

{
15 if (! isalpha (name [0])) return 0;
16
17 for (int i = 0; name[i] != '\0 ';

i++) {
18 if (! isalnum (name[i]) && name

[i] != '_') {
19 return 0;
20 }
21 }
22 return 1;
23 }
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<ctype.h> Character Functions (2/2)
Character Conversion:

Change character case
Don’t affect non-letters
Return converted character
Original unchangedFunctions:

1 # include <ctype .h>
2
3 char c = 'a';
4 char upper = toupper (c); // 'A'
5 char lower = tolower ('Z'); // 'z'
6
7 // Non - letters unchanged
8 toupper ('5'); // '5'
9 tolower ('!'); // '!'

Case-Insensitive Comparison:
1 int case_insensitive_cmp ( const char *

s1 ,
2 const char *

s2) {
3 while (* s1 && *s2) {
4 if ( tolower (* s1) != tolower (*

s2)) {
5 return tolower (* s1) -

tolower (* s2);
6 }
7 s1 ++;
8 s2 ++;
9 }

10 return tolower (* s1) - tolower (* s2
);

11 }

Full Example: String Norm.zn
1 // Convert string to uppercase
2 void to_upper_string (char *str) {
3 for (int i = 0; str[i] != '\0 '; i

++) {
4 str[i] = toupper (str[i]);
5 }
6 }
7 // Convert string to lowercase
8 void to_lower_string (char *str) {
9 for (int i = 0; str[i] != '\0 '; i

++) {
10 str[i] = tolower (str[i]);
11 }
12 }
13 // Capitalize first letter of each

word
14 void capitalize_words (char *str) {
15 int new_word = 1;
16
17 for (int i = 0; str[i] != '\0 '; i

++) {
18 if ( isspace (str[i])) {
19 new_word = 1;
20 } else if ( new_word ) {
21 str[i] = toupper (str[i]);
22 new_word = 0;
23 } else {
24 str[i] = tolower (str[i]);
25 }
26 }
27 }
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String Manipulation Examples



Example 1: Basic String Operations (1/3)
Complete Working Example:

1 # include <stdio .h>
2 # include <string .h>
3 # include <ctype .h>
4
5 int main(void) {
6 // String declaration and

initialization
7 char str1 [50] = " Hello ";
8 char str2 [50] = " World ";
9 char result [100];

10
11 // String length
12 printf (" Length of '%s ': %zu\n",
13 str1 , strlen (str1));
14
15 // String copy
16 strcpy (result , str1);
17 printf (" After copy: %s\n", result

);
18
19 // String concatenation
20 strcat (result , " ");
21 strcat (result , str2);
22 printf (" After concatenation : %s\n

", result );

23 // String comparison
24 int cmp = strcmp (str1 , str2);
25 if (cmp < 0) {
26 printf (" '%s' < '%s '\n", str1 ,

str2);
27 } else if (cmp > 0) {
28 printf (" '%s' > '%s '\n", str1 ,

str2);
29 } else {
30 printf (" '%s' == '%s '\n", str1

, str2);
31 }
32
33 // Character search
34 char *pos = strchr (result , 'o');
35 if (pos) {
36 printf (" First 'o' at position

: %ld\n",
37 pos - result );
38 }
39
40 return 0;
41 }
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Example 1: Basic String Operations (2/3)
Sample Output:

1 Length of 'Hello ': 5
2 After copy: Hello
3 After concatenation : Hello World
4 'Hello ' < 'World '
5 First 'o' at position : 4

Key Operations Demonstrated:
1 strlen(): Get string length
2 strcpy(): Copy strings (careful with bounds!)
3 strcat(): Concatenate strings
4 strcmp(): Compare strings lexicographically
5 strchr(): Find character in string

Important Notes:
Always ensure destination buffers are large enough
Remember that strcmp() is case-sensitive
Pointer arithmetic (pos - result) gives character position
Strings are modified in place by many functions
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Example 1: Basic String Operations (3/3)
Safe Version with Bounds Checking:

1 # include <stdio .h>
2 # include <string .h>
3
4 int main(void) {
5 char str1 [50] = " Hello ";
6 char str2 [50] = " World ";
7 char result [100] = ""; //

Initialize !
8
9 // Safe copy with bounds checking

10 strncpy (result , str1 , sizeof (
result ) - 1);

11 result [ sizeof ( result ) - 1] = '\0 '
;

12
13 // Safe concatenation
14 strncat (result , " ",
15 sizeof ( result ) - strlen (

result ) - 1);
16 strncat (result , str2 ,
17 sizeof ( result ) - strlen (

result ) - 1);
18
19 printf (" Result : %s\n", result );
20
21 // Bounded comparison
22 if ( strncmp (str1 , " Hello ", 5) ==

0) {
23 printf ("str1 starts with '

Hello '\n");
24 }
25
26 return 0;
27 }

Key Safety Practices:
Always initialize strings
Use strncpy() instead of
strcpy()
Ensure null termination after
strncpy()
Use strncat() with remaining
space calculation
Check buffer sizes before
operations
Use strncmp() when comparing
prefixes

Buffer Size Calculation:
sizeof(array) gives total bytes
Leave 1 byte for \0
sizeof(dest) - strlen(dest)
- 1 = remaining space
Always check before concatenation

Output:
1 Result : Hello World
2 str1 starts with 'Hello '
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Example 2: String Parsing and Analysis (1/3)
Count Words in String:

1 # include <stdio .h>
2 # include <ctype .h>
3
4 int count_words ( const char *str) {
5 int count = 0;
6 int in_word = 0;
7
8 while (* str != '\0 ') {
9 if ( isspace (* str)) {

10 in_word = 0;
11 } else if (! in_word ) {
12 // Start of new word
13 count ++;
14 in_word = 1;
15 }
16 str ++;
17 }
18 return count ;
19 }
20
21 int main(void) {
22 char text [] = "The quick brown

fox jumps ";
23 printf (" Words : %d\n", count_words

(text));
24 return 0;
25 }

Reverse a String:
1 # include <stdio .h>
2 # include <string .h>
3
4 void reverse_string (char *str) {
5 if (str == NULL) return ;
6
7 int len = strlen (str);
8 for (int i = 0; i < len / 2; i++)

{
9 char temp = str[i];

10 str[i] = str[len - 1 - i];
11 str[len - 1 - i] = temp;
12 }
13 }
14
15 int main(void) {
16 char str [] = " Hello World ";
17 printf (" Original : %s\n", str);
18 reverse_string (str);
19 printf (" Reversed : %s\n", str);
20 return 0;
21 }
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Example 2: String Parsing and Analysis (2/3)
Check if String is Palindrome:

1 # include <stdio .h>
2 # include <string .h>
3 # include <ctype .h>
4 int is_palindrome ( const char *str) {
5 int left = 0;
6 int right = strlen (str) - 1;
7 while (left < right ) {
8 // Skip non - alphanumeric

characters
9 while (left < right &&

10 ! isalnum (str[left ])) {
11 left ++;
12 }
13 while (left < right &&
14 ! isalnum (str[ right ]))

{
15 right --;
16 }
17 // Compare (case - insensitive )
18 if ( tolower (str[left ]) !=
19 tolower (str[ right ])) {
20 return 0; // Not a

palindrome
21 }
22
23 left ++;
24 right --;
25 }

26 return 1; // Is a palindrome
27 }
28 int main(void) {
29 char * tests [] = {
30 " racecar ",
31 "A man , a plan , a canal :

Panama ",
32 " hello ",
33 "Madam , I'm Adam",
34 " 12321 "
35 };
36
37 for (int i = 0; i < 5; i++) {
38 printf (" '%s' is %s palindrome

\n",
39 tests [i],
40 is_palindrome ( tests [i

]) ? "a" : "NOT a");
41 }
42
43 return 0;
44 }

Sample Output:
1 'racecar ' is a palindrome
2 'A man , a plan , a canal : Panama ' is a

palindrome
3 'hello ' is NOT a palindrome
4 'Madam , I'm Adam ' is a palindrome
5 '12321 ' is a palindrome 20 / 33



Example 2: String Parsing and Analysis (3/3)
Extract Substring:

1 # include <stdio .h>
2 # include <string .h>
3 # include <stdlib .h>
4
5 // Extract substring from start to

end -1
6 char * substring ( const char *str ,
7 int start , int end) {
8 // Validate indices
9 if ( start < 0 || end <= start ||

10 start >= strlen (str)) {
11 return NULL;
12 }
13
14 // Calculate length
15 int len = end - start ;
16 if (len > strlen (str) - start ) {
17 len = strlen (str) - start ;
18 }
19
20 // Allocate memory
21 char * result = malloc (len + 1);
22 if ( result == NULL) return NULL;
23
24 // Copy substring
25 strncpy (result , str + start , len)

;
26 result [len] = '\0 ';
27
28 return result ;
29 }

30 int main(void) {
31 char text [] = " Hello World ";
32
33 // Extract " World "
34 char *sub = substring (text , 6,

11);
35 if (sub != NULL) {
36 printf (" Substring : %s\n", sub

);
37 free(sub); // Don 't forget !
38 }
39
40 // Extract first 5 chars
41 sub = substring (text , 0, 5);
42 if (sub != NULL) {
43 printf (" First 5: %s\n", sub);
44 free(sub);
45 }
46
47 // Invalid extraction
48 sub = substring (text , 20, 30);
49 if (sub == NULL) {
50 printf (" Invalid indices \n");
51 }
52
53 return 0;
54 }

Sample Output:
1 Substring : World
2 First 5: Hello
3 Invalid indices
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String/Number Conversion



<stdlib.h> Conversion Functions (1/2)
String to Number:

Convert strings to numeric types
Handle different bases
Detect conversion errors
Simple vs robust functions

Simple Functions (Avoid):
1 # include <stdlib .h>
2
3 // Convert string to int
4 int i = atoi("123"); // 123
5 int j = atoi("123 abc"); // 123 (

ignores tail)
6 int k = atoi("abc"); // 0 (no

conversion )
7
8 // Convert string to double
9 double d = atof("3.14"); // 3.14

10
11 // Convert string to long
12 long l = atol(" 1000000 "); //

1000000

Problems with Simple Functions:
No error detection
atoi("abc") returns 0
(indistinguishable from "0")
Don’t detect overflow
Can’t parse hex/octal by default
Can’t detect where parsing
stopped

When to Use:
Only for trusted, validated input
Quick prototyping
Never for user input or file parsing

Warning
atoi(), atof()

have no error
detection!
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<stdlib.h> Conversion Functions (2/2)
Robust Functions (Recommended):

Detect conversion errors
Handle different bases
Provide end pointer
Set errno on error

Usage Examples:
1 # include <stdlib .h>
2 # include <errno .h>
3
4 char * endptr ;
5 long value ;
6 errno = 0; // Clear error flag
7
8 // Convert string to long
9 value = strtol ("123", &endptr , 10);

10 // value = 123 , endptr points to '\0'
11
12 // Check for errors
13 if ( errno == ERANGE ) {
14 printf (" Overflow occurred \n");
15 } else if (* endptr != '\0 ') {
16 printf (" Extra characters : %s\n",

endptr );
17 }
18
19 // Convert with different bases
20 strtol ("0xFF", NULL , 16); // 255 (

hex)
21 strtol ("0777", NULL , 8); // 511 (

octal )
22 strtol ("1010", NULL , 2); // 10 (

binary )

Other Robust Functions:
1 // String to unsigned long
2 unsigned long ul = strtoul ("123",

NULL , 10);
3
4 // String to long long (C99)
5 long long ll = strtoll ("123", NULL ,

10);
6
7 // String to unsigned long long
8 unsigned long long ull = strtoull ("

123", NULL , 10);
9

10 // String to double
11 double d = strtod ("3.14", & endptr );
12
13 // String to float
14 float f = strtof ("2.5", & endptr );
15
16 // String to long double
17 long double ld = strtold (" 1.234 ", &

endptr );

Error Checking Pattern:
1 Set errno = 0 before call
2 Call conversion function
3 Check errno == ERANGE for

overflow
4 Check *endptr != ’\0’ for

extra characters
5 Check return value against

expected range
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Number to String Conversion
sprintf() for Conversion:

Format numbers into strings
Similar to printf(), but to buffer
Must ensure buffer is large enough
Returns number of characters
written

Examples:
1 # include <stdio .h>
2
3 char buffer [50];
4 int num = 42;
5 double pi = 3.14159;
6
7 // Integer to string
8 sprintf (buffer , "%d", num); // "42"
9

10 // Float to string
11 sprintf (buffer , "%.2f", pi); //

"3.14"
12
13 // Multiple values
14 sprintf (buffer , " Value : %d, Pi: %f",
15 num , pi);
16
17 // Formatted numbers
18 sprintf (buffer , "%04d", 7); //

"0007"
19 sprintf (buffer , "%X", 255); // "FF"

(hex)

Safe Alternative: snprintf()
Bounded version of sprintf()
Prevents buffer overflows
Returns needed size if buffer too
small
Always null-terminates

Safe Usage:
1 char buffer [20];
2 int written ;
3
4 written = snprintf (buffer , sizeof (

buffer ),
5 " Number : %d",

12345) ;
6
7 if ( written >= sizeof ( buffer )) {
8 printf (" Buffer too small ! Needed

%d\n",
9 written );

10 } else {
11 printf (" Success : %s\n", buffer );
12 }
13
14 // Check return value
15 int needed = snprintf (NULL , 0,
16 " Number : %d",

12345) ;
17 char * dynamic = malloc ( needed + 1);
18 snprintf (dynamic , needed + 1,
19 " Number : %d", 12345) ;
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Complete Conversion Example
Robust String-to-Number Function:

1 # include <stdio .h>
2 # include <stdlib .h>
3 # include <errno .h>
4 # include <limits .h>
5
6 // Convert string to int with full

error checking
7 int safe_str_to_int ( const char *str ,
8 int * result ) {
9 char * endptr ;

10 long val;
11
12 // Reset errno
13 errno = 0;
14
15 // Convert to long
16 val = strtol (str , &endptr , 10);
17
18 // Check for conversion errors
19 if ( endptr == str) {
20 return 0; // No digits

converted
21 }
22
23 // Check for extra characters
24 if (* endptr != '\0 ') {
25 return 0; // Extra

characters
26 }
27
28 // Check for overflow
29 if ( errno == ERANGE ||
30 val > INT_MAX || val <

INT_MIN ) {
31 return 0; // Out of range
32 }
33
34 * result = (int)val;
35 return 1; // Success
36 }

37 int main(void) {
38 char * test_cases [] = {
39 "123",
40 " -456",
41 "123 abc",
42 " 9999999999 ", // Too large
43 "12.3",
44 "",
45 "abc"
46 };
47
48 for (int i = 0; i < 7; i++) {
49 int value ;
50 if ( safe_str_to_int (

test_cases [i], & value )) {
51 printf (" '%s' -> %d\n",
52 test_cases [i],

value );
53 } else {
54 printf (" '%s' -> INVALID \n

",
55 test_cases [i]);
56 }
57 }
58
59 return 0;
60 }

Sample Output:
1 '123' -> 123
2 '-456' -> -456
3 '123abc ' -> INVALID
4 '9999999999 ' -> INVALID
5 '12.3 ' -> INVALID
6 '' -> INVALID
7 'abc ' -> INVALID
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Common String Programming Errors
Memory-Related Errors:

1 Buffer overflow (most common)
2 Not null-terminating strings
3 Insufficient array size
4 Writing to string literals
5 Memory leaks from dynamic

strings

Input/Output Errors:
6 Using gets() (deprecated)
7 Not checking fgets() return
8 Forgetting & in scanf() for

non-strings
9 Not handling newline from

fgets()
10 Assuming input fits buffer

Function Usage Errors:
11 Using strcpy() without bounds

check
12 Forgetting strncpy() doesn’t

always null-terminate
13 Comparing strings with == instead

of strcmp()
14 Modifying strtok() source while

tokenizing
15 Using atoi() for user input
16 Off-by-one errors in loops
17 Not checking NULL returns

Logic Errors:
Confusing string length with array
size
Assuming strings are equal based
on pointer equality
Forgetting strings are mutable
arrays
Not handling empty strings
Incorrect loop termination
conditions
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String Error Examples

1 // 1. Buffer overflow
2 char small [5];
3 strcpy (small , " Hello World "); //

OVERFLOW !
4
5 // 2. Not null - terminated
6 char bad [3] = {'a', 'b', 'c'};
7 printf ("%s", bad); // ERROR ! No \0
8
9 // 3. Writing to literal

10 char *msg = " Constant ";
11 msg [0] = 'c'; // CRASH ! Read -only
12
13 // 4. Wrong comparison
14 char s1 [] = " hello ";
15 char s2 [] = " hello ";
16 if (s1 == s2) { } // WRONG ! Compares

addresses
17
18 // 5. Insufficient size
19 char name [10] = " Christopher "; // No

room for \0!

1 // 6. strncpy not null - terminating
2 char dest [5];
3 strncpy (dest , " Hello ", 5);
4 // dest not null - terminated !
5
6 // 7. fgets newline issue
7 char input [100];
8 fgets (input , 100 , stdin );
9 if ( strcmp (input , "yes") == 0) { }

10 // Never matches due to newline
11
12 // 8. atoi () without validation
13 int num = atoi( user_input );
14 // What if user enters "abc "?
15
16 // 9. Modifying strtok source
17 char str [] = "a,b,c";
18 char * token = strtok (str , ",");
19 str [0] = 'x'; // WRONG while

tokenizing !
20
21 // 10. Forgetting to free
22 char *dyn = malloc (100) ;
23 // ... use dyn ...
24 // Forgot : free(dyn);
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Debugging String Problems
Debugging Techniques:

1 Print string with markers:
printf("[%s]\n", str);

2 Print individual characters:
for(i=0; str[i]; i++)
printf("%d:%c \n", i,
str[i]);

3 Check string length vs array size
4 Use %p to print addresses
5 Add null terminator check:

assert(str[strlen(str)] ==
’\0’);

6 Test with empty string
7 Test with maximum length strings

Prevention Strategies:
Always use bounded functions
Initialize all strings
Check buffer sizes
Validate input
Use const for read-only strings
Document assumptions

Tools for Debugging:
Compiler warnings: -Wall
-Wextra -Wpedantic
Static analyzers
Address sanitizer:
-fsanitize=address
Valgrind for memory errors
Debugger watchpoints on buffers
Custom safe string functions

Common Fixes:
Replace strcpy() with
strncpy() + null termination
Replace strcat() with
strncat()
Replace atoi() with strtol()
Add buffer size checks
Initialize strings: str[0] =
’\0’;
Handle fgets() newline
Check function return values
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String Best Practices (1/2)
Memory Management:

Always allocate size + 1 for \0
Initialize strings: str[0] =
’\0’;
Check buffer bounds before
operations
Use sizeof() for stack arrays
Free dynamically allocated strings

Input/Output:
Use fgets() instead of gets()
Handle fgets() newline character
Check fgets() return value
Use snprintf() for safe
formatting
Validate all user input

String Operations:
Use bounded functions:
strncpy(), strncat()
Ensure null termination after
strncpy()
Check strcmp() return values
properly
Use strncmp() for prefix
comparison
Copy strings before strtok() if
original needed

Error Handling:
Check for NULL returns from
functions
Validate conversion results
Handle empty strings gracefully
Check for buffer overflow
conditions
Use errno for conversion errors

Performance:
Avoid strlen() in loops
Reuse buffers when possible
Preallocate large enough buffers
Use stack for small strings, heap
for large
Consider custom functions for
specific needs

Security:
Never trust user input
Validate string lengths
Use bounded functions
Sanitize input strings
Avoid string formatting
vulnerabilities
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String Best Practices (2/2)
Code Organization:

Use consistent naming conventions
Create utility functions for
common operations
Document string ownership
Use const for read-only
parameters
Keep related functions together

Testing:
Test with empty strings
Test with maximum length strings
Test with special characters
Test with Unicode/multibyte
strings
Test edge cases and error
conditions

Portability:
Be aware of locale settings
Consider multibyte character
encodings
Use standard functions when
possible
Avoid system-specific extensions
Test on different platforms

Key Principles:
Strings are arrays with null
terminators
Always know your buffer sizes
Validate all input
Handle errors gracefully
Document assumptions and
limitations
Keep it simple and clear

Safety Guidelines:
1 Always bounds-check
2 Always null-terminate
3 Always validate input
4 Always check returns
5 Always free allocated memory

Golden Rule
No buffer overflows!

Use bounded
functions
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What We’ve Learned Today
Fundamentals:

Strings are null-terminated char
arrays
\0 marks string end
Array size ≥ content + 1
String literals are read-only

Input/Output:
fgets() for safe input
snprintf() for safe output
Handle fgets() newline
Avoid gets() and unsafe scanf()

Standard Library:
<string.h>: strlen, strcpy,
strcat, strcmp
Bounded versions: strncpy,
strncat, strncmp
Search: strchr, strstr, strtok

Character Handling:
<ctype.h>: classification
functions
isalpha(), isdigit(),
isspace()
toupper(), tolower()
Character-by-character processing

Conversion:
Avoid atoi(), atof()
Use strtol(), strtod() with
error checking
sprintf()/snprintf() for
number to string
Always validate conversions

Best Practices:
Always bounds-check
Always null-terminate
Validate all input
Use safe functions
Handle errors gracefully
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Practice Exercises for Next Week

Beginner:
1 Write strlen() without standard

library
2 Safe string input function
3 Count vowels in a string
4 Reverse a string in place

Intermediate:
5 Check if string is palindrome
6 Remove all spaces from string
7 Convert string to title case
8 Parse CSV string into fields

Advanced:
9 Implement simple regular

expression matching
10 String compression (e.g., "aaabb"

"a3b2")
11 String encryption/decryption
12 Command-line argument parser

Next Lecture:
Structures and
User-Defined Types
Grouping related data
Arrays of structures
Pointers to structures
Memory alignment
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Final Thoughts and Resources

Common Pitfalls:
Buffer overflows (most dangerous)
Not null-terminating strings
Writing to string literals
Comparing strings with ==
Forgetting fgets() newline
Using atoi() for untrusted input

Debugging Tips:
Print strings with markers: [%s]
Check individual characters Verify
null terminator Test with empty
strings Use address sanitizer

Further Resources:
Course website: Slides, examples
K&R "The C Programming
Language" (Chapter 5) C
Standard Library documentation
Online string function references
Practice coding platforms

Key Takeaways:
Strings = char arrays + \0
Always use bounded functions
Validate all input Check buffer
sizes Handle errors properly
Practice safe string handling
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