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1 Review and Introduction

1.1 Slide 1: What We’ve Learned & What’s Next

| | w

Purpose: This slide sets the stage for one of C’s most powerful—and often most
challenging—features: pointers. It bridges the understanding of arrays (collections of
data) with the need to understand how that data is actually stored and accessed in
memory.

Last Week Recap Explained:

e Arrays: collections of same-type data: We learned to group related values
under one name.

o Array declaration and initialization: How to create arrays and give them initial
values.

e Accessing elements with indices: Using numerical positions to read or modify
values.

« Passing arrays to functions: Discovering that arrays are passed as pointers, not
copies.

e Multi-dimensional arrays: Extending arrays to represent tables or matrices.
Key Limitation from Last Week:

o Arrays are passed as pointers: This explains why functions can modify the
original array—they receive the memory address, not a copy.

e Need to understand memory addresses: To truly control data and write
efficient programs, we must understand where data lives in memory.

« Want more control over memory: To build dynamic data structures (like linked
lists, trees) and manage resources efficiently.

Today’s Focus — Pointers:
e Variables that store memory addresses: The core definition.
o Pointer operators: & and *: & gets an address, * accesses the value at an address.
e Relationship with arrays: How array names are essentially constant pointers.

o Pass-by-reference using pointers: Enabling functions to modify their argu-
ments.

« Dynamic memory management (next time): Using pointers to allocate mem-
ory at runtime.

Why This Matters:
« Efficiency: Avoid copying large data structures; just pass addresses.

o Power: Direct memory access enables low-level control and high performance.
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o Foundation: Essential for understanding strings, dynamic memory, and advanced
data structures.

o Understanding C: Pointers are a defining feature of the C language.

Teaching Strategy: We will start with the basic concept of a memory address, introduce
pointer syntax and operators, explore the deep connection with arrays, demonstrate pass-
by-reference, and touch on pointer arithmetic and common applications.

Student Mindset: Pointers are often considered a hurdle. Approach them as a new
way to think about data: not just the value, but where the value is stored. This unlocks
C’s full potential.

Pointers are variables that store memory addresses. They are fundamental to C and
enable efficient programming, dynamic data structures, and direct hardware access.
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2 What are Pointers?

2.1 Slide 2: Pointers: Memory Address Variables

Core Concept: "Pointers are variables whose value is a memory address. They 'point
to” another variable or memory location, allowing indirect access to data.”

What are pointers?

e Variables that store memory addresses: Unlike an int that stores a number,
a pointer stores a location.

o Point to other variables or memory locations: They hold the address of
where data lives.

e Declared with * operator: int *ptr; declares a pointer to an integer.

o Can be thought of as ”arrows” pointing to data: A useful mental model.

o Enable indirect access to data: You can access the data through the pointer.
Analogy: Business Card

o Card itself (pointer) isn’t the person (value): The card is not the data.

o Card tells you where to find the person: It contains an address.

e You follow the address to reach the person: Dereferencing the pointer gets
the value.

Why use pointers?
« Efficiency: Avoid copying large data (e.g., a large array). Pass its address instead.

Flexibility: Dynamic memory allocation (creating structures at runtime).
« Functionality: Modify function arguments (simulate pass-by-reference).
o Arrays: Essential for understanding and working with arrays.
o Data Structures: Required for building linked lists, trees, graphs, etc.
Memory Concept:
o Every variable has an address in memory.
o The address is where the variable’s value is stored.
» Pointers store these addresses.

Key Insight: C gives you the power to work directly with memory addresses. This is
both its strength (efficiency, control) and its danger (potential for crashes if misused).

Student Takeaway: A pointer is not the data itself; it’s a reference to where the data
can be found. Think "address holder.”
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Pointers store locations, not values. They enable efficient programming by avoiding
copies, allow functions to modify arguments, and are the foundation for dynamic data
structures.
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2.2 Slide 3: Pointer Basics and Operators (1/4)

Core Concept: "Two fundamental operators: & (address-of) and * (dereference). Un-
derstanding these is the first step to mastering pointers.”

Address-of Operator &:
o Gets memory address of a variable: It’s a prefix operator.
« Result is a pointer: &x gives a pointer to x.
e &variable gives address of variable.
Dereference Operator *:
o Accesses value at a memory address: Also called the indirection operator.
e *pointer gives value pointer points to.
o Inverse of &: If ptr = &x, then *ptr == x.

Basic Example:

1 int x = 10; // Regular integer variable

2 int *ptr; // Pointer to int (declaration)

3

1 ptr = &x; // ptr now stores the address of x

5 printf ("%p\n", ptr); // Prints the address (in hex)

7 printf ("%d\n", *ptr); // Prints 10 (value at that address)
s *ptr = 20; // Changes x to 20
o printf ("%d\n", x); // Prints 20
Key Relationship:
e & and * are inverse operations.
o If ptr = &x, then *ptr equals x.
o If you have a pointer, &(xptr) gives you back the same pointer.
Pitfall: The asterisk * has two different meanings:
e In declaration: int *ptr; means "ptr is a pointer to int.”
e In expressions: *ptr = 5; means "the value pointed to by ptr becomes 5.
The compiler knows the difference based on context, but it can be confusing for beginners.

Student Practice:

1. Write code to declare an integer y, a pointer p, make p point to y, and change y’s
value through p.

2. What does & (*p) mean if p is a pointer?

& gets an address. * accesses the value at an address. They are inverses. The asterisk’s
meaning depends on context (declaration vs. expression).
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2.3 Slide 4: Pointer Basics and Operators (2/4)

Core Concept: "Visualizing pointers and memory helps solidify the relationship be-
tween variables, addresses, and pointers. This slide shows memory before and after a
pointer modification.”

Memory Visualization Explained:

The diagram illustrates the state for the code:
int x = 10;
int *ptr = &x;
*ptr = 20;
First State (Before *ptr = 20):
e Variable x: Stored at address 0x1000, contains value 10.
« Pointer ptr: Stored at address 0x2000, contains value 0x1000 (the address of x).
e The red arrow shows ptr "pointing to” x.
Second State (After *ptr = 20):
e Variable x: Still at address 0x1000, but its value is now 20.
e Pointer ptr: Unchanged; still at 0x2000 containing 0x1000.
o Changing *ptr changed the value at the address it holds, which is x.
Key Observations:
o The pointer variable (ptr) itself has its own memory address (0x2000).
« The value stored in ptr is another address (0x1000).
 Dereferencing (*ptr) follows the arrow to access the target variable.
« Modifying *ptr modifies the target variable (x).
Why This Visualization Matters:
o Clarifies indirection: A pointer is an extra layer between you and the data.

« Shows that pointers are variables too: They occupy memory and store values
(addresses).

» Reinforces that assignment to *ptr affects the pointee: Not the pointer
itself.

Common Mental Block: Students sometimes think *ptr = 20; changes where ptr
points. It does not. It changes the value at the location it already points to.

Student Exercise: Draw a similar diagram for: int a=5, b=10, *p = &a; p = &b;
*p = 50;. Show the states after each line.

A pointer stores an address. Dereferencing it accesses the data at that address. Changing
the dereferenced value changes the original variable.
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2.4 Slide 5: Pointer Basics and Operators (3/4)

Core Concept: "Pointer declaration syntax has nuances, and common mistakes include
uninitialized pointers and misunderstanding the placement of *.”

Pointer Declaration Syntax:
// Pointer to int
int *pil;

// Pointer to double
double *p2;

// Pointer to char
char *p3;

// Multiple pointers (correct declaration)
int *p4, *p5; // Both p4 and p5 are pointers to int

// One pointer, one int (common mistake!)
int* p6, pT7; // p6 is a pointer to int, p7 is a plain int!

Key Rule: The * binds to the variable name, not the type. For multiple pointers, you
need a * for each.

Common Mistakes and Corrections:
int x = 10;

int *ptr;

// ERROR: Using uninitialized pointer
xptr = 5; // CRASH! ptr contains garbage address

// CORRECT: Initialize first
ptr = &x; // Now ptr points to a valid location (x)
*ptr = 5; // 0OK: changes x to 5

// ERROR: Wrong operator (missing &)
int *p = x; // WRONG! x is an int, not an address.

// CORRECT: Use address-of operator

5 int *p = &x; // RIGHT! &x is the address of x

Pitfalls Highlighted:

1. Uninitialized Pointers: Contain indeterminate (garbage) addresses. Dereferenc-
ing leads to undefined behavior (program crash, data corruption).

2. Missing &: Trying to assign an integer value to a pointer variable. The compiler
may warn about incompatible types.

3. Declaration Confusion: int* a, b; looks like both are pointers, but only a is.
Use int *a, *b; or declare on separate lines for clarity.
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Best Practice: Initialize pointers as soon as they are declared, either to a valid address
(&variable) or to NULL.

Student Exercise: Identify the errors in: int a, *pl, p2; pl = a; *pl = 100;

Always initialize pointers before use. The * in declaration is per variable. Uninitialized
pointers are dangerous.
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2.5 Slide 6: Pointer Basics and Operators (4/4)

Core Concept: "Special pointer values: NULL and dangling pointers. Using NULL is a
safety practice; dangling pointers are a source of bugs.”

Null Pointer:

Special value meaning ”points to nothing”: Defined as NULL in <stddef.h>
and other headers.

Usually 0: NULL is typically defined as (voidx*)O.

Good practice: initialize pointers to NULL: Makes it clear the pointer isn’t
ready for use.

Check for NULL before dereferencing: Prevents crashes.

Dangling Pointer:

Pointer that points to invalid memory: The memory it points to has been
freed or is otherwise inaccessible.

Example: pointer to freed memory: After free(ptr);, ptr becomes dangling
if not set to NULL.

Using it causes undefined behavior: May crash, corrupt data, or seem to work
intermittently.

Set to NULL after freeing: This turns a dangling pointer into a null pointer,
which is safe to check.

Examples:

// Good: initialize to NULL
int *ptr = NULL;

// Check before use (defensive programming)
s if (ptr != NULL) {

}

*ptr = 10; // Safe to dereference

// Bad: uninitialized pointer (contains garbage)
int *bad_ptr; // Value is indeterminate
// *bad_ptr = 5; // DANGEROUS! Undefined behavior.

// After freeing memory, prevent dangling pointer
int *some_ptr = malloc(sizeof (int));

s [/

use some_ptr

free(some_ptr);

r some_ptr = NULL; // Now it's safe, not dangling

Best Practices Summary:

Always initialize pointers: To NULL or a valid address.
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o Check for NULL before dereferencing: Especially for pointer arguments in func-
tions.

e Document what a pointer points to: Improves code readability.
« Use const when pointer shouldn’t modify data: Adds safety (discussed later).
» Set pointers to NULL after free(): Avoids dangling pointers.

Student Exercise: Write a code snippet that safely allocates memory, checks for failure,
uses the memory, frees it, and nullifies the pointer.

Use NULL for empty pointers. Always check before dereferencing. Set pointers to NULL
after free() to avoid dangling pointers.
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3 Pointers and Arrays

3.1 Slide 7: The Array-Pointer Relationship (1/3)

Core Concept: "The name of an array, in most contexts, decays to a pointer to its first
element. This is the fundamental link between arrays and pointers.”

Fundamental Relationship:

Array name acts as pointer to first element: array is equivalent to &array [0].
array = &array[0]: Both expressions give the address of the first element.

Arrays decay to pointers when passed to functions: This is why functions
can modify the original array.

Pointer arithmetic works on arrays: You can do array + i to get the address
of the i-th element.

Key Equivalences:

int arr[5] = {1, 2, 3, 4, 5};

// These are equivalent: both access arr[2]
arr [2] = 10;
*(arr + 2) = 10;

// These are equivalent: both get address of first element
int *p = &arr[0];
int *p = arr; // array name 'decays' to pointer

Why Index 07

arr[0] means "value at arr + 0.
arr[i] means "value at arr + i”.
Punter arithmetic: Adding i moves forward by i elements, not i bytes.

Starting at 0 makes the math natural: the i-th element is i steps from the start.

Demonstration:

int arr[3] = {10, 20, 30};
int *p = arr; // p points to arr[0]

printf ("%d\n", *p); // 10 (arr[0])

printf ("%d\n", *(p+1)); // 20 (arr[1]) - pointer arithmetic

printf ("%d\n", *(p+2)); // 30 (arr([2])

printf ("%d\n", pl[1]1); // 20 - array syntax works on pointers too!

Pitfall: While arr acts like a pointer, it is not a variable. You cannot change arr itself
(e.g., arr++ is invalid). It’s a constant pointer to the first element.
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Student Insight: This explains last week’s mystery: why passing an array to a function
lets the function modify the original. The function receives a pointer to the first element.

Student Exercise: Write a loop to print an array using only pointer arithmetic (no
square brackets [1).

Array name is a constant pointer to the first element. arr[i] is syntactic sugar for * (arr
+ 1). This decay explains function behavior.
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3.2 Slide 8: The Array-Pointer Relationship (2/3)

Core Concept: "Visualizing the array as a pointer and how pointer arithmetic corre-
sponds to element access. The diagram shows an array arr[5] and a pointer p pointing
to it.”

Memory Layout Visualization Explained:
The diagram shows int arr[5] = {10, 20, 30, 40, 50}; and int *p = arr;.

o Array elements: Stored contiguously at addresses 0x1000, 0x1004, 0x1008, etc.
(assuming 4-byte ints).

« Pointer p: Contains the address 0x1000 (value of arr).
« Pointer arithmetic:
— *p or *(p+0) gives 10 (arr[0]).
— *(p+1) gives 20 (arr[1]). Adding 1 moves 4 bytes forward.
— *(p+2) gives 30 (arr[2]).
Key Formulas:
e arr[i] = *(arr + i)
e &arr[i] = arr + i
e x(arr + i) = arr[i]
Punter Arithmetic in Detail:
e Adding an integer i to a pointer moves it forward by i * sizeof (type) bytes.
o The compiler automatically scales the addition by the size of the pointed-to type.
e Sop + i gives the address of the i-th element from where p points.

Why This is Efficient: Computing arr[i] is fast. The compiler calculates: base
address + (index * element size). This is a constant-time operation (O(1)).

Common Misconception: Students sometimes think p + 1 adds 1 to the address
value. It adds sizeof (*p). For a charx*, it’s 1 byte. For an int* (4 bytes), it’s 4 bytes.

Student Exercise: Given double darr[10]; and double *dp = darr;, what is the
numerical difference between (char*) (dp+1) and (char*)dp? (Answer: sizeof (double)
bytes, typically 8).

Punter arithmetic is scaled by type size. arr[i] is computed as *(arr + i). This
provides efficient random access.
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3.3 Slide 9: The Array-Pointer Relationship (3/3)

Core Concept: "Pointers can be incremented, decremented, and subtracted. The array
name, however, is a constant pointer and cannot be changed.”

Punter Arithmetic Operations:
» Adding to pointer moves by type size: p + n moves forward n elements.

e Subtracting from pointer moves backward: p - n moves backward n ele-
ments.

« Subtraction of pointers gives distance: q - p gives the number of elements
between q and p (as ptrdiff_t).

Examples:

int arr[5] = {10, 20, 30, 40, 50};

int *p = arr; // Points to arr[0]
Eaa // Now points to arr[1]

5 printf ("%d\n", *p); // 20

p += 2; // Now points to arr[3]
printf ("%d\n", *p); // 40

int *q = &arr[4]; // Points to arr[4]
int diff = q - p; // diff = 1 (one element between)

Differences: Array Name vs Pointer Variable

« Array name is a constant pointer: Its value (the address of the first element)
cannot be changed.

« Can’t change what array points to: You cannot do array++ or array =
something;.

 Punter variable can be reassigned: You can change what it points to.
e Can do pointer++: Moves the pointer to the next element.

Example Highlighting the Difference:

int arr[5];

int *p = arr;

p++; // OK: p now points to arr[1]

arr++; // ERROR: arr is a constant, cannot be incremented
p = arr + 3; // OK: reassign pointer to point to arr [3]

arr = p; // ERROR: can't reassign array name

Pitfall: Attempting to modify the array name leads to a compilation error. This protects
the base address of the array.
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Student Insight: When you need to traverse an array with pointer arithmetic, use a
separate pointer variable (like p), not the array name itself.

Student Exercise: Write a function that returns a pointer to the last element of an
array, using pointer arithmetic.

Punter variables can be moved; array names cannot. Pointer subtraction gives the number
of elements between two pointers.
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4 Pointers and Functions

4.1 Slide 10: Pass-by-Reference Using Pointers (1/3)

Core Concept: "C is pass-by-value. To modify a function’s argument, we pass its
address (a pointer). This simulates pass-by-reference.”

Problem: Pass-by-Value
« C passes arguments by value: The function receives copies of the arguments.
o Function gets copies: Changes to parameters don’t affect the original variables.
« Can’t modify original variables: Sometimes this is exactly what we need.
Solution: Pass-by-Reference via Pointers
« Pass address of variable (pointer): Instead of the value, pass &variable.
« Function receives pointer: Parameter type is a pointer (e.g., int *).
o Can modify value at address: Using the dereference operator *.

o Achieves "pass-by-reference” effect: The function can change the caller’s vari-
able.

Classic Example: Swap Function

// WRONG: pass-by-value (only swaps copies)
void bad_swap(int a, int b) {

int temp = a;

a = b;

\textcolor{red}{b = temp;} // Only local copies 'a' and 'b' are
swapped

} // Originals unchanged

// CORRECT: pass-by-reference using pointers
void swap(int *a, int *b) {

int temp = *a; // temp gets value pointed to by a

xa = *Db; // Value at a's address becomes value at b's
address

*b = temp; // Value at b's address becomes temp

} // Originals are swapped

Calling the Correct Swap:

int x = 5, y = 10;
swap (&x, &y); // Pass addresses
// Now x == 10, y ==

Pitfall: Forgetting the & when calling swap is a common error: swap(x, y); passes
integers, not pointers, leading to compiler warnings and incorrect behavior (if it compiles
at all).
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Student Exercise: Write a function increment(int #*n) that increases the integer
pointed to by n by 1.

To modify function arguments, pass pointers. Use & to get the address when calling. Use
* to access/change the value inside the function.
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4.2 Slide 11: Pass-by-Reference Using Pointers (2/3)

Core Concept: "Visualizing the swap function’s execution step-by-step clarifies how
pointers enable modification of caller variables.”

Visualization Explained: The diagram follows the code: int x=5, y=10; swap(&x,
&y) ;

Step 1 — Before swap() call:
« x at address 0x1000 contains 5.
e y at address 0x1004 contains 10.
Step 2 — Inside swap(int *a, int *b):
« Parameter a receives &x (0x1000).
« Parameter b receives &y (0x1004).
 aand b are local pointer variables (in orange and red boxes) holding these addresses.
o Arrows show a -> xand b -> y.

Step 3 — Execution of swap body:

int temp = *a; // temp = 5 (value at 0x1000)
2 *a = xb; // *a (x) becomes *b (10)
3 *b = temp; // *b (y) becomes temp (5)

The arrows show that *a and *b refer directly to x and y.
Step 4 — After swap() returns:
e x now contains 10.
e y now contains 5.
« The pointer variables a and b are destroyed (they were local), but their job is done.

Key Insight: The function never had copies of the original x and y. It had copies of
their addresses. Through these addresses, it accessed and modified the original memory
locations.

Why This Works: Because C passes the value of the address (the pointer), and that
value is used to access the original location. This is still pass-by-value, but the value
being passed is an address.

Student Exercise: Trace through the same visualization for a failed call: swap(x, y);
(without &). What do a and b point to? What happens?

The swap function receives addresses, uses them to access the original variables, and swaps
their values. The pointers themselves are local copies, but they point to the caller’s data.
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4.3 Slide 12: Pass-by-Reference Using Pointers (3/3)

Core Concept: "Pointers allow functions to 'return’ multiple values. The const qualifier
prevents accidental modification when a function only needs to read data.”

Common Pattern: Multiple Returns

Functions can only return one value directly.

Use pointers to ”return” additional values: Pass addresses where results
should be stored.

Pass addresses where results should go: The function writes to those locations.

Common in library functions: e.g., scanf, strtol.

Example: Divimod Function

// Returns quotient and remainder via pointers
void divmod(int dividend, int divisor,

int

int *quotient, int *remainder) {
xquotient = dividend / divisor;
*remainder = dividend % divisor;

main(void) {

int q, r;

divmod (17, 5, &q, &r); // Pass addresses of q and r
printf("17 / 5 = %d R %d\n", q, r); // Output: 17 / 5 = 3 R 2
return O;

Punter Parameters Best Practices:

Use const when function shouldn’t modify data: Protects against bugs and
documents intent.

Check for NULL pointers when appropriate: Especially for public API func-
tions.

Document what pointers point to: Use comments or descriptive names.
Use descriptive parameter names: e.g., result_ptr, output_val.

Consider error return values: The function itself might return a success/fail
code.

Example with const:

1 // Safe: function promises not to modify data through pointer
void print_value(const int *ptr) {

2

3

if (ptr != NULL) {
printf ("Value: %d\n", *ptr);
}
// *ptr = 10; // ERROR: assignment of read-only location



4.3 Slide 12: Pass-by-Reference Using Pointers (3/3) 22

8

o // Use for read-only access to arrays

10 double average(const double arr[], int n) {
11 // Can read arr[i] but not modify it

12 // Compiler will enforce this

13 }

Pitfall: Forgetting const on a read-only pointer parameter doesn’t cause an error, but
it misses an opportunity for compiler-enforced safety and clear documentation.

Student Exercise: Write a function min _max(const int arr[], int n, int *min,
int *max) that finds both minimum and maximum.

Use pointers to return multiple values. Use const to guarantee read-only access, making
functions safer and intentions clearer.
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5 Punter Arithmetic

5.1 Slide 13: Understanding Pointer Arithmetic (1/3)

Core Concept: "Pointer arithmetic is scaled by the size of the pointed-to type. Adding
1 to a char* moves 1 byte; adding 1 to an int* moves 4 bytes (typically).”

How Pointer Arithmetic Works:

« Adding to pointer moves by type size: p + n = address of p[n].

e Subtracting from pointer moves backward: p - n = address of p[-n].

« Subtraction gives distance in elements: q - p = number of elements between.
Type Matters - Scaling:

e char *: +1 moves 1 byte (sizeof (char)).

o int *: +1 moves 4 bytes (typically, sizeof (int)).

e double *: +1 moves 8 bytes (typically, sizeof (double)).

o Compiler handles scaling automatically: You think in elements, not bytes.

Examples:

char chars[5] = {'a','b','c','d','e'};
int ints[5] = {1, 2, 3, 4, 5};
double doubles[5] = {1.1, 2.2, 3.3, 4.4, 5.5};

char *cp = chars;
int *ip = ints;
double *dp = doubles;

printf ("%p\n", cp); // Address of chars[0]
printf ("%p\n", cp+1); // Address of chars[1]
// Difference: 1 byte

printf ("Y%p\n", ip); // Address of ints[0]
printf ("%p\n", ip+1); // Address of ints[1]

s // Difference: 4 bytes (typical)

printf ("Y%p\n", dp); // Address of doubles [0]
printf ("%p\n", dp+1); // Address of doubles[1]
// Difference: 8 bytes (typical)

Key Insight: The expression p + i does not mean (numeric_address_of p) + i. It
means (numeric_address_of p) + i * sizeof (*p). This is why pointer arithmetic is
type-aware.

Pitfall: Performing pointer arithmetic on a void* is not allowed in standard C be-
cause sizeof (void) is undefined. GCC allows it as an extension, treating it like charx
arithmetic.
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Student Exercise: If an int is 4 bytes and int arr[10]; starts at address 2000, what
is the address of arr[7]7 What is &arr[7] - &arr([2]7?

Punter arithmetic is scaled by the size of the pointed-to type. p + i advances by i *
sizeof (xp) bytes.
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5.2 Slide 14: Understanding Pointer Arithmetic (2/3)

Core Concept: A visual comparison of how pointer addition differs for char*, int*,
and doublex* clearly demonstrates type scaling.”

Visualization Explained:

The diagram shows a memory segment from address 0x1000 to 0x100A. Three different
pointers point to the start (0x1000) but have different types.

o char *cp: Adding 1 moves forward 1 byte. cp points to a single byte.

e int *ip: Adding 1 moves forward 4 bytes. ip points to a 4-byte integer block.

o double *dp: Adding 1 moves forward 8 bytes. dp points to an 8-byte double block.
Key Observations:

« The same numeric address (0x1000) can be interpreted as the start of a char, an
int, or a double, depending on the pointer type.

o Pointer arithmetic respects this interpretation.
e cp + 1 lands at 0x1001, ip + 1 lands at 0x1004, dp + 1 lands at 0x1008.
Why This Matters:

o Array Traversal: When you loop with p++, you correctly step to the next element,
regardless of its size.

e Memory Calculations: To manually calculate offsets, you must know the type
size.

o Type Safety: The compiler prevents you from accidentally treating an int* as a
charx* for arithmetic (without an explicit cast).

Common Bug Scenario: A student might try to iterate through an integer array
using a char* to examine individual bytes. This requires a cast and careful arithmetic:
(char*)int_ptr + 1 accesses the second byte of the integer.

Student Exercise: Given int array[5];, write a loop using a char* pointer to set
every byte of the array to 0. (Hint: need total bytes = 5 * sizeof (int)).

The amount added in pointer arithmetic depends on the pointer’s base type. This allows
generic traversal of arrays.
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5.3 Slide 15: Understanding Pointer Arithmetic (3/3)

Core Concept: "Pointer subtraction yields the number of elements between two point-
ers. Not all arithmetic operations on pointers are valid.”

Punter Subtraction:

» Subtracting pointers gives element count: q - p = number of elements from
p to q (not including q).

« Result is integer (ptrdiff_t): A signed integer type defined in <stddef.h>.

« Pointers must point to same array (or one past): Or else behavior is unde-
fined.

e Useful for finding array indices: pointer - array gives the index.

Examples:

int arr[10] = {0};
int *p = &arr[2]; // Points to arr[2]
int *q &arr[7]; // Points to arr[7]

ptrdiff_t diff = q - p; // diff =5
ptrdiff_t diff2 = p - q; // diff2 = -5

// Finding index from pointer
int index = p - arr; // index = 2
int index2 = q - arr; // index2 = 7

Invalid Operations:

int a, b;
int *p = &a;
int *q = &b;

// INVALID: adding two pointers
// int *r = p + q; // ERROR! Makes no sense.

// INVALID: multiplying pointers
// int *s = p * 2; // ERROR!

// VALID: adding integer to pointer
int *t = p + 2; // 0K, but only if it points into an array

// VALID: subtracting pointers (if in same array)
ptrdiff_t diff = q - p; // Technically undefined if a/b not in same
array

// VALID: comparing pointers (if in same array or object)
if (p < q) { } // 0K, but result may not be meaningful for separate
variables

Valid Operations Summary:
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Add/subtract integer to/from pointer.

Subtract one pointer from another (if they point into the same array).

« Compare pointers with <, <=, >, >=, ==, I= (meaningful within same array).

Assign, copy pointers.

Pitfall: Subtracting or comparing pointers that do not point into the same array (or
one past the end) results in undefined behavior. The program may crash or give
nonsensical results.

Student Exercise: Is &arr[5] - &arr[0] valid for int arr[5];7 What does it yield?
(Answer: Yes, valid, yields 5).

Punter subtraction yields the element count. Only pointers into the same array should
be subtracted or compared. Adding two pointers is invalid.
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6 Arrays of Pointers and Pointers to Pointers

6.1 Slide 16: Arrays of Pointers (1/3)

Core Concept: "An array where each element is itself a pointer. This is extremely
useful for arrays of strings and for creating flexible collections of data.”

Concept:
o Array where each element is a pointer: Type is type *arrayl[size];.
» Useful for arrays of strings: Each string (a charx) can have a different length.

o Saves memory compared to 2D array: A 2D char array must have fixed column
size for all rows.

« Flexible: Strings can have different lengths, and pointers can be easily swapped.

Declaration:
// Array of 10 pointers to int

int *arr[10];

// Array of 5 pointers to char (strings)
char *names[5];

Example: Array of Strings
char xdays[7] = {

"Sunday", "Monday", "Tuesday",
"Wednesday", "Thursday",
"Friday", "Saturday"
};
// Access
printf ("%s\n", days[0]); // "Sunday"
printf ("%c\n", days[1]1[0]); // 'M' - days[1] is a pointer, [O]

indexes into the string

// Compare with 2D array
char days2D[7][10] = { // Must reserve 10 chars for each row

"Sunday", "Monday", "Tuesday",
"Wednesday", "Thursday",
"Friday", "Saturday"

};

Pitfall (Strings): The strings in days are string literals, stored in read-only memory
(often in the text segment). You cannot modify them: days[0] [0] = 's'; would cause
undefined behavior. For modifiable strings, you need to allocate writable memory (e.g.,
arrays or malloc).

Advantages over 2D array:
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o More memory efficient if strings vary significantly in length.
» Easy to rearrange: swap pointers instead of copying entire strings.
« Can handle strings of arbitrary length (as long as they are stored elsewhere).

Student Exercise: Declare an array of 3 pointers to integers. Initialize them to point
to three different integer variables. Then print the values through the array.

Arrays of pointers are flexible, especially for strings. Each element points to data else-
where. String literals in such arrays are read-only.
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6.2 Slide 17: Arrays of Pointers (2/3)

Core Concept: "Visualizing the memory layout of an array of pointers versus a 2D
array highlights the indirection and memory efficiency.”

Memory Layout Visualization Explained:
Array of Pointers (char *days[4]):

» days[0], days[1], etc., are separate pointer variables stored contiguously in an
array.

« Each holds an address pointing to a string literal elsewhere in memory.

 Strings can be different lengths: ”"Sunday” (7 bytes), "Monday” (7 bytes), "Tues-
day” (8 bytes), "Wednesday” (10 bytes).

o Arrows show the indirection from pointer to string data.
2D Array (char days2D[7][10]):
« A single contiguous block of 70 bytes (7 rows x 10 columns).

o Each row has exactly 10 characters. Shorter strings are padded with null termina-
tors (or garbage).

» Wastes space for shorter strings but provides locality (all data together).

Comparison:
Array of Pointers 2D Array
e Variable length strings o Fixed length strings
e Memory efficient for varied lengths o Memory waste if lengths vary

Easy to swap strings (swap pointers) | e Swapping requires copying data
Extra indirection (slower access) Direct access (faster)

Possible fragmentation Contiguous memory

o String literals are read-only Array data is modifiable

When to Choose Which:

« Use array of pointers for read-only string tables, command-line arguments (argv),
or when strings vary greatly in length.

e Use 2D array when all strings have similar, known maximum length, or when
memory locality and speed are critical.

Student Exercise: How would you declare an array of pointers to double for storing
the addresses of 50 different double variables?

Array of pointers adds indirection but saves space for variable-length data. 2D arrays are
simpler and faster for fixed-size data.
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6.3 Slide 18: Arrays of Pointers (3/3)

Core Concept: "Arrays of pointers enable elegant algorithms, like sorting strings with-
out moving the actual string data—just swapping pointers.”

Example: Sorting Array of Strings

1 // Swap two string pointers (pointers to char)
> void swap_strings(char **a, char **b) {

3 char *temp = *a;
4 *a = *b;

5 *b = temp;

(;}

s // Sort array of string pointers alphabetically
9 void sort_strings(char *arr[], int n) {
10 for (int i = 0; i < n-1; i++) {

1 for (int j = i+1l; j < n; j++) {

12 if (strcmp(arrl[i], arr[jl) > 0) {
13 swap_strings (&arr[i], &arr([j]);
14 }

15 }

16 }

17 }

Key Details:

o swap_strings takes char **: pointers to the string pointers, so it can modify the
original array elements.

o &arr[i] is the address of the i-th pointer in the array. Its type is char** (pointer
to pointer to char).

 Sorting only swaps pointers (a few bytes), not the potentially long strings. This is
very efficient.

Using the Function:

1 int main(void) {

2 char *names[] = { // Array of pointers to string literals
3 "Charlie", "Alice", "David", "Bob"

4 };

5 int n = sizeof (names) / sizeof (names[0]);

6

7 printf ("Before sorting:\n");

8 for (int i = 0; i < n; i++) printf("%s\n", names[i]);

10 sort_strings (names, n);

12 printf ("\nAfter sorting:\n");
13 for (int i = 0; i < n; i++) printf("%s\n", names[i]);
14 // Output: Alice, Bob, Charlie, David

15 return O;
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3

Pitfall: The sorted array now points to the same string literals, just in a different order.
The literals themselves are unchanged and still read-only.

Student Exercise: Modify the program to sort an array of pointers to integers instead
of strings. What comparison function would you use?

Sorting an array of pointers is efficient—only pointers are moved, not the actual data.
This pattern is common for sorting any large records.
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6.4 Slide 19: Pointers to Pointers (1/2)

Core Concept: ”A pointer to a pointer adds another level of indirection. This is essential
for modifying pointer arguments within functions and for dynamic multi-dimensional
arrays.”

Concept:

o Punter that stores address of another pointer: int **pptr (pointer to
pointer to int).

o Useful for:
— Dynamic 2D arrays: Represented as int **matrix.

— Modifying pointer arguments: When a function needs to change where a
caller’s pointer points.

— Array of pointers: As we just saw, char *arr[] is related to char *x.

Declaration and Basic Use:

int x = 10;
int *ptr = &x; // Pointer to int
int **pptr = &ptr; // Pointer to pointer to int

// Three ways to access x:

printf ("%d\n", x); // Direct access

printf ("%d\n", *ptr); // One level of indirection
printf ("%d\n", **pptr); // Two levels of indirection

Modifying a Pointer Argument:

// Function to allocate and initialize an int
void create_int(int #**pptr, int value) {
*xpptr = malloc(sizeof (int)); // *pptr is the original pointer
if (¥pptr != NULL) {
**¥pptr = value; // **pptr is the integer value

}

int main(void) {
int *ptr = NULL; // Pointer to be allocated by function
create_int (&ptr, 42); // Pass address of the pointer

if (ptr != NULL) A
printf ("Value: %d\n", *ptr); // Prints 42
free(ptr);

}

return O;

}

Why int #* here? The function needs to change ptr itself (make it point to new
memory). Since C is pass-by-value, we pass the address of ptr (&ptr), which has type
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int**. Inside, *pptr refers to ptr.

Pitfall: Forgetting the & when calling create_int would pass ptr (which is NULL) by
value. The function would modify its local copy, leaving the caller’s ptr unchanged (still
NULL).

Student Exercise: Write a function swap_pointers(int **a, int **b) that ex-
changes what two int* pointers point to.

Pointers to pointers allow functions to modify pointer variables. They are key for dynamic
multi-dimensional structures and functions that allocate memory for a pointer.
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6.5 Slide 20: Pointers to Pointers (2/2)

Core Concept: "Visualizing the levels of indirection in a pointer-to-pointer chain helps
understand double dereferencing and memory relationships.”

Memory Layout Visualization Explained:
The diagram shows: int x = 42; int *ptr = &x; int **pptr = &ptr;
o Variable x: At address 0x1000, value 42.

o Punter ptr: At address 0x2000, value 0x1000 (address of x). Green arrow from
ptr to x.

o Punter pptr: At address 0x3000, value 0x2000 (address of ptr). Red arrow from
pptr to ptr.

e Chain of indirection: pptr -> ptr -> x.
Access Paths:

e x: Direct value.

o *ptr: Follow green arrow to get 42.

o *x*xpptr: Follow red arrow to get ptr, then follow green arrow to get 42.
Modification Examples from Code:

o *xxpptr = 100;: Changes x to 100. Path: pptr -> ptr -> x.

o *pptr = &y;: Changes ptr to point to a new variable y. Path: pptr -> ptr. Now
the green arrow from ptr points to y.

Levels of Indirection Concept:
o Each * in a type or expression adds one level of indirection.
e int: 0 levels, direct value.
e int*: 1 level, points to value.
e int**: 2 levels, points to pointer that points to value.
o Each * operator in an expression removes one level of indirection.
Why This Matters:
o Dynamic Data Structures: Trees and linked lists often use multiple indirections.

e Function Arguments: To modify a pointer, you need its address, hence a pointer
to pointer.

e Understanding Complex Declarations: Helps parse declarations like char
x*kargv[].

Student Exercise: Draw the memory diagram for: int a=1,b=2; int *pl=&a,*p2=&b;
int **pp = &pl; *pp = p2;. What does *pl equal now?
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Multiple levels of indirection create a chain. Each * operator follows one link. Pointers
to pointers are needed to modify a pointer variable from a function.



37

7 Common Pointer Applications

7.1 Slide 21: Example 1: Array Manipulation Functions (1/3)

Core Concept: "Practical examples of using pointers for common array operations: re-
versing, rotating, searching. Demonstrates pointer arithmetic and the two-pointer tech-
nique.”

Program Overview:
o Implements several array functions using pointers.
o Uses pointer arithmetic for traversal.
« Shows the two-pointer technique (start and end pointers meeting in the middle).
o Demonstrates modifying array size via a pointer parameter.

Code Structure (Part 1 — Prototypes and Main):

#include <stdio.h>
#include <string.h>

// Function prototypes using pointers

void reverse_array(int *arr, int n);

void rotate_left(int *arr, int n, int k);

int find_element (const int *arr, int n, int key);
void remove_duplicates(int *arr, int *n);

// Helper functions
void print_array(const int *arr, int n);
void swap(int *a, int *b);

int main(void) {
int numbers[] = {1, 2, 3, 4, 5, 6, 7, 8};
int size = sizeof (numbers) / sizeof (numbers[0]);

printf ("Original array:\n");
print_array (numbers, size);

// Reverse array
reverse_array (numbers, size);
printf ("After reversal:\n");
print_array(numbers, size);

// Rotate left by 2 positions
rotate_left (numbers, size, 2);

printf ("After rotating left by 2:\n");
print_array (numbers, size);

// Find element
int key = 5;
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33 int pos = find_element (numbers, size, key);

34 if (pos != -1) {

35 printf ("Element %d found at index %d\n", key, pos);
36 } else {

37 printf ("Element %d not found\n", key);

8 }

39

40 return O;

noF

Design Notes:
» Functions use pointer parameters (int *arr) for arrays.
« const is used for functions that don’t modify the array (print_array, find_element).

» remove_duplicates takes int *n to allow it to update the caller’s size variable.
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7.2 Slide 22: Example 1: Array Manipulation Functions (2/3)

Helper and Core Function Implementations

Print and Swap Helpers:

// Print array using pointer arithmetic
void print_array(const int *arr, int n) {
for (const int *p = arr; p < arr + n; p++) {
printf("%d ", *p);
}
printf ("\n");

// Swap two integers using pointers
void swap(int *a, int *b) {

int temp = *a;
*a = *xb;
*b = temp;

}

Note: The loop in print_array elegantly uses pointer comparison (p < arr + n). arr
+ n points just past the last element, a valid address for comparison.

Reverse Array (Two-Pointer Technique):

// Reverse array in place

void reverse_array(int *arr, int n) {
int *start = arr; // Pointer to first element
int *end = arr + n - 1; // Pointer to last element

while (start < end) {
swap (start, end); // Swap values pointed to
start++; // Move start pointer forward
end--; // Move end pointer backward

}

Key Insight: This algorithm swaps elements from the ends towards the center, stopping
when the pointers meet or cross. It’s efficient and clean.

Rotate Left (Using Reversal Algorithm):

// Rotate array left by k positions using reversal
void rotate_left(int *arr, int n, int k) {
k = k % n; // Handle case where k >= n

// Reverse first k elements
reverse_array (arr, k);

// Reverse remaining elements
reverse_array(arr + k, n - k);
// Reverse entire array
reverse_array(arr, n);
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3

Algorithm Insight: This is a classic in-place rotation algorithm (O(n) time, O(1)
space). Note the use of arr + k to pass a pointer to the k-th element as the start of a
sub-array.

Find Element (Linear Search):

// Find element using pointer arithmetic
int find_element(const int *arr, int n, int key) {

const int *p = arr;
for (int i = 0; i < n; i++, p++) {
if (xp == key) {
return i; // Return index
}
+

return -1; // Not found
}

Note: The loop increments both index i and pointer p in parallel. Could also be written
as for (const int *p = arr; p < arr + n; pt++).
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7.3 Slide 23: Example 1: Array Manipulation Functions (3/3)

Advanced Function and Key Insights

Remove Duplicates from Sorted Array:

1 // Remove duplicates from sorted array

> // Returns new size via pointer parameter
s void remove_duplicates(int *arr, int *n) {
4 if (*n <= 1) return;

5

6 int *read = arr + 1; // Pointer to current element being read

7 int *write = arr + 1; // Pointer to where next unique element
goes

8 int unique_count = 1; // At least first element is unique

9

10 while (read < arr + *n) {

11 // If current element is different from last written unique

12 if (*read != *(write - 1)) {

13 xwrite = *read; // Copy to unique position

14 write++; // Advance write pointer

15 unique_count++;

16 }

17 read++; // Always advance read pointer

18 }

19

20 *n = unique_count; // Update the caller's size variable

21 }

Algorithm: This is the standard in-place duplicate removal for sorted arrays (Two-
pointer/read-write pointer technique). write always points to the next position for a
unique element. Complexity O(n).

Sample Output:

1 Original array:

21 2345678

3 After reversal:

187 654321

s After rotating left by 2:
65432187

7 Element 5 found at index 1

Punter Techniques Used:
e Punter arithmetic in loops: p++, arr + i.
« Two-pointer technique: start/end in reverse, read/write in duplicate removal.
o Modifying array in place: All operations work on original array.
 Returning values via pointer parameters: remove_duplicates updates size.

Key Insights for Students:
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e arr + n points just past the last element; valid for comparison but not dereferenc-
ing.

e const on pointer parameters protects data and documents intent.
 Pointers can traverse the same array at different speeds (read/write pointers).
o Many array algorithms become elegant with pointer arithmetic.

Student Exercise: Implement rotate_right using a similar reversal strategy. Imple-
ment a function to merge two sorted arrays using pointers.

Pointer arithmetic enables clean, efficient array algorithms. The two-pointer technique is
a powerful pattern for in-place operations.
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7.4 Slide 24: Example 2: String Processing with Pointers

(1/3)

Core Concept: "Implementing common string operations (like standard library func-
tions) using pointers demonstrates character-by-character traversal and pointer arith-
metic on charx.”

Program Overview:

« Implements basic string functions: length, copy, reverse, compare, uppercase con-
version.

e Shows direct manipulation of characters via pointers.
 Highlights the importance of the null terminator (\0).
Code Structure (Part 1 — Prototypes and Main):

#include <stdio.h>
#include <ctype.h>

// Function prototypes

int string_length(const char *str);

void string_copy(char *dest, const char *src);

void string_reverse(char *str);

int string_compare(const char *sl1, const char *s2);
void string_to_upper (char *str);

int count_words (const char *str);

int main(void) {
char str1[100] = "Hello World";
char str2[100];

printf ("String 1: %s\n", stril);
printf ("Length: %d\n", string_length(strl));

// Copy string
string_copy(str2, stril);
printf ("Copied string: %s\n", str2);

// Reverse string
string_reverse(stril);
printf ("Reversed: %s\n", stril);

// Compare strings
int cmp = string_compare(strl, str2);
printf ("Comparison result: %d\n", cmp);

// Convert to uppercase
string_to_upper(str2);
printf ("Uppercase: %s\n", str2);
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// Count words

char sentence[] = "The quick brown fox";
printf ("Words in '%s': %d\n", sentence, count_words(sentence));
return O;

}

Note: These are simplified versions for learning. In real code, use the standard library
functions (strlen, strcpy, etc.) which are highly optimized.
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7.5 Slide 25: Example 2: String Processing with Pointers

(2/3)

Function Implementations

String Length:

1 // String length (like strlen)
2 int string_length(const char #*str) {

3 const char *p = str;

4 while (xp !'= '\0') {

5 pt+;

6 }

7 return p - str; // Pointer subtraction gives number of chars
s }

Key: The loop advances the pointer until it finds the null terminator. The difference
between the final pointer and the start is the length.

String Copy:

1 // String copy (like strcpy)
> void string_copy(char #*dest, const char *src) {

3 while (*src != '\0') {

4 *dest = *src; // Copy character

5 dest++;

6 src++;

7 }

8 *dest = '\0'; // Don't forget the null terminator!

o }

Pitfall: Forgetting the null terminator is a common bug, resulting in a non-string. Also,
this version does not check for destination buffer overflow (real strcpy doesn’t either;
safer is strncpy).

String Reverse (In-place):

1 // String reverse

> void string_reverse(char xstr) {
3 char *start = str;

4 char *end = str;

6 // Find end of string (the character before null terminator)
7 while (xend != '\0') {

8 end++;

9 }

10 end--; // Point to last character (not the null)

// Swap characters from ends to middle
while (start < end) {

char temp = *start;

*start = *end;

*end = temp;
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start++;
end--;

}

Note: Similar to array reversal, but we first find the end of the string by scanning for

\0.

String Compare:

// String compare (like strcmp)
int string_compare(const char #*sl, const char x*s2) {

while (*s1 && *s2 && *s1 == *s2) {
sl++;
s2++;
}
// Return difference of first differing characters (or 0 if both
\0)
return *sl1 - *s2;

}

Logic: Advance while characters are equal and neither string has ended. The final
subtraction gives:

o 0 if both strings ended together (equal).
o Positive if s1 character is greater.
o Negative if s2 character is greater.

This matches strcmp semantics.
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7.6 Slide 26: Example 2: String Processing with Pointers

(3/3)

More Functions and Summary

Convert to Uppercase:

// Convert to uppercase
void string_to_upper (char #*str) {

while (*str != '\0') {
*str = toupper (*str); // from ctype.h
str++;

}

¥

Simple: Traverse and modify each character in place.

Count Words:

// Count words in string (words separated by whitespace)
int count_words (const char *str) {

int count = O;

int in_word = O0;

while (*str != '\0') {
if (isspace(*str)) A{
in_word = 0; // Not in a word
} else if ('in_word) {
// Transition from not-in-word to in-word

count++;
in_word = 1;
str++;

}

return count;

}

Algorithm: State machine: in_word tracks if we’re inside a word. Increment count
when we enter a new word (see a non-space after a space or start).

Sample Output:

String 1: Hello World
Length: 11

Copied string: Hello World
Reversed: dlroW olleH

Comparison result: -33 (depends on character values)
Uppercase: HELLO WORLD
Words in 'The quick brown fox': 4

Punter Techniques Demonstrated:

o Traversal with while (xp != '\0'): The fundamental string loop.
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Punter increment (p++): Moves to next character.

Punter subtraction for length: end - start.

Two-pointer technique for reversal: start and end.

const for source strings: Prevents modification.
Key Insights for Students:
o Strings are null-terminated character arrays. The loop condition relies on this.
o Pointer arithmetic works naturally on char* because sizeof (char) is 1.
o Always preserve the null terminator when creating or modifying strings.
e *xgtr accesses the current character; str++ moves to the next.

Student Exercise: Implement string_to_lower and string_concatenate (like strcat)
using pointers.

String processing with pointers involves character-by-character traversal until the null
terminator. Pointer arithmetic simplifies these operations.
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8 Common Errors and Pitfalls

8.1 Slide 27: Common Pointer Errors in C

Core Concept: "Pointers are powerful but prone to specific, often catastrophic, errors.
Recognizing these categories helps in prevention and debugging.”

Declaration/Initialization Errors:

1.

2.
3.
4.

Uninitialized pointers: Contain garbage; dereferencing leads to undefined be-
havior.

Wrong type pointers: e.g., int *p = &double_var; causes aliasing issues.
int* p, q; misunderstanding: Only p is a pointer; q is an int.

Forgetting & when initializing: int *p = x; instead of int *p = &x;.

Dereferencing Errors:

D.
6.
7.
8.

Dereferencing NULL pointer: Guaranteed crash (segmentation fault).
Dereferencing uninitialized pointer: Random crash or data corruption.
Dereferencing freed pointer (dangling pointer): Use-after-free error.

Wrong level of indirection: Using * when ** is needed, or vice versa.

Memory Errors:

Memory leaks: Allocating with malloc but never free.

Dangling pointers: As above, but also pointers to local variables that have gone
out of scope.

. Double free: Calling free on the same pointer twice.

Buffer overflow via pointers: Writing past allocated memory (e.g., via pointer
arithmetic).

Arithmetic and Logic Errors:

Punter arithmetic on non-array pointers: Adding to a pointer that doesn’t
point into an array.

Going out of bounds: Accessing array[size] or array[-1].
Wrong pointer subtraction: Subtracting pointers to different arrays.

Assuming pointer size equals data size: sizeof (pointer) is not sizeof (*pointer).
On 64-bit systems, pointers are 8 bytes, but they can point to 4-byte ints.

Student Exercise: For each error category, write a small code snippet that demonstrates
the error (but maybe don’t run the dangerous ones!).
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Common pointer errors include uninitialized use, NULL dereference, memory leaks, dan-
gling pointers, and incorrect pointer arithmetic. Vigilance and defensive programming
are required.
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8.2 Slide 28: Pointer Error Examples

Concrete Code Examples of Dangerous Pointer Mistakes

// 1. Uninitialized pointer
int *p;
*p = 10; // CRASH! Where does p point? (Undefined Behavior)

// 2. NULL pointer dereference
int *q = NULL;
*q = 5; // CRASH! Segmentation fault.

// 3. Wrong type assignment (bad aliasing)

double d = 3.14;

int *ptr = &d; // Wrong type! Compiler may warn.

printf ("%d\n", *ptr); // Interprets double bits as int (nonsense).

// 4. Returning pointer to local variable
int* bad_func(void) {

int x = 10; // Local (on stack)

return &x; // ERROR: x destroyed when function returns
} // Caller gets dangling pointer.

// 5. Confusing * in declaration vs use
int* a, b; // a is pointer, b is int (not pointer!)
int *c, *d; // Both pointers (correct).

// 6. Invalid pointer arithmetic
int x, y;

; int *p = &x;

p=p+ 1; // WRONG: not pointing into an array. Undefined.

// 7. Buffer overflow via pointer
char buffer[10];

char *ptr = buffer;

for (int i = 0; i < 20; i++) {

xptr = 'A'; // Overflow! Corrupts adjacent memory.
ptr++;

}

// 8. Dangling pointer after free

int *ptr = malloc(sizeof (int));

free(ptr);

*ptr = 10; // ERROR: ptr is dangling! Undefined behavior.

// 9. Wrong level of indirection
int val = 10;

int *p = &val;

int **pp = &p;

; printf ("%d\n", #*pp); // WRONG: prints address (value of p)

printf ("%d\n", *xpp); // CORRECT: prints 10
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How to Fix These:

Initialize: int *p = &some_int; or = NULL.

Check for NULL before dereferencing.

Use correct pointer types. Use void* for generic pointers if needed.

Don’t return addresses of locals. Use dynamic allocation or pass buffer from caller.
Declare pointers clearly: int *a, *b;.

Only do pointer arithmetic within arrays/allocated blocks.

Check bounds in loops; use safe functions (strncpy, snprintf).

Set pointer to NULL after free.

© ® N e ot WD

Understand the indirection level needed.

These examples show classic pointer bugs. Learning to recognize and avoid them is crucial
for writing robust C code.
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8.3 Slide 29: Debugging Pointer Problems

Core Concept: "Systematic approaches and tools to find and fix pointer-related bugs.”
Debugging Techniques:

1. Print pointer values with %p: printf("ptr = %p\n", (void*)ptr); Shows
the actual address. Compare with expected addresses.

2. Check for NULL before dereferencing: Add defensive checks, at least during
debugging.

3. Use debugger watchpoints: Set a watchpoint on a memory address to break
when it changes.

4. Add assertion checks: assert(ptr != NULL); assert(index >= 0 && index
< size);. Helps catch bugs early (requires <assert.h>).

5. Test with simple cases first: Use small, known arrays and values to verify logic.
Prevention Strategies:

o Always initialize pointers: To NULL or a valid address.

o Use const when appropriate: Prevents accidental writes.

o Check return values from malloc/calloc: They can return NULL on failure.

» Set pointers to NULL after free: Prevents accidental use of dangling pointers.

e Document pointer ownership: Who allocates? Who frees? Clear responsibility
prevents memory leaks and double frees.

Common Fixes for Specific Errors:
o Missing &: Add & when passing variable address to a function expecting a pointer.
e Uninitialized pointer: Initialize at declaration.
« Wrong pointer type: Use correct type or explicit cast with understanding.
o Out-of-bounds access: Add bounds checking; review loop conditions.
Tools for Detection:

o Compiler warnings: Always use -Wall -Wextra -pedantic. Treat warnings as
errors (-Werror) in development.

» Static analyzers: Tools like Clang Static Analyzer, Coverity, or PVS-Studio can
detect potential pointer issues.

+ Address sanitizers (-fsanitize=address): Instrumentation that detects out-
of-bounds access, use-after-free, double-free at runtime. Very powerful.

« Valgrind: Runs program in a virtual machine, detects memory leaks, invalid read-
s/writes, use of uninitialized memory.

« Debuggers (GDB, LLDB): Step through code, inspect variables and memory,
set breakpoints and watchpoints.
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Student Practice: Take a piece of code with a known pointer bug (e.g., buffer overflow),
run it with valgrind or address sanitizer, and interpret the output.

Use compiler warnings, assertions, sanitizers, and debuggers to catch pointer errors. De-
fensive coding (initialization, checks) prevents many issues.
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9 Best Practices

9.1 Slide 30: Pointer Best Practices (1/2)

Core Concept: ”Adopting consistent habits makes pointer code safer, more readable,
and maintainable.”

Declaration & Initialization:

o Always initialize pointers: Either to NULL or a valid address. int *p = NULL;
or int *p = &x;.

o Use NULL for empty pointers: Clearly indicates "not pointing to anything yet.”
e Declare pointers close to use: Improves readability.
e Use descriptive names: node_ptr, data_array vs p, arr.

o Consider typedef for complex pointers: e.g., typedef int* IntPtr; but use
sparingly as it can hide indirection level.

Dereferencing:

e Check for NULL before dereferencing: Essential for function arguments that
could be NULL.

o Use appropriate indirection level: Ensure number of * matches the pointer’s
type.

« Validate pointer arithmetic: Ensure operations stay within bounds of allocated
memory.

« Be careful with pointer casts: Casting can bypass type safety; know what
you're doing.

Function Parameters:

o Use const for read-only pointers: Protects data and documents intent. void
print(const char *str);.

e Document pointer ownership: In comments, indicate if function takes owner-
ship (must free), borrows (caller retains ownership), or allocates.

» Consider pointer validity in preconditions: State if parameter must be non-
NULL, point to an array of size n, etc.

o Use pointer parameters for "out” values: When a function needs to return
additional data.

Memory Management:
e« Match malloc/free calls: Every allocation should have exactly one deallocation.
o Set pointers to NULL after freeing: Prevents dangling pointer accidents.

e Check malloc return value: if (ptr == NULL) /* handle error */ .
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e Avoid returning pointers to local data: Local variables die when function
returns.

Student Exercise: Review your previous pointer code. How many of these practices
did you follow? Refactor to include missing ones.

Best practices: initialize, check for NULL, use const, document ownership, match alloca-
tion/deallocation, and set pointers to NULL after free.
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9.2 Slide 31: Pointer Best Practices (2/2)

Additional guidelines for safe and effective pointer usage.

Punter Arithmetic:

¢ Only use within arrays or allocated memory: Pointer arithmetic is only
defined for pointers into a single object (array).

e Check bounds before accessing: Especially when index is calculated or from
user input.

» Use pointer subtraction for distance: elements_between = end_ptr - start_ptr;.

o Prefer array notation [] for clarity: array[i] is often clearer than *(array
+ i), especially for complex expressions.

Testing:

o Test with NULL pointers: Ensure functions handle them gracefully.

o Test with valid pointers: Normal use case.

» Test boundary conditions: Empty arrays, single element, full capacity.

« Test after free operations: Ensure no accidental use of dangling pointers.
Key Principles:

e A pointer must point to valid memory: Before dereferencing.

o« Know who owns allocated memory: Clear ownership model prevents leaks and
double frees.

o Document pointer invariants: e.g., "This pointer is always non-NULL after
init,” or "This pointer may be NULL.”

o Use tools to detect errors: Compiler warnings, sanitizers, valgrind.

o Write clear, simple pointer code: Avoid overly clever pointer tricks that are
hard to understand.

Safety Guidelines Summary:
1. Initialize all pointers.
2. Check for NULL before use.
3. Validate pointer arithmetic bounds.
4. Use const correctness.
5. Clean up allocated memory (free, set to NULL).

Connection to Next Topic: These practices are especially critical for next week’s topic:
Dynamic Memory Management (malloc, free), where you manually control memory
lifetime.
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Final Thought: Mastery of pointers is not about writing the most compact code; it’s
about writing code that is correct, safe, and understandable.

Student Exercise: Write a function that allocates an array of integers, fills it, and
returns it. Document who owns the memory and how it should be freed.

Safe pointer arithmetic, thorough testing, and adherence to core principles (validity,
ownership, clarity) are essential for robust C programs.
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10 Summary and Next Steps

10.1 Slide 32: What We’ve Learned Today

Core Concept: "A comprehensive review of pointers, from basic concepts to applica-
tions, solidifying the understanding of this core C feature.”

Punter Fundamentals:

» Pointers store memory addresses: They are variables that hold locations, not
values.

« Operators: & (address-of), * (dereference): & gets address, * accesses value
at address.

o Punter declaration and initialization: Syntax, the importance of initialization
to NULL or valid address.

« NULL pointer concept: The safe "points to nothing” value.
Pointers and Arrays:
e Array name as pointer to first element: array decays to &array[0].
o Punter arithmetic: p + i, p - i, scaling by type size.
o Array indexing equivalence: arr[i] = *(arr + i).

e Arrays decay to pointers in functions: Explains pass-by-reference behavior
for arrays.

Pointers and Functions:
« Pass-by-reference using pointers: Allows functions to modify caller’s variables.
e Modifying function arguments: The swap function pattern.
e Returning multiple values via pointers: Output parameters.

» const pointer parameters: For safety and clarity when data shouldn’t be mod-
ified.

Advanced Pointer Concepts:
o Arrays of pointers: Flexible data structures, especially for strings.
« Pointers to pointers (int **): For modifying pointers or dynamic 2D arrays.
o Punter arithmetic with different types: Scaling depends on sizeof (type).
e String processing with pointers: Character-by-character traversal.
Programming Skills Gained:
« Writing pointer-based functions: For array/string manipulation.

« Debugging pointer errors: Recognizing common pitfalls.
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« Safe pointer practices: Initialization, NULL checks, const usage.

» Efficient array/string processing: Using pointer arithmetic and two-pointer
techniques.

Key Insights:
» Pointers provide low-level memory access, which is C’s power and responsibility.

o Understanding pointers is key to mastering C and understanding how computers
work.

o Arrays and pointers are deeply related; one illuminates the other.
Student Self-Assessment:

1. Can you explain what a pointer variable stores?

2. Can you write a function that swaps two integers using pointers?

3. Can you traverse an array using only pointer arithmetic?

4. Can you explain why arr[i] works when arr is a pointer?

5. Can you identify a potential dangling pointer in code?

Today covered the core of pointers: addressing, operators, relationship with arrays, pass-
by-reference, and common applications. Practice is essential.
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10.2 Slide 33: Practice Exercises for Next Week

Core Concept: "Targeted exercises to solidify pointer understanding and prepare for
dynamic memory management.”

Beginner Exercises:

1. Basic pointer operations: Declare, initialize, dereference, print addresses and
values.

2. Swap function using pointers: Swap two integers, then two strings (pointers).

3. Array traversal with pointers: Print, sum, find max/min using only pointer
arithmetic (no [J).

4. String length without strlen: Implement using pointer traversal.
Intermediate Exercises:

5. Reverse array using pointers: Implement reverse_array with two pointers.

6. String copy without strcpy: Implement safely with a size limit.

7. Find min/max in array using pointers: Return both via pointer parameters.

8. Array of strings sorting: Sort an array of string pointers alphabetically.
Advanced Exercises:

9. Matrix operations with pointers: Implement matrix multiplication using pointer
arithmetic.

10. Implement simple malloc/free: (For learning) manage a fixed-size heap pool.

11. Linked list basics: Create a simple singly linked list using a struct with a pointer
to next node.

12. Function pointers introduction: Declare a function pointer, assign it to printf,
and call through it.

How to Approach Exercises:

o Start with diagrams: Draw memory pictures for pointer relationships.

« Use debug prints: Print addresses (%p) and values at each step.

o Test with small data: Easy to verify manually.

« Compare with non-pointer versions: Reinforces understanding of equivalence.
Next Lecture Preview: Dynamic Memory Management

e malloc, calloc, realloc: Allocating memory at runtime.

« free: Releasing memory to prevent leaks.

e Memory leaks and dangling pointers: How to avoid them.

e« Dynamic data structures: Building lists, trees that grow and shrink.
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Student Preparation: A solid grasp of pointers is the absolute prerequisite for dynamic
memory. Complete these exercises to ensure you're ready.

Practice pointer operations, array /string functions, and basic data structures. Next week,
we use pointers to control memory dynamically.
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10.3 Slide 34: Final Thoughts and Resources

Core Concept: "Pointers are a cornerstone of C programming. Mastering them opens
doors to system programming, data structures, and understanding how software interacts
with hardware.”

Common Pitfalls Recap:

Forgetting to initialize pointers: Leads to garbage addresses and crashes.
Dereferencing NULL pointers: Guaranteed crash.

Memory leaks: Allocating but not freeing.

Buffer overflows: Writing past allocated memory via pointers.

Wrong pointer arithmetic: Assuming byte offsets instead of element offsets.

Returning pointers to local data: Dangling pointers.

Debugging Tips Summary:

1.

D.

Print addresses with %p: Visualize pointer values.

. Use debugger watchpoints: Catch invalid memory accesses.

2
3.
4

Add bounds checking: Manual checks in development code.

. Test with Valgrind/AddressSanitizer: Essential tools for memory error detec-

tion.

Start simple: Build complexity gradually, testing at each step.

Further Resources:

Course website: Slides, example code, additional exercises.

Book - K&R ”The C Programming Language”: Chapter 5 is dedicated to
pointers and arrays. The definitive resource.

Book - ?Understanding and Using C Pointers” by Richard Reese: Entire
book focused on pointers.

Online pointer visualization tools: Interactive websites that animate pointer
operations.

Practice platforms: LeetCode, HackerRank have many pointer/array problems.

Key Takeaways:

Pointers = memory addresses: They reference data, they are not the data
itself.

& gets address, * accesses value: Fundamental operators.
Arrays and pointers are closely related: Array name decays to pointer.
Pointers enable pass-by-reference: Functions can modify arguments.

Be careful with pointer arithmetic: Understand scaling and bounds.
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o Always validate pointers: Check for NULL, ensure they point to valid memory.
Continued Learning Path:

e Next: Dynamic Memory Management — using malloc, free, building dy-
namic arrays.

e Then: Structures — combining different data types, pointers to structures.

o Then: File I/O - reading/writing structured data.

o Then: Advanced Algorithms & Data Structures — all built on pointers.
Final Advice:

« Practice consistently: Pointers become intuitive with use.

o Don’t fear the segfault: It’s a learning opportunity—use tools to diagnose.

 Read good code: Look at open-source C projects to see pointer usage patterns.

o Ask questions: When a pointer concept is unclear, seek clarification.

Congratulations on completing Lecture 5! You’ve tackled one of the most
challenging but rewarding topics in C. With pointers, you now have the key
to low-level programming.
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