C Programming Course

Lecture 5: Pointers - Addressing Memory Directly

Fabio Grazioso

Astana IT University



Review and Introduction




What We've Learned & What's Next

Last Week Recap: Today’s Focus: Pointers
@ Arrays: collections of same-type @ Variables that store memory
data addresses

@ Array declaration and initialization Pointer operators: & and *

@ Accessing elements with indices Relationship with arrays

@ Passing arrays to functions Pass-by-reference using pointers

@ Multi-dimensional arrays Dynamic memory management

(next time)

Limitation:

o Arrays are passed as pointers
Y P P [ Goal Today J

@ Functions can modify original
arrays ‘

Understand memory
addressing

@ Need to understand memory
addresses

@ Want more control over memory

Use pointers for
efficient programming

1/34



What are Pointers?




Pointers: Memory Address Variables

What are pointers? Why use pointers?
@ Variables that store memory addresses o Efficiency: Avoid copying large

@ Point to other variables or memory data
locations o Flexibility: Dynamic memory
o Declared with * operator allocation
o Can be thought of as "arrows" o Functionality: Modify function
pointing to data arguments
@ Enable indirect access to data o Arrays: Essential for array
operations
Analogy: o Data Structures: Required for
@ Like a business card with an address linked lists, trees, etc.
o Card itself (pointer) isn't the person
(value) Memory Concept
o Card tells you where to find the Every variable has an
person address in memory
Pointers store these

@ You follow the address to reach the

person addresses 2/34




Pointer Basics and Operators (1/4)

Address-of Operator &:

@ Gets memory address of a variable 1
2
o Prefix operator 3
4
@ Result is a pointer

@ &variable gives address of ’

variable 6

7

Dereference Operator *: 8
@ Accesses value at a memory °

address
@ Also called indirection operator

@ *pointer gives value pointer
points to

@ Inverse of &

Basic Example:

int x = 10; // Regular variable
int *ptr; // Pointer to int
ptr = &x; // ptr now stores

address of x
printf ("%p\n", ptr);
address

// Prints

printf ("%d\n", *ptr); // Prints 10 (
value at address)
*ptr = 20;
20
printf ("%d\n", x);

// Changes x to

// Prints 20

Key Relationship: & and * are inverse
operations. If ptr = &x, then *ptr
equals x.
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Pointer Basics and Operators (2/4)

Memory Visualization:

int x = 10;
Variable x| Points to [Pointer ptr| int *ptr = &x;
0x1000 // ptr contains 0x1000
Address: 0x1000 Address: 0x2000 ~ // *Ptr gives 10
*ptr = 20;
Variable x| Points to |[Pointer ptr // Changes x to 20
0x1000 printf("%d", x); // 20
Address: 0x1000 Address: 0x2000  Printf("%d", *ptr); // 20

4/34



Pointer Basics and Operators (3/4)

Pointer Declaration: Common Mistakes:

// Pointer to int
int =*pil;

int x = 10;
int *ptr;

// Pointer to double

1
2

3

4 // ERROR: Using uninitialized pointer
5 double *p2;

6

B

8

9

*ptr = 5; // CRASH! Where does ptr
point?

oo w N R

// Pointer to char 6
char *p3; 7 // CORRECT: Initialize first

8 ptr = &x; // Now ptr points to x
10 // Multiple pointers (correct) 9 *ptr = 5; // 0K: changes x to 5
0

11 int *p4, *p5; 1

12 11 // ERROR: Wrong operator
13 // One pointer, one int (wrong!) 12 int *p = x; // WRONG! x is int, not
14 int* pé, p7; // p6 is pointer, p7 address

is int! 13

14 // CORRECT:
15 int *p = &x; // RIGHT! &x is address

Key Points:
@ Always initialize pointers before use
@ int* p, q; makes p pointer, q int
@ Use & to get address for initialization
o Uninitialized pointers cause undefined behavior 5/34



Pointer Basics and Operators (4/4)

Null Pointer:

@ Special pointer value meaning
"points to nothing"

@ Defined as NULL (usually 0)

@ Good practice: initialize
pointers to NULL

@ Check for NULL before
dereferencing

Dangling Pointer:
@ Pointer that points to invalid
memory
o Example: pointer to freed
memory

@ Using it causes undefined
behavior

o Set to NULL after freeing

Examples:

// Good: initialize to NULL
int *ptr = NULL;

// Check before use

if (ptr != NULL) {
*xptr = 10; // Safe

}

// Bad: uninitialized

// Contains garbage
// DANGEROUS!

int *bad_ptr;
// *bad_ptr = 5;

// After freeing memory

free(some_ptr);

some_ptr = NULL;
pointer

// Prevent dangling

Best Practices:
o Always initialize pointers (to NULL or

valid address)
@ Check for NULL before dereferencing
@ Document what a pointer points to

@ Use const when pointer shouldn’%/34
modify data



Pointers and Arrays




The Array-Pointer Relationship (1/3)

Fundamental Relationship: Why Index 07
@ Array name acts as pointer to first @ arr[0] means "value at arr + 0"
element @ arr[i] means "value at arr + i"
e array = &array[0] @ Pointer arithmetic: adding i moves
@ Arrays decay to pointers when i elements
passed to functions o Starting at 0 makes math natural
o Pointer arithmetic works on arrays
Demonstration:
Key Equivalences: 1 int arr([3] = {10, 20, 30};
L int arr(5] = {1, 2, 3, 4, 5}; i int *p = arr; // Points to arr[0]
2 N no " .
3 // These are equivalent: 4 Prlntéﬁ)ﬂd\n , *p); // 10 (arr
4 arr[2] = 10; ; "y " .
5 x(arr + 2) = 10; 5 Prlntég>ﬂd\n , *(p+1)); // 20 (arr
6 3 no " .
7 // These are equivalent: 6 Prlntéﬁ)ﬁd\n , *(p+2)); // 30 (arr
¢ int *p = &arr[0]; ; wo N .
9 int *p = arr; 7 printf ("%d\n", pl[1]); // 20 (array

syntax works!)

7/34



The Array-Pointer Relationship (2/3)

Memory Layout Visualization: Array as Pointer

arr[0] arr[1] arr[2] arr[3]

10 20 30 40
Addfess: Address: _Address: Address:
0x1000| + 0%*4 031000 + 1x4 _ -~ 0x1000 + 2%4 0x1000 + 3%4

*p =[10 e -7

-

_-

/’,’,”,’ *(P+2) =30

PR

HprlyZ20 -

A

Pointer p
0x1000

Points to arr[0]

Pointer Arithmetic:

Key Formulas: ) Adding 1 to pointer moves
arr [1]. = *(arr +,1) by sizeof (type) bytes
karz([i] cAT * t p + i = address of element i
*(arr + 1) = arr(i] Assumes int = 4 bytes here
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The Array-Pointer Relationship (3/3)

Pointer Arithmetic:
@ Adding to pointer moves by type
size
@ p + 1 moves to next element
@ p - 1 moves to previous element

@ Subtraction gives distance in

elements

Examples:

int arr[5] = {10, 20, 30, 40, 50};

int *p = arr; // Points to arr
[o]

pH+; // Now points to
arr [1]

printf ("%d\n", *p); // 20

p += 2; // Now points to
arr [3]

printf ("%d\n", *p); // 40

int *q = &arr[4]; // Points to arr

[4]

Differences: Array vs Pointer

@ Array name is constant pointer
Can’t change what array points to
Can’t do array++

Pointer variable can be reassigned

Can do pointer++

Example:

int arr[5];
int *p = arr;
pP*+; // OK: p now points to arr
[1]
arr++; // ERROR: arr is constant
p = arr + 3;
arr = p;
array

// OK: reassign pointer
// ERROR: can't reassign

9/34



Pointers and Functions




Pass-by-Reference Using Pointers (1/

Problem: Pass-by-Value Classic Example: Swap Function

@ C passes arguments by value // WRONG: pass-by-value

1
. . 2 void bad_swap(int a, int b) {
o Function gets copies of arguments int temp = a;
, . . . 4 a = b;
o Can't modify original variables 5 b = temp; // Only local copies
. .. swapped
o Need way to modify originals . PP
7
. . 8 // CORRECT: pass-by-reference
Solution: Pass-by-Reference o void swap(int *a, int *b) {
. . 10 int temp = *a;
o Pass address of variable (pointer) '’ I
@ Function receives pointer 12 *b = temp; // Originals are
swapped
o Can modify value at address 15}

@ Achieves "pass-by-reference" effect

10/34



Pass-by-Reference Using Pointers (2/3)

Swap Function in Action:

Before swap() call

X y int x = 5, y = 10;
5 10 swap (&x, &y);
Address] 0x1000 AddressLOx1004
Inside wap ) void swap(int *a, int *b) {
A (pointer) b (pointer) izt:i’;‘? = *a;
OX].OOO 0X1 04 *b = tex;lp;
Points to x Points to y +

After swap() returns

y
10 5

11/34



Pass-by-Reference Using Pointers (3/3)

Common Pattern: Multiple Returns Pointer Parameters Best Practices:

@ Functions can only return one value @ Use const when function

@ Use pointers to "return" additional shouldn’t modify data

values @ Check for NULL pointers when

@ Pass addresses where results should appropriate

go @ Document what pointers point to
@ Common in library functions @ Use descriptive parameter names
Example: Divmod Function o Consider error return values

Example with const:

1 // Returns quotient and remainder via
1 // Safe: can't modify data through

pointers

> void divmod(int dividend, int divisor, pointer

3 int *quotient, int * 2 void print_value(const int *ptr) {
remainder) { 3 if (ptr != NULL) {

4 *quotient = dividend / divisor; 4 printf ("Value: %d\n", *ptr);

5 *remainder = dividend % divisor; 5 }

6 ¥ 6 // *ptr = 10; // ERROR: ptr is

7 const!

8 int main(void) { 7}

9 int q, r; 8

0 divmod (17, 5, &q, &r); 9 // Use for read-only access to arrays

1 printf("17 / 6 = %d R %d\n", q, r) 10 double average(const double arr[],
; int n) {

2 return 0; 11 // Can read arr[i] but not ﬂﬁhﬂﬁﬁ



Pointer Arithmetic




Understanding Pointer Arithmetic (1/3)

How Pointer Arithmetic Works:
@ Adding to pointer moves by type

size
@ p + n = address of p[n]
® p - n = address of p[-n]

@ Subtraction gives distance in
elements

Type Matters:
@ char *: add 1 moves 1 byte
@ int *: add 1 moves 4 bytes
(typically)
@ double *: add 1 moves 8 bytes
(typically)

@ Compiler handles scaling
automatically

14 printf ("%p\n",

Examples:

char chars[5] =
8

int ints([5] = {1, 2, 3, 4,

double doubles[5] = {1.1, 2.2,
4.4, 5.5%};

char *cp =
int *ip =
double *dp =

chars;
ints;
doubles;
printf ("%p\n", cp); // Address of
chars [0]
printf ("%p\n",
chars [1]
// Difference:

cp+1); // Address of

1 byte

printf ("%p\n", // Address of

ints [0]

ip);

ip+1); // Address of
ints [1]

// Difference:

4 bytes (typical)

printf ("%p\n", // Address of
doubles [0]
printf ("%p\n",
doubles [1]
// Difference:

dp) ;

// Address of
13 /34

dp+1);

8 bytes (typical)



Understanding Pointer Arithmetic (2/3)

Pointer Arithmetic Visualization:

Pointer Arithmetic Depends on Type Size

[ I I I I I I I I I I
0x10006:010006:41 000821 0008:81 0003281 0008610008261 0003571000381 000%9 000+10

char *cp
[ 7a” I b’ I rc? ]
cp + 1 =1 byte forward

int *ip
[ 1 I 2 I 3 ]
ip + 1 = 4 bytes forward
double *dp
[ 1.1 I 2.2 ]
Key: dp + 1 = 8 bytes forward

cp + 1: Moves 1 byte (sizeof(char))

ip + 1: Moves 4 bytes (sizeof(int))

dp + 1: Moves 8 bytes (sizeof(double))
Compiler automatically scales by type size

14 /34



Understanding Pointer Arithmetic (3/3)

Pointer Subtraction:

Invalid Operations:

@ Subtracting pointers gives 1 int a, b;
2 int *p = &a;
element count s int %q = &b;
. . 4
° Resuh|5|nteger(ptnhfﬂ_t) 5 // INVALID: adding two pointers
@ Pointers must point to same /7 AmE Gw S @ ooqy /) DIRER
7
array 8 // INVALID: multiplying pointers
T T 9 // int *s = * 25 // ERROR!
o Useful for finding array indices |, P
11 // VALID: adding integer to pointer
E les: 12 int *t = p + 2; // OK
xamples: 3
. / VALID: subtractin ointers
int arr[10] = {0}; e/ . . _ &P
int *p = &arr[2]; // Points to arriz ptrdiff_t diff = q - p; // 0K
[2]
. - ) . 17 // VALID: comparing pointers
int *gq &arr [7]; // Points to arr o 1% (< {3 // 0K
ptrdiff_t diff = q - p; // diff = N N
5 Valid Operations:
ptrdiff_t diff2 = p - q; // diff2 =

-5

// Finding index from pointer
int index = p - arr; // index = 2
int index2 = q - arr; // index2 = 7

o Add/subtract integer to/from pointer
@ Subtract pointer from pointer

o Compare pointers (same array) 1°/34



Arrays of Pointers and Pointers to Pointers




A w N o

Arrays of Pointers (1/3)

Concept:
@ Array where each element is a
pointer
@ Useful for arrays of strings
@ Saves memory compared to 2D
array

o Flexible: strings can have different
lengths

Declaration:

// Array of 10 pointers to int
int *arr [10];

// Array of 5 pointers to char (
strings)
char #*names [5];

Example: Array of Strings

char *days[7] = {

"Sunday", "Monday", "Tuesday",
"Wednesday", "Thursday",
"Friday", "Saturday"

};

// Access

printf ("%s\n", days[0]); // "Sunday"

printf ("%c\n", days[11[01); // 'M'

// Compare with 2D array

char days2D[7]1[10] = {
"Sunday", "Monday", "Tuesday",
"Wednesday", "Thursday",
"Friday", "Saturday"

16 /34



Arrays of Pointers (2/3)

Memory Layout: Array of Pointers vs 2D Array

Array of Pointers

I days [0] | days[1] days[2] days[3]
Poin\t Pomt\to\‘ Pom\Pom\
"Sunday" "Monday" "Tuesday" "Wednesday"
7 bytes 7 bytes 8 bytes 10 bytes

2D Array (for comparison)

days2D[7] [10] |
70 bytes total (7x10), fixed size

Advantages of pointer array: Disadvantages:

Variable length strings allowed Extra indirection (slower access)
Memory efficient for different lengths Fragmentation possible

Easy to rearrange (swap pointers) String literals are read-only

17 /34



Arrays of Pointers (3/3)

Example: Sorting Array of Strings Using the Function:

1 // Swap two string pointers 1 int main(void) {
> void swap_strings(char **a, char **b) 2 char *names[] = {
{ 3 "Charlie", "Alice", "David",
3 char *temp = *a; "Bob"
4 *a = *b; 4 ¥
5 *b = temp; 5 int n = 4;
6 } 6
7 7 printf ("Before sorting:\n");
8 // Sort array of string pointers 8 for (int i = 0; i < n; i++) {
9 void sort_strings(char *arr[], int n) o printf ("%s\n", names([i]);
{ 10 }
10 for (int i = 0; i < n-1; i++) { n
11 for (int j = i+1l; j < n; j++) 12 sort_strings (names, n);
{ 13
12 if (strcmp(arr[il]l, arr[j 14 printf ("\nAfter sorting:\n");
1) > 0) { 15 for (int i = 0; i < n; i++) {
13 swap_strings (&arr[il, 16 printf ("%s\n", names[il);
garr[jl); 17 i
14 T 18
15 ¥ 19 return O0;
16 } 20 }

18 /34



Pointers to Pointers (1/2)

Concept:

@ Pointer that stores address of
another pointer

@ int **pptr (pointer to pointer to
int)
o Useful for:
o Dynamic 2D arrays

o Modifying pointer arguments
o Array of pointers

Declaration:

10;

1 int x

int *ptr &x;

int **pptr &ptr;
pointer to int

// Pointer to int

// Pointer to

// Three ways to access x:

printf ("%d\n", x); // Direct

printf ("%d\n", *ptr); // One
dereference

printf ("%d\n", x*pptr);
dereferences

N~ o o s

// Two

Modifying Pointer Argument:

1 // Function to allocate and
initialize

2 void create_int (int x**pptr, int value

) A
*pptr = malloc(sizeof (int));
if (*pptr != NULL) {
**pptr = value;
¥

3
4
5
6
7}
8
9 int main(void) {
int *ptr NULL;
create_int (&ptr,

42) ;

if (ptr != NULL) {
printf ("Value:
// 42
free(ptr);

%d\n", xptr);

}

return O;

19/34



Pointers to Pointers (2/2)

Pointer to Pointer: int *#*pptr

Variable x

Address: 0x1000 | «ptr = 4

int x = 42;
int *ptr = &x;
int **pptr = &ptr;

// Change x through pptr:

**pptr = 100; // x = 100

Levels of Indirection:
x: Direct value

ptr: One level (points to value)

Poin‘ie(li tr Pointer tr

<1000 x2000

Address: 0x2000 | **pptr = Address: 0x3000
0x1000

// All access x:

printf("%d", x); // 42
printf("%d", *ptr); // 42
printf("%d", **pptr); // 42

// Change ptr through pptr:

int y = 200;

*pptr = &y; // ptr now points to y

pptr: Two levels (points to pointer)

Each * removes one level

20/34



Common Pointer Applications
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Example 1: Array Manipulation Functions (1/3)

#include <stdio.h> 22

#include <string.h> 23

24

// Function prototypes using pointers?2s

void reverse_array(int *arr, int n); 26

void rotate_left(int *arr, int n, into7

k) ; 28

int find_element (const int *arr, int 29

n, 30

int key);

void remove_duplicates(int *arr, int 31

*n) ; 32

33

// Helper functions 34

void print_array(const int *arr, int 35
n);

void swap(int *a, int *b); 36

int main(void) {
int numbers[] = {1, 2, 3, 4, 5, 38
6, 7, 8}; 39
int size = sizeof (numbers) / 40
sizeof (numbers [0]) ;

printf ("Original array:\n"); 42
print_array (numbers, size); 43

// Reverse array
reverse_array (numbers, size);
printf ("After reversal:\n");
print_array (numbers, size);

// Rotate left by 2 positions
rotate_left (numbers, size, 2);
printf ("After rotating left by
23\m7) 3
print_array (numbers, size);
// Find element
int key = 5;
int pos = find_element (numbers,
size, key);
if (pos !'= -1) {

printf ("Element %d found at
index %d\n",

key, pos);
} else {
printf ("Element %d not found\
n", key);
}

return O;

21/34



Example 1: Array Manipulation Functions (2/3)

1 // Print array using pointer 27 // Rotate array left by k positions
arithmetic 28 void rotate_left(int *arr, int n, int
2 void print_array(const int *arr, int k) {
n) { 29 k = k % n; // Handle k >= n
3 for (const int *p = arr; p < arr 30
+ n; p++) { 31 // Reverse first k elements
4 printf ("%d ", *p); 32 reverse_array (arr, k);
5 3 33 // Reverse remaining elements
6 printf ("\n"); 34 reverse_array(arr + k, n - k);
7} 35 // Reverse entire array
8 36 reverse_array (arr, n);
9 // Swap two integers 37 }
10 void swap(int *a, int *b) { 38
11 int temp = *a; 39 // Find element using pointer
12 *a = *xb; arithmetic
13 *b = temp; 40 int find_element (const int *arr, int
14 3} n,
15 41 int key) {
16 // Reverse array in place 42 const int *p = arr;
17 void reverse_array(int *arr, int n) {43 for (int i = 0; i < n; i++, p++)
18 int *start = arr; {
19 int *end = arr + n - 1; 44 if (xp == key) {
20 45 return i;
21 while (start < end) { 46 }
22 swap (start, end); 47 i
23 start++; 48 return -1; // Not found
24 end--; 49 }
2 } 22 /34



Example 1: Array Manipulation Functions (3/3)

Sample Output:

1 // Remove duplicates from sorted

array 1 Original array:
2 // Returns new size via pointer »12345¢86738
parameter 3 After reversal:
3 void remove_duplicates(int *arr, int 4, 8 7 6 5 4 3 2 1
*n) { 5 After rotating left by 2:
4 if (*¥n <= 1) return; 665432187
5 7 Element 5 found at index 1
6 int *read = arr + 1;
7 int *write = arr + 1;
8 int unique_count = 1; Key Insights:
9
10 while (read < arr + *n) { @ arr + n points just past last
11 if (*read != *(write - 1)) {
12 *write = *read; element
1 TGO @ p++ moves to next element
14 unique_count ++;
15 } @ const prevents modification
16 read++;
17 } @ Two pointers can traverse at
18 .
19 *n = unique_count; // Update different speeds
size
20 }

Pointer Techniques Used: 23 /34

@ Pointer arithmetic in loops
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Example 2: String Processing with Pointers (1/3)

#include <stdio.h>
#include <ctype.h>

// Function prototypes

int string_length(const char *str);

void string_copy(char *dest, const

char *src);

void string_reverse(char *str);

int string_compare (const char *sil,
const char *s2);

void string_to_upper (char *str);

int count_words (const char *str);

int main(void) {
char str1[100] = "Hello World";
char str2[100];
printf ("String 1: %s\n", stril);
printf ("Length: J%d\n",
string_length(stri));

40
41
42

// Copy string
string_copy(str2,
printf ("Copied string:
str2);

stril);
hs\n",

// Reverse string

string_reverse(strl);

printf ("Reversed: %s\n", stril);

// Compare strings

int cmp = string_compare(stri,
str2);

printf ("Comparison result:
cmp) ;

%d\n",

// Convert to uppercase
string_to_upper (str2);
printf ("Uppercase: %s\n", str2);
// Count words
char sentence[] = "The quick
brown fox";
printf ("Words in
sentence,
sentence));

"%hs': %hd\n",
count_words (

return 0;

24 /34
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Example 2: String Processing with Pointers (2/3)

// String length (like strlen)
int string_length(const char *str) {
const char *p = str;
while (xp != '\0') {
p++;
}

return p - str; // Pointer
subtraction

}

// String copy (like strcpy)
void string_copy(char xdest,
char *src) {

const

while (*src != '\0') { 42
*dest = *src; 43
dest++;
src++; 44

} 45

*dest = '\0'; // Null terminatori4s

}

// String reverse

void string_reverse(char *str) {
char *start = str;
char *end = str;

// Find end
while (*end
end ++

of

string

'"\No") {

47

// Swap characters from ends to
middle
while (start < end) {

char temp = *start;

*start = *end;

*end = temp;

start++;

end--;

I

// String compare (like strcmp)
int string_compare(const char *si,
const char #*s2) {

while (*sl && *s2 && *sl == xs2)
{

sl++;

s2++;
¥

return *sl - *s2;

}

// Convert to uppercase
void string_to_upper (char *str) {
while (*str '"\N0") {
*str = toupper (*¥str);
str++;

" 25 / 34



Example 2: String Processing with Pointers (3/3)

Pointer Techniques:

1 // Count words in string

2 int count_words (const char *str) { @ Traversal with while (*p 1=

3 int count = 0; s ,

4 int in_word = 0; \0 )

5 . .

. I (e (B DN o Pointer increment (p++)

! 1 ogpen (BeE=)) e Pointer subtraction for length

8 in_word = 0;

o } else if (lin_word) { o Two-pointer technique for reversal
10 // Start of new word

u count++; @ const for read-only parameters
12 in_word = 1;

13 } .

1 Str++; Key Insights:

15 } . .

1 PP GO @ Strings are null-terminated char
7} arrays

Pointer arithmetic works naturally
Sample OQutput:

Must preserve null terminator
String 1: Hello World

Length: 11

Copied string: Hello World
Reversed: dlroW olleH
Comparison result: -33
Uppercase: HELLO WORLD
Words in 'The quick brown fox': 4 26//34

*str accesses current character

str++ moves to next character

N o v s N e
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Common Pointer Errors in C

Declaration/Initialization Errors:
@ Uninitialized pointers
@ Wrong type pointers
@ int* p, q; misunderstanding
© Forgetting & when initializing

Dereferencing Errors:
© Dereferencing NULL pointer
@ Dereferencing uninitialized pointer
@ Dereferencing freed pointer
@ Wrong level of indirection

Memory Errors:
@ Memory leaks (not freeing)
@ Dangling pointers
@ Double free
@ Buffer overflow via pointers

Arithmetic Errors:

o Pointer arithmetic on non-array
pointers

@ Going out of bounds
o Wrong pointer subtraction

@ Assuming pointer size equals data
size

27 /34



Pointer Error Examples

// 1. Uninitialized pointer 23
int *p; 24
*p = 10; // CRASH! Where does p 25
point? 26

// 2. NULL pointer dereference 27
int *q = NULL; 28
*q = 5; // CRASH! 29
30

// 3. Wrong type 31
double d = 3.14; 32
int *ptr = &d; // Wrong type! 33

printf ("%d\n", *ptr);
interpretation

// Wrong

// 4. Returning pointer to local
variable
int* bad_func(void) {
int x = 10;
return &x; // x destroyed when
function returns

40
41

} 42

43

// 5. Confusing * in declaration vs 44

use 45
int* a, b; // a is pointer, b is int

(not pointer!) 46

int *c, *d; // Both pointers

// 6. Wrong pointer arithmetic
int x, y;
int *p = &x;
p=p+ 1; // WRONG: not pointing to
array
// 7. Buffer overflow via pointer
char buffer [10];
char *ptr = buffer;
for (int i = 0; i < 20; i++) {
*ptr = 'A'; // Overflow!
ptr++;
i
// 8. Dangling pointer
int *ptr = malloc(sizeof (int));
free(ptr);
*ptr = 10; // ERROR: ptr is dangling
1
// 9. Wrong level of indirection
int val = 10;
int *p = &val;

int **pp = &p;

printf (")%d\n", xpp); // WRONG:
prints address
printf ("%d\n", #**pp); // CORRECT.

prints 10 28/34



Debugging Pointer Problems

Debugging Techniques:
@ Print pointer values with %p

@ Check for NULL before
dereferencing

@ Use debugger watchpoints
@ Add assertion checks
@ Test with simple cases first

Prevention:
@ Always initialize pointers

Use const when appropriate

Set pointers to NULL after free

°
@ Check return values from malloc
o
@ Document pointer ownership

Common Fixes:

Add & when passing addresses

Check for NULL before
dereferencing

Initialize pointers to NULL
Use correct pointer types
Validate pointer arithmetic bounds

Tools:

Compiler warnings (-Wall
-Wextra)

Static analyzers

Address sanitizers
(-fsanitize=address)
Valgrind for memory errors

Debuggers with memory

inspection 29/ 34



Best Practices




Pointer Best Practices (1/2)

Declaration & Initialization: Function Parameters:
@ Always initialize pointers @ Use const for read-only pointers
@ Use NULL for empty pointers @ Document pointer ownership
@ Declare pointers close to use o Consider pointer validity in
@ Use descriptive names preconditions
o Consider typedef for complex @ Use pointer parameters for "out"
pointers values
Dereferencing: Memory Management:
o Check for NULL before e Match malloc/free calls

dereferencing @ Set pointers to NULL after freeing
o Use appropriate indirection level @ Check malloc return value
o Validate pointer arithmetic @ Avoid returning pointers to local

o Be careful with pointer casts data
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Pointer Best Practices (2/2)

Pointer Arithmetic: Key Principles:
@ Only use within arrays/allocated @ A pointer must point to valid
memory memory
@ Check bounds before accessing @ Know who owns allocated memory
@ Use pointer subtraction for @ Document pointer invariants
distance

@ Use tools to detect errors

@ Prefer array notation for clarity o Write clear, simple pointer code

Testing;:
@ Test with NULL pointers

Safety Guidelines:
@ Initialize all pointers

o Test with valid pointers @ Check for NULL before use

o Test boundary conditions o Validate pointer arithmetic

o Test after free operations o Use const correctness

@ Clean up allocated memory
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Summary and Next Steps




What We've Learned Today

Pointer Fundamentals: Advanced Pointer Concepts:
@ Pointers store memory addresses @ Arrays of pointers
o Operators: & (address-of), * o Pointers to pointers (int *%*)
(dereference) @ Pointer arithmetic with different types

@ Pointer declaration and initialization o String processing with pointers

@ NULL pointer concept Programming Skills:

Pointers and Arrays: @ Writing pointer-based functions

@ Array name as pointer to first element 4 Debugging pointer errors

o Pointer arithmetic: p + i, p - i e Safe pointer practices

o Array indexing: arr[i] = *(arr +
i)

@ Arrays decay to pointers in functions

o Efficient array/string processing
Key Insights:

@ Pointers provide low-level memory
Pointers and Functions: access

o Pass-by-reference using pointers o Power comes with responsibility

© Modifying function arguments @ Understanding pointers is key to

@ Returning multiple values via pointers mastering C 32/34



Practice Exercises for Next Week

Beginner: Advanced:
@ Basic pointer operations @ Matrix operations with pointers
@ Swap function using pointers @ Implement simple malloc/free
© Array traversal with pointers @ Linked list basics
@ String length without strlen @ Function pointers introduction

Intermediate:

Next Lecture:

Reverse array using pointers .
° y ep Dynamic Memory Management

Q@ String copy without strcpy malloc, calloc, realloc
@ Find min/max in array using free
pointers Memory leaks

@ Array of strings sorting Dynamic data structures
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Final Thoughts and Resources

Common Pitfalls: Further Resources:
o Forgetting to initialize pointers o Course website: Slides, examples
@ Dereferencing NULL pointers K&R "The C Programming

Language" (Chapter 5)
"Understanding and Using C
Pointers" (book) Online pointer
visualization tools Practice coding
platforms

o Memory leaks Buffer overflows
Wrong pointer arithmetic
Returning pointers to local data

Debugging Tips:
@ Print addresses with %p Use Key Takeaways:
debugger watchpoints Add
bounds checking Test with
valgrind Start simple

@ Pointers = memory addresses &
gets address, * accesses value
Arrays and pointers are closely
related Pointers enable
pass-by-reference Careful with
pointer arithmetic Always validate
pointers
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